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CHANGE DESCRIPTION

Document creation
Adapted document for huma® version 03xx
Adapted document for huma® version 06xx

Added description for the following features:
Trusted certificates
Step when offset >= 100ms
GNSS firewall
RFC8915(NTS)

Added more information on how to:
Apply activation keys
Generate signed configuration and update files
Generate a device certificate (used for e.g. HTTPS)

Adapted PTP time service and sync source description for the ne
implementation

Adapted SYSLOG description for the new implementation
Adapted SNMP description for the new implementation
Added NTP time service time base description

Added SINEC H1 page description

Added description for the followingew features:
PTP v2.0 mode
Leap seconds status information
Set leap seconds action
Firewall rules CIDR extension
SIMEAS R option for DCF output
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14.03.2025 POM Added description for the followingew features:
Capture network packets

Configuration of minimum needed satellites with
configurable C/NO

PTP advanced settings:
Ignore UDP checksum
Overwrite 0.0.0.0 source IP
VLAN ID appending
VLAN filter
PTP over PRP with 2 instances

SNMPv3 traps

07.07.2025 POM Correction of allowed characters for password
Improved description for the following features:
Freeze functionality
NTP symmetric keys
Added description for the followingew features:
Redirect HTTP to HTTPS
Ping action
Network interface enable / disable
Network firewall alarm
GNSS receiver jamming detection
PTP accuracy clamping
Switch relay permanent after device is started
Added description for the followingew status values
Network packet counters

PTP status values

01.12.2025 POM Added description for the followingew features:
SINEC H1 correction value calculation (status byte 1)
GNSS antenna velocity and height sections
LED blinking for system and boards
Performance section of boards with operation system
GNSS Receiver debug

SYSLOG port configuration
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Unused configuration values for PTP as sync source have been
removed

Peers section on NTP time service page has been removed

1200 25.03.2025 POM Added @ character to the allowed characters for passwords

Removed hint, that GNSS1 in the GNSS receiver configuration n
Dt {2 0SOlIdzaS GKFKdiQa y2 f2y3sSN

Added description for the following new features:
GNSS receiver reset action
DCF synchronization source
TIMECODE synchronization source

SNMPMIB downloadaction
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5.3.2Aside Menu
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5.3.2.1Difference between System Pages and Board Pages
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Figure4 Navigation component and section under the board subpage "NTP"
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5.4 Change Device Configuration
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5.5 Status
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Figure6 In this status section only the color of "GNSS firewall" beaeaning
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Toasts that visualize occurred events have the event code underneath the toast icon:

0 Test event message

CH3D0

5.7.1Main View Toasts

al Ay +AS§
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@>
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L34
= L34
u»
(07
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O

FdSa GKIFG F UNXY6I NB
S YR FdzA teée @I fARIG
NYgFENB A& YA&dary3do
dzt R y® G | LIS NJ

FdSa GKIFIG GKS &AYdz
o AMDOOKNRY AT a2y a2

Sa KFiG 2y

Sy RdzS 2

2 TFdzZte Sy
K A
I N

Denied services

-HTTP (SYSTEM)
- NTP (POS1)
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Figure7 An example tooltip
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Figure8 An example of a Quick Info in Google Chrome
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5.9 Offline Capabillities
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Figure9 A screenshot of the start page with a lost connection
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5.10.1Language

adzf o LX S f | y3Idzr 3Sa AlYNIK dARdIIERANLGS Ri /S of @S Bdzk IS y 20 2
iKS GSEG&a GKSYaSto@oSas odzi faz2 GKS dzaSR F2NX¥YI @
Os2y Oly 0SS T2¥zyIRt ® (LIIEKSa 6292y SD

Q¢ N
n -+
o =

Lo

System Boards

Customize design

All design changes are applied immediately and have no effect on the device. These

|;| Device Settings changes are stored only in your local storage of this particular browser on this particular
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o If you have any performance problems, turning off the animations might
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5.10.2Themes and Dark Mode
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Figurell The dark mode switcher on the bottom right corner
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6 Pages
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6.2 Start Page
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Figurel3 Start Page of device 6890
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6.2.1Event Log
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6.2.2Device View
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Figurel5The Device View from device 8100 with five boards installed
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6.3 User Settings Page
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Change password Local storage
Old password The local storage contains important status information about this Hopf webapplication. Ameng other things, it contains local

configuration data and possibly insensitive user data. This data is stored directly in the »Local Storage«, a storage
technology provided by the browser

New password Resetting the local storage is considered harmless and is recommended when unknown errors occur.

o After resetting, all local configurations are reset to the current device configuration and the user is logged
out.

Confirm password

™ =

Figurel7 User Settings Page
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6.4 Design Page
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Customize design

All design changes are applied immediately and have no effect on the device. These changes are stored only in your local
storage of this particular browser on this particular computer and are not linked to your profile.

o If you have any performance problems, turning off the animations might improve your experience!
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Figurel8Design Page
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6.5 System Pages
¢tKA&d OKIFLIISNI RSAaONRO6Sa Fft LJI3IASa GKFG OFy o068 F2dzy
PpOPTDPA2YLRYSYGlmdIS LI 3Sa KIFIGS Ay 02YY2y GKIFG GKSe@
aLSOAUO 62 NRO

6.5.1Device Settings

¢tKS H5SOBA0S {Sky3aab adzyYl WMIRSH IRSGALDST SFadzyehelRK/ aodt &
6.5.1.1General

¢KA& G o ozy LAY

1% A A A 7

BRR3SA(GGKHA OYBEINNEdRYSYNBo220a

m<

O2y U3dzNY a2y ky3a
6.5.1.1.1Status
¢KAa&a LI 3IS LINPOARSAE | aSOe2y gAGK Fff &aeadasSy adl aadz

chPodu/ fAOTAYT 2y | 02FNR Ay (GKS 5S@A OShctdngpm @M f f

GENERAL DETAILS BOARD MONITORING KEY ACTIVATION
aﬂ =
4] - § smus HcTon B coneic
() (@)
om .
TO1 L <18Bns 13.83.2024 15 8100 Product Series
kﬂpf ; T02 L ¢166us 13.03.2624 15: e 0 Time Reference System
o) o)
O @58 SLow O o 308 1 ) ® )
4, 3 (0] 8 - —l z !
S iy o -?' alet LM i 00
© @0.: i 0@ S0, Y
Oe T -"Ow TR AA A AT T
Status
eee Revision Sernial number Version
FG8101G01 A 000001 v0107
Status Device Uplime Hostname Location
Ok 02h 12min 55s hopf-8702 Default Location

8% Languages
8 Lanouages

Figurel9 A screenshot of the status page of device 8101
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6.5.1.1.2Action
hy GKA&a | Os2y LI 3IS:T (GKS SyaN

o
puls
(0p))
&\
>
O«
(0p))
Q\
>
c

ey
>
[N

GENERAL DETAILS BOARD MONITORING KEY ACTIVATION

o

§ swius F ACTION B conFic

|;| Device Settings

. Reboot device Factory reset
E Configuration
A device reboot is a critical action that affects the entire device (including all of its Resetting to factory settings is a critical action, whereby all values will be set to default.
£ Cinware Update boards) and aborts any ongoing communication with the device for a certain amount of This affects the entire device (including all of boards)!
o time
384 User Management @ During the reset process, the device will initiate a reboot.

o Security Measure

LED blinking

Starts blinking the LEDs of the device ta indiciate the position.
Figure20 Action page of the general device settings

With the Blinking button in the LED blinking section, you can send a trigger to the device, to start a blinking
sequence on its front panel LED#is section is only available if the device has LEDs on its front panel.
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6.5.1.1.3Config

¢CKBSTl dzA § KAdABkYyIZEGiONFIF 6S OKFy3aASR
¢ KS REBRIAIEYSR
K dzY I tNBEAGa €0 dzy O

6a&én I togl ea

Ilapf 8100

DETAILS

[

General device settings

The design.related settings in this section are not the current design values, but rather the initial design values that each user will encou

@ Locally set design settings (e.g. language selection, design page, darkmode switcher) always overrule the default values in this section!

Default language ocation Contact

English Default Location support@hopf.com
Default animation Jofault font & space size Default theme

Default ® 10 hopf default
Show date Show year Collapse event log

@ o« o«

unter when hUMA is first launched

o2y U3
BB KNS HATL
GKI @
- 38 o

S 06:26:47 ®

in a browser

node enabled by default

The following settings “Interface timezone", “Timezone offset" and "Daylight saving time" are changing the time representation in the web-gui and only the displayed time base on the
@ (display of the system (if available). To get correct time on the display when STD or LOC is selected in “Interface timezone", the " Timezone offset" and the “Daylight saving time" under

“Sync Setting” -> "GENERAL" -> "CONFIG" of the timedomain controller board(s) must also be correctly configured

Interface timezone
uTc

Proy
&= Languages
=8 Languag

Figure21 Config page of the general device settings
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CKAA &aSky3a Myar odbaiSREI{BézSI KHS! YA Yl a2y b O2YL
6asém

¢tKA&d aSky3d OKlIy3dSakdeKBBEROFHSBZ iyRAAGA O
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YI22NA(Ge 2F O2YLI ye RSOAOS& INB y2i Cdz
CKAA &aSky3a Myar odbaiSREI ez KS{ AT S | R2dza G YSy
t I 3Sc®aSS

¢tKAa &aSky3a OKlIy3ISa GKS RSTFlLdzZ i GKSYS 2°
CKAA &aSky3a Myar odbaiSREI{BézS KSC KSYShH 02Y LRy S
c &

¢CKAa aSky3a &dLISOAUSa 6KSGKSNI GKS RIFENJ] Y
¢KS RIFENJ] Y2RA omg MAAGK S NdzaoSt SiSK S RSAF S lddi (D If
L AFTe SHKSGKSNI KS Y 2yWISKK 2dff RR RIS RFANERLYE
ARpGTOM2YLIRYSYlH pood

{LISOATFE GKSHKSN (ESEKQUWMIRTRBEY RAREI RP B
[ 2YLRYySyli pood ¢KA& aSkya Ory 2yteée 068

U B

{LISOATFe HKSHKSNI GKS S@Syild t23 2y (K&

¢tKA&a aSky3d OKIyaRa alLkf eSRS A yI RiRzYR I @S & K
PGAradzZ £ NBLINBaSyidle2z2y 2F GKS RIFE{GlI O2YAY!:
RSOAOS 3ISySNriGSa Aida oYS 2dzilLiziaod

l Oa @k oay3d GKS aYSi2yS {¢5 gAft NBOSIt I
aYST2yS 20aS8id Oly 0S8 O2yU3dz2NBER XaANRJYKE
YR KF&a y2 AybdzsSyO0S 2y (KS RSGAOS oaYSO

Timezone offset

Activate

Direction

Offset hours

Offset minutes
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LY [h/ A& SyrofSRY GKS b5FeftAIKAI &l GAy:
beAYST2yS 204Sib aSOo2nfPAyIi&XE OSYPoa:!
aYS (XKZoYKary KdzYPrddzHKAE RKRYER2KEE y2 Ay
¢KS [h/ aYS Ydzad 06S aSi Ay (GKS aYS AyLJ
Daylight saving time

Begin

Mo;m ] Wef:st Week v Daiunday v Tm; 100

End

Mo:: 4 Wef:st Week v Daiunday ~ T”“:} : 00

v OK X DISCARD

Front panel

Display timeout (s)

°® 30 ¢

Display permanent on

Front panel button

Scroll v

Figure22 front panel settings

The front panel section is only visible for systems with a display on their front panel and it allows to
configure the display and the front panel button behaviour.

LyLldzi [ 55Sa0ONALI2Y

5AaLI e ¢KAA @I fdzS Aa GKS Fy2dzyd 2F aYS GKIFG
2yT ¢KSY b5AaLI & LISNXYIFYySyld 2yb Aa |

6au 0 dzg
5AaLX e 2KSy RAalofSRX (KS RAaLXlFe SyGiSNa (KS
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6.5.1.2Detalls

t 384 6K2aS8 YIAYy LldzNLR2asS A&

6.5.1.2.1Status

GENERAL DETAILS

System Boards

:I Device Settings

Y
E Configuration
System temperature left

8 Firmware Update 29.85°C

System details

282 User Management Fan status left
& Ok
O Security Measure
Fan speed left
0%

Figure23 An example of a system details section
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KEY ACTIVATION

System temperature right

25.06°C

Fan status right

& Ok

Fan speed right
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6.5.1.3Board Monitoring

t 38 K248 YFAYy LldzNLI2&aS Aa G2 YirylF3§ GKS 0621 NR Y2

6.5.1.3.1Config
¢CKSNE INB Gg2 aSOe2ya 2y (KA& O2yU3ddzN}Ys2y LI ISP ¢
F2NJ SIOK LI2aAs2y 2F (GKS adeadSyo ¢KSaS RNRBL) R2gya

9d3adr gKSYy | CDyyno{ my K2 &SR So03i MYizKySA (IC2NNNS 32Ly2 YiR A y
R2o6y F2NJth{ o® 2KSy y2 062FNR 2N I 02FNR SgAGK | y?2

gAftf SYUSNILAKERENNRY aKRUAR yB IT28 YRIYR i 2NBERe 2B S

¢tKS 32S5S02yR 45002y RAALI I &da (GKS a2ad8Ys gAlGK |y 20
02y U3dzNBR I} SERIERR ® f €
GENERAL DETAILS BOARD MONITORING KEY ACTIVATION
0“ = —_—
- — B
Board monitoring
POS1 POS 2 POS 3 POS 4
POS S POS6 POST POS 8
() O
B -] .
T01 L <1@@ns 13.83.2024 15:38:12 UTC -/~ 8100 Product Series
hﬂpf o 102 L <103z 13.05.2824 15:30: 12 UTC /- Time Reference System
() )
D POS1 : FG8901P01 POS2 : FG8T02G03 POS3 : FGBBOINO2 L CJ
FG8901P01 FG8702G03 FGE80TNOZ k'_i
o POS6.: FGET02G01 POS8 : FG8802520
C‘; FG8702G01 G8802520 (:

Figure24 This config page has a device view to visualize the board names
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Figure25 An example of the activation key status page
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6.5.1.4.2Action

On this page keys can be activated, fully reset and assigned.

= hopf s10 30
o0 =, .

(]

B Activation Key reset

= > 2 =

o 1

Time & Frequency
Made in Germany SOIutionS

09 - 49 - 54 (=)
) v

C o)
244 |\:/,

ﬁ

Drag & Drop activation key

Figure26 This screenshot illustrates the key assignment process

[ Fo6St 5540

M 1 OaBlozy ¢KS dzaSNJ KIFa G2 Syi 2 I-
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9f STONRYA|l DYool & ¢K Oo @l o2y 1Se@
I 1Se NBaSi NByvyz2@gSa Ittt I Osa@l (SR |1
H YSeé NBas 1S8a R2 y2i t2aS8S GKSAN Ot ARBY&SND
I NB Fdzf t & FdzyOe2yl f @
, LyaadSIFIR 2F SyiSNaAy3a (GKS | Oa@laz2y 1
o C?guéa 3 SNEB 8k UStR: GKS t5C UfS 2F GKS | Oo0
2LISYyAy3a GKS UfS SELX 2NBNJ 6 Ot AO01 A

Applying an activation key:

Activation keys can be applied in one of the following four ways:

1) Drag & Dropthe activation key PDF file received frompfcan be dragged and dropped to the Drag

& Drop activation key area to apply the activation key

2) File selectionclick the Drag & Drop activation key area to open a file browser. Select the activation

key PDF file received froimopfand click the open button

Customer Manual
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3) Scannerclick in the text field in théctivation section and scan the @de in the activation key
PDF file and click th&dd button in the Activation section

4) Manually:manually enter the activation key from the activation key PDF in the text field in the

Activation section and click th&dd button in theActivation section.

Attention: do not add any carriage return. E.g. when you mark the whole activation key in the activation
key PDF file and copy it to the clipboard (CTRL+C), the carriage returns are also copied. In this case paste
the copied activation key in any editor (CTRL+Wpre the carriage returns, mark the whole text

(CTRL+A), copy it to theptdbard (CTRL+C) and paste (CTRL+V) that text in the text field of the

Activation section

Time Reference

== Systems Iﬂ!mﬂmgmf

Activation Key

Activation Option License Identifier MNumber Of Licenses
LI8100A01 0 2
Product Serial Number

FG8101G01 999999

Activation key for product series 8100, Parallel Redundancy Pratocol (PRP)

§20Z73bwpTYRNGVI0/ 9x30Bubu
eIzpF£CYRoIFDARGMIOLnkE /ch

LMkDASDI+3AKBv1 0bgVVGuOThE

WAYSbl £1Pyo+S53Ay 1 ANARHWQUED! £f2J+/JULFOJdIO nZ++AUTDtVegllcPReyFrGN
§oC9EKr] TARdAFexRzg30GPyeChepaVEELgmvGHPIu2 0+ T80D2vnvw562 3pPagl +pmEfn] ObURTPs4Yc
/LVJIBSMpwRSEnKk11WKt108bNV

OgQwec+tevLIRZXUNTZNgIEU+G

41+ 53511 Luy * Garmany

hopf Elekironix GmbH S fepisntgitmipbiom i
Figure27 activation key example

The above figure shows an example of an activation key PDF file. The text in the green box is the activation
key that can be manually entered in the text field of thetivation section.
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6.5.2 Configuration

¢tKS O2yU3dNY a2y R2@AVNBI R2DYVYRSBRLIKSNROLI IS
6.5.2.1Download

6.5.2.1.1Action

¢tKAa | Os2y LI IS Ffft26a GKS dzaSNJ G2 3ISYSNIGS ySo
Ut Sao

O

DOWNLOAD UPLOAD
Ced [ -]
e =
] - A ACTION
System Boards
Q Device Settings
. Generate a new config Apply a new config
E Configuration
This creates a configuration file based on the settings you currently This action will generate a configuration file based on the settings
A e Undate have set in the web application. After the generation the you currently have set in the web application and will be
L &4 ’ P configuration file will be downloaded automatically. automatically uploaded to the device

200 y
Zaa+ User Management & download e & apply
‘7 Security Measure

Download configs

o The last three ations are ically saved as backup.

Select a config

Choose here v

D

Figure28 Configuration Page
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6.5.2.2Upload

6.5.2.2.1Action
L 2K RAY3 ySg 2y U Ut Sa
GKSY KIFa | RAUGSNBYl OASsd

Ad YIRS Ll2aarotsS 2y GKAA

(Vo))

lff aadSLA NB RAaALIX @SR Ay GKS dzZLJISNJ F NBF Ay GKS
Oy 2dzyYLd 6l 01 G2 | LINBGA2dza aiSLlo
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Ly G4KS UN&I

a SNJ YdzaG OK22a$S | 0O2yu3a Uf
o 2LSyAy3I GKS UtS SE N

BNl oe OtAO1Ay3d 2y (KS dzL

DOWNLOAD UPLOAD
Ce3 [ -]
o =
' - A ACTION
System Boards
Q Device Settings o
ﬁ Configuration Choose file Check Result

7 W
xJ Firmware Update

&% user management

O Security Measure

A

Drag & Drop config file

Click to open file explorer

NP,

Figure29 Drag and Drop config file
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ovelliew
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ﬁ config.json

Device list . 3 4 5 6
The following list 1 all parts of the current device configuration .ﬂij how they are affected by applyl ul; the new configuration l
Device Position Status Config
FG6890G01 POS1
system_FG6890G01 system Unchanged

ARy
@

Figure30In this step an overview visualizing the config changes is presented
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Current config

device: 6890G01
name: Management
version: v0100
pages:
network:
general
hostname: hopf_6890
defaultGatewaylpv4: 172 25.180.1
dns:
0:192.168.0.254

interface:
ifaces.
eth0:
dhcplpv4: false
ipvd: 192.168.0.1
networkMask: 255 255 255 0
dheplpvé: false
operationMode: autoNegotiate
ipvB
prefixLength- 64
mtu: 1500
vians:
ethl:
dhcplpv4: false
ipvd: 172.25.180.12
networkMask: 255 255 252 0
dhcolové: false
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Future config

device: 6890G01
name: Management
version: v0100
pages:
network:
general
hostname: new_hostname
defaultGatewaylpv4: 172 251801
dns:;
0:192.168.0.254
11111
interface:
ifaces.
eth0
dhcplpv4: false
ipvd: 192.168.0.1
networkMask: 255 255 255 0
dheplpvé: false
operationMode: autoNegotiate
ipvB
prefixLength: 64
mtu: 1500
vlans
eth1:
dhcplpv4: false
ipvd: 172.25.180.12
networkMask: 255 255 252.0
dhcolove: false
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DOWNLOAD UPLOAD
Ce [ -]
¢ —
g 3 [—] & ACTION
Boards

System

g Device Settings o o o

E Configuration Choose file Check Result

Vo I TN
RS Firmware Update

&% User Management hﬂpf
Successful upload

© 6890

Security Measure
The config only takes place if a reboot has been performed. Choose either the entire device or just the effected boards to reboot “ ‘
o To reboot a specific board select it via the graphic S
g L

Select all boards :
The following boards will reboot ‘I&IHJ

FGB890G01(POS1)

@&y Languages
wr guag

3
Figure31If the upload was successful, the restart controls are displayed
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Figure32In this step an overview visualizing the structure of the firmware file is presented
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6.5.4User Management
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Figure33User roles
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6.5.4.2Local Users
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Figure34 Changing password of the user "administrator"
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Figure35In this example the installer user has two roles
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6.5.4.3.1Config
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Figure36 In this example RADIUS is selected for HTTP/S
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Figure38 An example of the RADIUS user configuration
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% Metzwerkrichtlinienserver

Datei  Aktion  Ansicht 7

o= 2@ HE

€ NPS (Lokal)

~ [ | RADIUS-Clients und -Serve
5 RADIUS-Clients
ﬁ RADIUS-Remoteserverg

v [Z[ Richtlinien
[7] Verbindungsanforderur,
 —+ Netzwerkrichtlinien

'_h Kentofihrung
> Wl Vorlagenverwaltung

Netzwerkrichtlinien
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Solutions

© Metzwerkrichtlinien ermdglichen das Festlegen der zur Herstellung einer Netzwerkverbindung berechtigten Personen sowie der Bedingungen, unter
denen sie eine Verbindung herstellen konnen.

Richtlinienname

'RADIUS-TEST

Status

Alctiviert

Verarbeitungsreihenfolge  Zugriffstyp

Quelle

1 Zugriff gewahren  Nicht angegeben

Bedingungen - Wenn die folgenden Bedingungen erfulkt sind:

Bedingung
Benutzergruppen  KILDEVARADIUS-TEST-GROUP

Wert

Einstellungen - Dann werden folgende Einstellungen angewendet:

Einstellung
Zugriffsberechtigung
Authentifizierungsmethode
Filter-Id

Framed-Protocol
Service-Type
EAP-Methode (Extensible Authentication-Protokoll) Microsoft: Geschitztes EAP (PEAF)

Wert

Zugriff gewahren
EAP
ADMINISTRATOR
PPP

Framed

Figure39 RADIUS network policy configuration example
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Metzwerkrichtlinienserver — O *
@

Datei  Aktion Ansicht 7

o= nE HE

€ NPS (Lokal) RADIUS-Clients

w || RADIUS-Clients und -Server
ﬂ RADIUS-Clients g}! RADIUS-Clients ermaglichen die Angabe der Netzwerkserver, die Zugriff auf das Metzwerk bieten.
iﬂ RADIUS-Remoteservergruppen
v [Z] Richtlinien
| Verbindungsanforderungsricht| | Anzeigename IP-Adresse Geratehersteller Status
| Metzwerkrichtlinien ﬂ HUMA Device 152.168.0.1 RADIUS Standard  Altiviert
‘ﬁ Kentofiihrung
Ml Vorlagenverwaltung

Figure40 RADIUS client configuration example
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RADIUS
Auth method
EAP v
Server Interface Shared secret Timeout (seconds)
192.168.0.2 ethl v ABC ® 10 &
PAP EAP
IEC 61850 Area of responsibility Server certificate (optional)

Choose or drop a file

Figure41 Example of the RADIUS configuration on the huma® device
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LDAP
TLS Server certificate (optional)
D Choose or drop a file X
Version Server Query timelimit (seconds)
LDAP 3 v ® 15
Bind user base Bind user Bind password

Bind timelimit (seconds)

° 15

Figure42 LDAP configuration section
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Editor far mehrwertige Zeichenfolgen >

Attribut: objectClass

Hinzuzufugender Wert:

[
Werte:
organizational Person Entfemen
peErson

posixAccount
top

Lger

[ ok | | Abbrechen

Editor far mehrwertige Zeichenfolgen X
Attribut: uid
Hinzuzufiigender Wert:
| | Hinzufligen
Werte:
|daptestuser Entfemen
dZA R Ydzai 0S5 ARSYs
[ ok | | Abrechen

Attribut-Editor fiir Ganzzahlen x
b uellumoer dzA Rb dzYo SNJ Ydza G o ¢
Wert:
L1000 |
Léschen OK | | Abbrechen |
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Attribut-Editor fir Ganzzahlen >
Attribut: gidNumber ~ - A o _ A
JARbdzYO SNJ Ydzau o S
Wert:
(1000 |
Loschen Abbrechen

¢t2 0S FoftS (2 2EAYWHAGKS IKS! { 588002y Ydzald 06S 02y
F2tf2gAy3 UIdzNBo

LDAP

TLS

Version Server Query timelimit (seconds)
LDAP 3 v 192.168.0.2 ° 15 =

Bind user base Bind user Bind password Bind timelimit (seconds)
dec=TEST,dc=local nsled-bind@TEST Idapbind ‘ ® 15 =

Figure44 LDAP configuration example

¢KSt RRNBaa 2F GKS [5!t ASNIBISNI A& MPHDPMCY PnDH P

Customer Manual hopf unified management application

wWww. Ilﬂ’.‘lf. COM v12.00 82/ 186



Time & Frequency
Irapf e omr Solutions

6.5.5Security Measure

Pt a$ROdiINKIR LI 3Sa NBE LINPJARSR dzy RSNJ KAa AGSY®

6.5.5.1Profile

6.5.5.1.1Config

KdzYl t LINP@FIRSHEFT LINBRSUYSR aSOda2NRGe aSky3da Ay (GKS

2y GKA& LI 3ISd tNBaaAy3ad | LINRUES odzg2y 20SNBNRGSA

gl tdz2Sad b2 2yfteée GKS SBkoyaal 2NRIKIASS LA &S I INS2 | HItSEO
6a8&c wH dnNBw 2 BSNBNAGSY | O02NRAY3 G2 GKS &St SOGSR L
Yy2N¥YFtte FyR YIFI®& RAGSNI FNRBY (GKS LINRUtS &aSky3ao

-_— B May RS . -
= In:pf 8100 %0 [11:36:29 @
3 C Hous Minutes Seconds
PROFILE SERVER
o
D
t-3 - B conFic
System Boards
Device Seti . - -
L oevee scins Security profile selection
N
E Configuration Pressing a security profile button changes various values on several configuration pages (only the local storage is affected, not the device).
c Firmware Update
s Y
&% useranagemert - m -
O Security Measure
Advanced

Management protocol

AN
L

Languages =

Figure45 Security profile page
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¢tKAa O2y U3 LI Hgpsdazyd2yaafndRasRrRFK aSOdNRGe aSky3a
2OSNBNRGS (KS&S aSky3da 60SaaRSa GKS UNBglft aSky3
Advanced
Public status Persistent user Signed config files required Signed update files required
[ @) L @)
nactivity duration (seconds) Toast duration (seconds) Maximum cooldown (seconds) JWT validity time (minutes)
® 3600: Y 20 : Y 600 : e 30:
Signature public key
Choose or drop a file
Figure46 Security measure advanced configuration section
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{AAYyFGdINE L¢KS Lz BAO9aSOOSHATFE (GKS ardyl GdzNB 2

Management protocol

Services can be enabled and disabled here.
o These are not the firewall settings for blocking traffic, instead the services are actually turned on and off.

HTTP HTTPS Redirect HTTP to HTTPS SSH

«©

Figure47 Management protocol configuration section
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6.5.5.2Server
¢KS LI 3848 dzyRSNI b{ SNISNb I NB F20dASR 2y GKS &3$0daN.

6.5.5.2.1Status

CKAA allida LI 3S aK264 K2¢ f2y3 |+ wiazy 2806 ¢218y
o — PROFILE SERVER
qﬂ- ] 8 smatus A ACTION
:l Device Setlings
5 JSON web token
JWT secret in use since
£ rimuare upaate 2d 22h 05min O1s

:;! User Management

0 Security Measure

FEE
&5 Languages

#

Figure48 The use time of the JWT secret shown dynamically

6.5.5.2.2Action

¢CKSNB INB (o2 RAGSNBY:G aSNPSN) 4S0dNAGe aS50e2ya 2y
O2yidlAya | odzg2y GKFEG 3ASYySNIGSa | ySg w2e¢ aSONB
NEFTNBaK GKS w2¢ aSONBG G tSHad 2y08 | &Sk N
¢tKS b5SPA0S / SNUOIGShH &aS0Oe2y KlFa | F2N¥Y G2 dzLJ) 21
¢[{ o0FaSR O2yyS0o2yam @i KSR REPRDSS PHART RS RAESHKGS S
aA3dYySR OSNBUOIF(GS @2y iltAySR Ay G(KS RSOAOS

0 = ..

0 oo

B o Generate new JWT secret Device certificate

. [ Sescripats: | |

S

= =D

@
w

Figure49 Security Measure server action page
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Device certificate generation and format:
ECC and RSA based X509 certificates are supported.
S®3ad NEIFIYHnAanyX NAEFYnadpcI LINAYSHpcOmMI X

The certificate must be a *.pem file and it must contain the private kay and the certificate.

Example content of such a file:

----BEGIN EC PRIVATE-KEY
MHcCAQEEIGOrKdFrNQFFYoNu9VD8qCLuUn1WuWdpLZIRIRNFZQKWIoAoGCCqGSM49
AWEHOUQDQQAEXSD+WLB5Lg1isJw7gYUCrSO1uOaltP5+pH2CLput+MBLQT3IVQ43
ke5acJup5mrKKtWBxKnTcL1TGONG1leQheQ==

----END EC PRIVATEKEY

----BEGIN CERTIFICATE
MIICCzCCAbGgAwWIBAgIUbGotAqTixkyKhuHFISJtwYZV+MEwWCgYIKoZIzjOEAwIw
WzELMAKGA1UEBhMCc3MxCjAIBgNVBAgMAWQXCJAIBgNVBACMAWY xCjAIBgNVBAOM
AWCcxCjAIBgNVBASMAWgXCjAIBgNVBAMMAWOoOXEDAOBgkghkiGOWOBCQEWAWswHhcN
MjMxMjA3MTUzMzE3WhcNMjQxMjAXMTUzMzE3WjBbMQswCQYDVQQGEwWJIg&EKMA
A1UECAWBZDEKMAgGA1UEBWWBZJEKMAgGALIUECgwBZzZEKMAgGALIUECWwWBaDEKMAQG
ALUEAWWBaJEQMA4GCSqGSIb3DQEJARYBazBZMBMGBYqGSM49AgEGCCqGSM49AWEH
AOIABFOg/liweS4NYrCcO4GFAQOjtbjmtLT+fgR9gi6brfjASOE9yFUON5HUWNCb
geZqyirvVgcSp03CUxjjRtXKIXmjUzBRMBOGA1UdDgQWBBT6WYEsLyfnaAJ5cKRp
taWG5A8+0zAfBgNVHSMEGDAW(gBT6WYEsLyfnaAJ5cKRptaWG5A8+0zAPBgNVHRMB
AfSEBTADAQH/MA0GCCqGSM49BAMCAOgAMEUCIQCP3JQvjbruwO6gS46HQIWUNXYyi
ry+YNkspiDC8hggoHwIgRp4AsFRTUChp72rUzj8K76c2HFzkLg+Y97dqg3ipcibl=

----END CERTIFICATE

Example to generate a proper rsa:2048 certificate.pem file with OpenSSL.:

openssl regnewkey rsa:2048new-nodes-x509-days 365keyout certificate.perrout certificate.pem

Example to generate a proper prime256v1 certificate.pem file with OpenSSL.:
openssl ecpararmame prime256vigenkey-noout-out certificate.key
openssl regnew-x509-key certificate.keyout certificate.crt-days 365

cat certificate.key certificate.crt > certificate.pem

Customer Manual hopf unified management application
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6.6 Board Pages
¢tKA&d OKIFLIISNI RSAaONRO6Sa Fft LJI3IASa GKFG OFy o068 F2dzy
AP T PH2YLRYSYGIKDHHS LI 3Sa KIGS Ay 0O02YY2y GKIFG GK:

6.6.1 Board Overview

b. 2 NR h@SNWASSshH Aa NBIFIOKSR o0& LINBaaAydIp ®aKIESH b. 2 N
/| 2YLRYSYyld yood LG O2yaraita 2F olaArd aidldddza Ay¥F2NXI
6.6.1.1General
6.6.1.1.1Status
¢tKA&a LI 3IS LINPOARSAE | aSOe2y GAGK Fff o02FNR adl Gdza

CcPOEDHYHKSNBE GKS OdzNNByild o02FNR A& KAIKEAIKGISR® /tA0
GKS &dldGdza LI 3IS 2F GKS 0621 NRO®

o GENERAL
-]
#ﬁ 3 i T > B
FG8901P01 D
~ TOL L <188ne 87.87.2625 S~ 8100 Product Series
| FEBT02G01 T2 L <188ns B7.87. 2025 : - Time Reference System

Natwork

Monitoring

FG8801N02 v

FGB8802S01 v
FGB8901PO1
FG8702G03 Status
Board Revision Serial number Position
FG8801F02 v FG8702G01 A 000131 POS2
FG8802S01 v Version Status Uptime Config parser
v1000 ® Ok 2d 21h 23min 35s M Ok

Figure50 Board status overview example
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GSFY Ay UyRAYy3I aLISOAUO SNNBNE 2y GKS

hy GKA&a | Os2y LI 3IS:T GKS 02FNR OFy 06S NBo22GS

Q" i
% = § » B
G8901P0O
' = ‘ Reboot board Factory reset
© During the reset process, the
ot J
LED blinking
o ]

Figure51Board overview action example

de

vice will initiate a reboot

With the Blinking button in the LED blinking section, you can send a trigger to the board, to start a blinking

sequence on its panel LEDs.
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On this page, the displayed board name can be configured and the freeze functionality can be enabled.

General

The board configuration freeze disables all the action pages of the board.
The freeze setting cannot be undone via software, an actual physical factory
reset must be performed on the device by pressing the factory reset button.
FG8702G03 (POS2) Freeze
FGB702G03

Figure52 Example of a board general config page
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Figure53 Frozen board with the snowflake indication
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6.6.1.2Detalls

6.6.1.2.1Status
¢CKAZ LI IS O2yilAya o02FNR aLISOAUO adlida AYyT2NNIo2
OKI LJi SNA @

t2 6 SNJ 8dzZLILX & dzyAda RAALIFE GKSANI @2t il 3ISs OdNNBy

Power supply status

Voltage Current
12.2V 1.1A
Power Temperature
13.42W 41.97°C

Figure54 Example of detail status page content for a power supply unit

Boards operatingn operating system display their CPU, flash and RAM usage in a performance and status
section.

Performance

Status

Root partition used (%] Temp partition used (%) Config partition used (%] Data partition used (%] RAM used (%; CPU used (%)
P: PP g p: P

30 0 0 0 13 36

Figure55 Exanple of a detail status page content for a board operating with an operating system
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tF38a 6ABAISYSDO2 NJdzy O 2yt AaSa INB fAaGSR dzy RSNJ
6.6.2.1General
6.6.2.1.1Status
¢KA& LI 3IAS akKz2ga ittt OSNPUOIGSa 2F GKS dNMzad tAa
o — GENERAL NTERFACE ROUTING FIREWALL
a? = i Fou B conric
| Feb7o2c03
R Trusted certificates
f:': ;:11 Subject Issuer Valid from (UTC) Valid until (UTC)
Monitoring CN=ACCVRAIZ1,0U=PKIACCV,0=ACCV.C=ES Thu, 05 May 2011 09:37.37 Tue, 31 Dec 2030 09:37.37
C=ES 0=FNMT-RCM, OU=AC RAIZ FNMT-RCM C=ES O=FNMT-RCM,OU=AC RAIZ FNMT-RCM Wed, 29 Oct 2008 15:58:56 Tue, 01 Jan 2030 00-00 00
FG8702G01 7 C=IT L=Milan O=Actalis S p.A /03358520967 CN=Actalis C=IT,L=Milan O=Actalis S.p A /03358520967 CN=Actalis Thu, 22 Sep 2011 1122 02 Sun, 22 Sep 2030 1122 02
Authentication Root CA Authentication Root CA o o R
FG8802S20 e
Figure56 Example of the trusted certificagesection
Trusted certificates are needed for RFC8&york Time Security (short NTS) feature of NTP).
6.6.2.1.2Action
¢KS I Os2ya 2y GKA& LI 3IS Oy 685 dzaSR (2 FRR IyR
o s ENERAI INTERFACE ROUTING FIREWALL
Qj} : § stas J Action B confic
FG;Qum Trusted certificate upload Remove all trusted certificates
| FG8702G01 X509 certificate (* crt) in PEM format
Gl Choose or drop a file B

Monitoring

FG8801N02 ¥

FG8802S01 Capture packets

FG8901P01 Etiip. T

«© @

FG8702G03 ¥

FG8801F02 4

FG8802S01 L 4

Figure57 Network general action

=

Ping

Server

The uploaded certificateia Trusted certificate uploachust be a X509 certificate in PEM format.

Capture packets can be used to capture the network traffic of the device where the action has been
triggered. Under normal operation this action is not needed, but in some support cases this action can help

www.ln:pl-'. COM
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to analyse the problem. In those cases, thef support team will request the capture.
The generated file is encrypted, to prevent information leaks during the transmission of the filetiojihe
support team.

To capture the network packets, the corresponding interface(s) must be selected and afterwards the Start
packet capturing button must be clicked. This action starts the capturing.

Afterwards the Stop packet capturing button must be clicked, to stop the capturing.

The last step is to click the Download captures button, to perform the download of the encrypted capture
file. The download is only successful, when the capturing has been stopped.

The action has a maximum limit of packets that can be captured, to prevent the creation of captures that
fill up the whole RAM.

The ping action can be used to check reachability of other network devices. The IPv4 or IPv6 address of the
device that should be pinged must be entered in the Server text field and afterwards the Ping button must
be clicked. A toast in the bottom right iceer will show the result of the ping.

& O3 O

Figure58 Possible ping actiowasts

6.6.2.1.3Config
¢KS 3ISYSNIf ySig2N] O2yU3Tdz2NI a2y OFy ©0S aSi KSNB®

GENERAL INTERFACE ROUTING FIREWALL

§ sTaTUS A& ACTION B conFc

General DNS

Hostname Default gateway (IPv4) Maximum three DNS entries are allowed
hopf-8702

Default gateway (IPv6)

Figure59 Example of general network settings
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6.6.2.2Interface

6.6.2.2.1Status
¢KAAd allddza LI 38 aK26a 6KSGKSNI I LI NbOdzf I NI Ay i SNF

AL A 7

O2 NNB & LR YRA YT 3ad05S RIR RNBBIIR o ¥ dRY: YI2dRB2 oy R LI O1 S0«

GENERAL INTERFACE ROUTING FIREWALL
§ smarus & AcTion B conr
Status
ethd MAC Speed Duplex Auto-negotiation
up 00:03:¢7:03:00:58 1000 MBit/s full on
ethl MAC Speed Duplex Auto-negotiation
down 00:03:¢7:03:00:59 10 MBit/s half on
eth0 eth1
1P address (IPv4) Broadcast IP address (IPv4) Broadcast
192.168.0.1 192.168.0.255 192.168.1.1 192.168.1.255
Network mask Received bytes Network mask Received bytes
255.255.255.0 16662174 255.255.255.0 0
Received packets dropped Received faulty packets Received packets dropped Received faulty packets
0 0
Received packets Transmitted bytes Received packets Transmitted bytes
104623 26996965 0 0
Transmitted packets dropped Transmitted faulty packets Transmitted packets dropped Transmitted faulty packets
0 0 0 0
Transmitted packets Transmitted packets
106016 0

Figure60 Example of network status page content
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6.6.2.2.2Action
¢KS LI O1Sd O2dzy iSNB 2y (KS a
§ sTatUS /~° ACTION B conFic

Clear network interface status data

Figure61 Clear network interface status data action

6.6.2.2.3Config
¢tKAa&a O2yU3 LI 3S O2yarada 27
6.6.2.2.3.linterface
lft 2F GKS AYyGSNFIFOSEa INB fA
Lt @dnX Lt @cX a!/ YR #[!bd
eth0
IPv4 IPv6
Ne;;z‘f;ass.’;ss.o 24 P[e!ix o ( i\/,
|
VLAN
. L 2{1[’\4} IP address (IPv4)
DHCP (jms) 1P address (IPv6) ’\?
Add VLA
eth1

Figure62 Example of a network interface configuration section
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6.6.2.2.3.3PRP
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Not enough interfaces available
prp0
Interface 1 Interface 2
eth0 v eth1 v
IPv4 IPv6 MAC

Figure64 PRP configuration section
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6.6.2.3Routing
6.6.2.3.1Status

Time & Frequency
wace n ey Solutions

¢KS NRdzmy3d auludza aKz2ga tf Odz2NNbyufe asSiu NRdzu Sa
GENERAL INTERFACE ROUTING FIREWALL
o =
[ o)
' — § status B conFic
System Boards
) 5390601
Management ;
Current routing table A
= Network
Sync Setting
Number Network address Network mask Gateway Interface
Time Service
Monitoring Route 1 00.00 0.0.00 172.25.180.1 ethi
Route 2 172.25.180.0 255.255.252.0 0.0.00 eth1
Route 3 192.168.0.0 255.255.255.0 0.0.00 eth0
Route 4 =1 128 lo
Route 5 e80::203.c7ff.fe01:9c7c 128 eth0
Route 6 fe80::203:c7ff-fe01:9c7d 128 eth1
Route 7 fed0: 64 eth1
Route 8 feB0:: 64 eth0
Route 9 fi00:: 8 eth1
Route 10 ff00 8 eth0
Route 11 0 lo
O
i%r Languages &

Figure65 Routing status page example
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6.6.2.3.2Config
l RRAa2y It adl a0 NRdziSa Oly 0SS O2yU3dzaNBR UKNR&zZaK U
K

GENERAL INTERFACE ROUTING FIREWALL
¢O = .
—
o —] § satus B ConFiG
vvvvvvv Boards
m 6390G01
Management
. Routes
etwork
Sync Setting
: IP address (IPv4) Network mask Gateway
ime Service %
sotie 192.168.10.0 255.256.255.0 0.0.0.0 2
Monitoring
IP address (IPv6) Prefix length 1 Gateway l
Route2 | 2001:0db8:85a3::8a2¢:0370 64 l ’

pas o

#
Figure66 Routing config page with two routes
02 - : . : : :
- i Routes
bt Add Roue J
@ ovoas &
Figure67 Routing config page without any routes
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6.6.2.4Firewall
6.6.2.4.1Config
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60S FRRSRZ NBY2@0SR IyR OKIy3aSR®
hyS N¥z S GGKIFIG 6f2014a lye GNXrYO A& LINBRSUySRe LG K

Firewall alarm options

Time (s) Packet count

. 10 : o 10 &

Firewall rules

@ e priority of the firewall rules can be changed by dragging and dropping the icon:

Interface Service Palicy Direction Remote IP Protocol
Priority 1 X
4 Any v HTTPS v Allow v Both v TP
Interface Service Palicy Direction Remote IP Protocol
Priority 2
V Any v NTP v Allow v Both v uop )
)
Interface Service Palicy Direction Remote IP Protocol T
=, Pripsity 3 X
2) 734 Any - PING v Allow v Both v Both
&) &)
Interface Service Palicy Direction Remote IP Protocol
Priority 4 (/77\‘
T/

e J

Figure68 Network firewall configuration section
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6.6.3Sync Setting

b{eyO {Sky3ab &dzyYYINAT S&a I ff LI 3IS&8 F20dzaAy3I 2y &aeé
6.6.3.1General
6.6.3.1.1Status

Sync status

Synchronization status Synchronization accuracy Time

Locked to sync source <100ns to UTC Ok
Synchronization source Leapseconds Frequency control
GNSS 37 Ok

Sync module communication

™ Ok

Figure69 Example of the general synchronization status page
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Figure70 General synchronization action page

Set time(only availableon TDC boards)
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I fAO01TAY3 2y (KS URLIEORIUDS O2 HISYRI INJTo DB 403 Wyi3 2y (K
ALISOAUO aYS aStSO02NI oAT (GKS dzZaSR oNRgAaSNI 2GSNA
Date Time

05.01.2021 &l 12:33:53

e Do

Mo. Di. Mi. Do. Fr. Sa. So. 13 34 54

28 29 30 31 1 2 3

14 35 55

4 n 6 7 & 9 10
1 12 13 14 15 16 17 15 36 56
18 19 20 21 22 23 24 16 a7 57

2527 28 29 30 3
17 38 58

1 2 3 4 5 6 7
Heute 18 39 59

Figure71The calendar and time selector provided by Google Chrome

Execute time jump:

This function forces the board to go to Synchronization status Not initialized. That state is the only state in
which boards are allowed to perform time jumps.

This action can solve issues when the board does not synchronize.
Setleapsecondsdnly availableon TDC boards)

Via Seteapseconds, the number of leap seconds can be set. This action has only an effect, when a sync
source is used, that does not transmit the number of leap seconds, like NTP.
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GENERAL GNSS NTP PTP
¢{} -}
]
f o -— 8 #ac B
G FeaT0ze
FGB702G03 o L .
et Synchronization sources Synchronization setting
= Sync Setting Step when offset >= 100ms
Time Senice @ Ssynchronization sources PTP and NTP require an activation key!
Wonitoring
Simulation mode Priority 1
GNSS
FG8702G01 h
Priority 2 Priority 3
FG8802520 Choose here
Timezone offset Max. frequency change

Activate Direction Activate

Offset hours. Offset minutes Max change

Daylight saving time

Figure72 General synchronization configuration page
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Synchronization sources for nenDC boards

Synchronization Sources

Timedomain Priority

Round Robin v

Priority 1

Synchronization accuracy v

Priority 2

None v

Figure73 Synchronization sources section for fiddC boards

The synchronization sources section for AdDC boards looks different to the one of TDC boards. The non
TDGboards version has three drop downs for timedomain priority, priority 1 and priority 2 to configure
which timedomain should be used for synchrotiiza in systems with more than one timedomain.

Timedomain priority defines which timedomains should be validated and what should happen if they have
the same quality.
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Reception quality ~
Satlites n view Sateltes racked

27

Satellite Quality [C/NO]

GPS23 44

Galileo 82 42

Galileo 55 4

GPS 10 40
GPS 3 35
SBAS 128 35
GPS 18 35

Galileo 51 34

SBAS 127 34

Galleo 76 32

SBAS136 32

GPS 26 3

GPS 16 31

Galileo 80 27

Galileo 73 27

GPS2 26

GPS 27 25

Galileo 48 22

Galileo 52 18

Galileo 61 17

GPS 15 12

GPS7 9

Figure75 Example of the GNSS reception quality status section
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Figure76 Example of the GNSS receiver status section
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Figure77 Example of the GN@8tennastatus section
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