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2 Change History 

VERSION DATE EDITOR CHANGE DESCRIPTION 

0100 08.03.2020 SCR Document creation 

0300 19.07.2023 POM Adapted document for huma® version 03xx 

0600 01.12.2023 POM Adapted document for huma® version 06xx 

0601 12.03.2024 POM Added description for the following features: 

 Trusted certificates 

 Step when offset >= 100ms 

 GNSS firewall 

 RFC8915(NTS) 

Added more information on how to: 

 Apply activation keys 

 Generate signed configuration and update files 

 Generate a device certificate (used for e.g. HTTPS) 

0700 08.07.2024 POM Adapted PTP time service and sync source description for the new 

implementation 

Adapted SYSLOG description for the new implementation 

Adapted SNMP description for the new implementation 

Added NTP time service time base description 

Added SINEC H1 page description 

0800 29.10.2024 POM Added description for the following new features: 

 PTP v2.0 mode 

 Leap seconds status information 

 Set leap seconds action 

 Firewall rules CIDR extension 

 SIMEAS R option for DCF output 
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0900 14.03.2025 POM Added description for the following new features: 

 Capture network packets 

 Configuration of minimum needed satellites with 

 configurable C/N0 

 PTP advanced settings: 

  Ignore UDP checksum 

  Overwrite 0.0.0.0 source IP 

  VLAN ID appending 

  VLAN filter 

  PTP over PRP with 2 instances 

 SNMPv3 traps 

1000 07.07.2025 POM Correction of allowed characters for password 

Improved description for the following features: 

 Freeze functionality 

 NTP symmetric keys 

Added description for the following new features: 

 Redirect HTTP to HTTPS 

 Ping action 

 Network interface enable / disable 

 Network firewall alarm 

 GNSS receiver jamming detection 

 PTP accuracy clamping 

 Switch relay permanent after device is started 

Added description for the following new status values: 

 Network packet counters 

 PTP status values 

1101 01.12.2025 POM Added description for the following new features: 

 SINEC H1 correction value calculation (status byte 1) 

 GNSS antenna velocity and height sections 

 LED blinking for system and boards 

 Performance section of boards with operation system 

 GNSS Receiver debug 

 SYSLOG port configuration 
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Unused configuration values for PTP as sync source have been 

removed 

Peers section on NTP time service page has been removed 

1200 25.03.2025 POM Added @ character to the allowed characters for passwords 

Removed hint, that GNSS1 in the GNSS receiver configuration must be 

Dt{Σ ōŜŎŀǳǎŜ ǘƘŀǘΩǎ ƴƻ ƭƻƴƎŜǊ ǘƘŜ ŎŀǎŜ 

Added description for the following new features: 

 GNSS receiver reset action 

 DCF synchronization source 

 TIMECODE synchronization source 

 SNMP MIB download action 
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3 Preliminary Remarks 

¢Ƙƛǎ ǎƻƊǿŀǊŜ ǇǊƻŘǳŎǘ ƛǎ ǘƘŜ ǊŜǎǳƭǘ ƻŦ ŀƴ ƛƴǘŜƴǎƛǾŜ ŜũƻǊǘ ōȅ ƘƻǇŦ ǘƻ ŎƻƳōƛƴŜ ŀƭƭ ƛǘǎ ǇǊƻƎǊŀƳǎ ƛƴǘƻ ŀ ǎƛƴƎƭŜ 

ǳƴƛǘ ŎŀƭƭŜŘ ƘǳƳŀϯΦ Lǘ ƛǎ ƘƛƎƘƭȅ ƅŜȄƛōƭŜΣ ǾŜǊǎŀǝƭŜ ŀƴŘ Ŝŀǎȅ ǘƻ ǳǎŜΦ ƘǳƳŀϯ ƛǎ ōŀǎŜŘ ƻƴ ŎƻƳǇƻƴŜƴǘǎ ǘƘŀǘ ŀǊŜ 

ƛƴǘŜǊŎƘŀƴƎŜŀōƭŜ ǘƘǊƻǳƎƘƻǳǘ ǘƘŜ ŀǇǇƭƛŎŀǝƻƴ ŀƴŘ ǊŜƭȅ ƻƴ ŀ ǳƴƛŬŜŘ ŘŜǎƛƎƴ ŀƴŘ ŦǳƴŎǝƻƴŀƭƛǘȅΦ 

¢Ƙƛǎ ŘƻŎǳƳŜƴǘ ǾŜǊǎƛƻƴ ƛǎ ǾŀƭƛŘ ŦƻǊ ƘǳƳŀϯ ǾŜǊǎƛƻƴ ǾмнллΦ ¸ƻǳ Ŏŀƴ ŎƘŜŎƪ ȅƻǳǊ ƘǳƳŀϯ ǾŜǊǎƛƻƴ ƻƴ ǘƘŜ ƭƻƎƛƴ 

ǇŀƎŜΣ ǎŜŜ ŎƘŀǇǘŜǊ сΦм [ƻƎƛƴ 

4 Requirements 

¢ƘŜ ƳƛƴƛƳǳƳ ǊŜǉǳƛǊŜƳŜƴǘ ŦƻǊ ǘƘŜ ƘǳƳŀϯ Web edition ƛǎ ŀƴ I¢a[р ōǊƻǿǎŜǊ ǿƛǘƘ WŀǾŀ{ŎǊƛǇǘ ŜƴŀōƭŜŘ ŀƴŘ ŀ 

ǿƻǊƪƛƴƎ ŎƻƴƴŜŎǝƻƴ ǘƻ ǘƘŜ ƘƻǇŦ ŘŜǾƛŎŜΦ 

¢ƘŜ ōǊƻǿǎŜǊ Ƴǳǎǘ ǎǳǇǇƻǊǘ ŀǘ ƭŜŀǎǘ 9/a!{ŎǊƛǇǘ нлмс ό9{нлмсύ ŦƻǊ ōŀǎƛŎ ŦǳƴŎǝƻƴŀƭƛǘȅ ŀƴŘ /{{ о ŦƻǊ ōŀǎƛŎ 

ŘŜǎƛƎƴΦ 

!ŘŘƛǝƻƴŀƭƭȅΣ ǘƘŜ ōǊƻǿǎŜǊ ǘŜŎƘƴƻƭƻƎȅ Ϧ[ƻŎŀƭ {ǘƻǊŀƎŜϦ Ƙŀǎ ǘƻ ōŜ ŀŎǝǾŀǘŜŘ ǿƛǘƘ ŀ ƳƛƴƛƳǳƳ ǎǘƻǊŀƎŜ ŎŀǇŀŎƛǘȅ 

ƻŦ мa.Φ 

!ƭƭ ƳƻŘŜǊƴ ōǊƻǿǎŜǊǎ ƳŜŜǘ ǘƘŜ ǇǊŜǾƛƻǳǎƭȅ ŜȄǇƭŀƛƴŜŘ ǊŜǉǳƛǊŜƳŜƴǘǎ ōȅ ŘŜŦŀǳƭǘΦ 

ƘǳƳŀϯ Ƙŀǎ ōŜŜƴ ǘŜǎǘŜŘ ŀƴŘ ǿƻǊƪǎ ōŜǎǘ ǿƛǘƘ /ƘǊƻƳƛǳƳ ōŀǎŜŘ ōǊƻǿǎŜǊǎ όDƻƻƎƭŜ /ƘǊƻƳŜ ό±ŜǊǎƛƻƴ Ҕ уфύΣ 

9ŘƎŜ ό±ŜǊǎƛƻƴ Ҕ уфύΣ hǇŜǊŀ ό±ŜǊǎƛƻƴ Ҕ трύΣ .ǊŀǾŜ ό±ŜǊǎƛƻƴ Ҕ мΦноύΣ ΦΦΦύ ŀƴŘ aƻȊƛƭƭŀ CƛǊŜŦƻȄ ό±ŜǊǎƛƻƴ Ҕ утύΦ ƘƻǇŦ 

ŘƻŜǎ ƴƻǘ ƎǊŀƴǘ όŦǳƭƭύ ŦǳƴŎǝƻƴŀƭƛǘȅ ƻƴ ŀƴȅ ƻǘƘŜǊ ōǊƻǿǎŜǊΦ 

9ŘƎŜ [ŜƎŀŎȅ όǘƘŜ ƳŀƧƻǊ ǾŜǊǎƛƻƴ ƻŦ 9ŘƎŜ ǇǊƛƻǊ ǘƻ нлнлύ ƛǎ ƴƻǘ ǘŜǎǘŜŘ ŀƴŘ ǘƘŜǊŜŦƻǊŜ ƴƻǘ ǊŜŎƻƳƳŜƴŘŜŘΦ 
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5 Handling 

¢ƘŜ Ƴŀƛƴ Ǝƻŀƭ ƻŦ ƘǳƳŀϯ ƛǎ ǘƻ ǇǊƻǾƛŘŜ Ŝŀǎȅ ŀƴŘ ǎŀŦŜ ƛƴǘŜǊŀŎǝƻƴ ǿƛǘƘ ŀ ƘƻǇŦ ŘŜǾƛŎŜΦ ¢ƻ ŦŀŎƛƭƛǘŀǘŜ ǘƘŜ ƘŀƴŘƭƛƴƎ 

ŀƭƳƻǎǘ ŜǾŜǊȅ ŎƻƳǇƻƴŜƴǘ Ƙŀǎ ŀ ǘƻƻƭǝǇ όрΦуύ ǘƘŀǘ ōŜŎƻƳŜǎ ǾƛǎƛōƭŜ ǿƘŜƴ ǘƘŜ ƳƻǳǎŜ ƛǎ ƘƻǾŜǊŜŘ ƻǾŜǊ ƛǘΦ 

!ǎ ŦƻǊ ǎŜŎǳǊƛǘȅΣ ǘƘƛǎ ŀǇǇƭƛŎŀǝƻƴ ƛǎ ōŀǎŜŘ ƻƴ ŀ ǎȅǎǘŜƳ ǘƘŀǘ ǳǎŜǎ ŀ ŎƻƴŬƎǳǊŀǝƻƴ ŬƭŜΦ ! ǾŀƭƛŘ ŎƻƴŬƎǳǊŀǝƻƴ ŬƭŜ 

Ƴǳǎǘ Ŧƻƭƭƻǿ ŀ ŎŜǊǘŀƛƴ ǎǘǊǳŎǘǳǊŜ ƛƴ ƻǊŘŜǊ ǘƻ ōŜ ǎŜƴǘ ǘƻ ǘƘŜ ŘŜǾƛŎŜ ŀƴŘ ƭŀǘŜǊ ǳƴŘŜǊǎǘƻƻŘ ōȅ ƛǘǎ ƛƴǘŜǊƴŀƭ 

ǎƻƊǿŀǊŜΦ 

5.1 Basic Usage 

Lƴ ƎŜƴŜǊŀƭΣ ƘǳƳŀϯ Ŏƻƴǎƛǎǘǎ ƻŦ ǘƘǊŜŜ ǘȅǇŜǎ ƻŦ ǇŀƎŜǎ όǎŜŜ рΦоΦоΦнύΥ 

 

¶ {ǘŀǘǳǎ 

tŀƎŜǎ ǘƘŀǘ ƛƴŘƛŎŀǘŜ ǎǘŀǘǳǎ ƛƴŦƻǊƳŀǝƻƴ ǿƛǘƘƻǳǘ ŀƴȅ ǳǎŜǊ ƛƴǘŜǊŀŎǝƻƴΦ 

¶ !Ŏǝƻƴ 

tŀƎŜǎ ǘƘŀǘ ŀƭƭƻǿ ǘǊƛƎƎŜǊƛƴƎ ŀŎǝƻƴǎ ƻƴ ǘƘŜ ŘŜǾƛŎŜ ǘƘŀǘ ƛƳƳŜŘƛŀǘŜƭȅ ǘŀƪŜ ŜũŜŎǘΦ 

¶ /ƻƴŬƎ 

tŀƎŜǎ ǘƘŀǘ ŀƭƭƻǿ ŎƘŀƴƎƛƴƎ ŎƻƴŬƎ ǾŀƭǳŜǎ ƛƴ ǘƘŜ ōǊƻǿǎŜǊ ōǳǘ ƴƻǘ ƻƴ ǘƘŜ ŘŜǾƛŎŜΦ   

/ƘŀƴƎƛƴƎ ŀ ǾŀƭǳŜ ŀƴŘ ǘƘŜƴ ǇǊŜǎǎƛƴƎ ǘƘŜ ϦhY ōǳǧƻƴϦ ƻƴ ǎǳŎƘ ŀ ǇŀƎŜ ǿƛƭƭ ƴƻǘ ŎƘŀƴƎŜ ǘƘŜ ŎƻƴŬƎ 

ǾŀƭǳŜ ƻƴ ǘƘŜ ŘŜǾƛŎŜ ƛƳƳŜŘƛŀǘŜƭȅΗ 

CƻǊ ǘƘŜ ŎƘŀƴƎŜǎ ǘƻ ǘŀƪŜ ŜũŜŎǘ ƻƴ ǘƘŜ ŘŜǾƛŎŜΣ ŀ ƴŜǿ ŎƻƴŬƎ ŬƭŜ Ƴǳǎǘ ōŜ ƎŜƴŜǊŀǘŜŘ ŀƴŘ ǘƘŜƴ 

ǳǇƭƻŀŘŜŘΦ CƻǊ ƳƻǊŜ ƛƴŦƻǊƳŀǝƻƴ ƻƴ ƘŀƴŘƭƛƴƎ ŎƻƴŬƎ ǇŀƎŜǎ ǇƭŜŀǎŜΣ ǎŜŜ рΦпΦ 
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5.2 Security 

CƻǊ ƘƻǇŦ 9ƭŜƪǘǊƻƴƛƪ DƳōI ǎŜŎǳǊƛǘȅ Ƙŀǎ ǘƘŜ ƘƛƎƘŜǎǘ ǇǊƛƻǊƛǘȅΦ ¢Ƙƛǎ ƛǎ ŜȄŀŎǘƭȅ ǿƘȅ ǿŜ ƘŀǾŜ ǳǎŜŘ ŀ ŘƛũŜǊŜƴǘ 

ŀǇǇǊƻŀŎƘ ŦƻǊ ŎƘŀƴƎƛƴƎ ŎƻƴŬƎǳǊŀǝƻƴ ǾŀƭǳŜǎΦ 

/ƘŀƴƎƛƴƎ ŎƻƴŬƎǳǊŀǝƻƴ ǾŀƭǳŜǎ ŘƛǊŜŎǘƭȅ ǘƘǊƻǳƎƘ ŀƴȅ ǿŜō ŀǇǇƭƛŎŀǝƻƴ ŎŀǊǊƛŜǎ Ƴŀƴȅ ǇƻǘŜƴǝŀƭ ǎŜŎǳǊƛǘȅ ǊƛǎƪǎΣ 

ŜǎǇŜŎƛŀƭƭȅ ƛŦ ǘƘŜ ŀǇǇƭƛŎŀǝƻƴ ƛǎ ŜȄǇƻǎŜŘ ǘƻ ǘƘŜ ƛƴǘŜǊƴŜǘΦ ¢ƻ ŀǾƻƛŘ ǎǳŎƘ ǊƛǎƪǎΣ ƻǳǊ ǎƻƊǿŀǊŜ ƛǎ ōǳƛƭǘ ƻƴ ŀ ǎȅǎǘŜƳ 

ōŀǎŜŘ ƻƴ ŜƴǝǊŜ ŎƻƴŬƎ ŬƭŜǎΦ LƴǎǘŜŀŘ ƻŦ ŎƘŀƴƎƛƴƎ ŜŀŎƘ ǎǇŜŎƛŬŎ ǾŀƭǳŜ ƛƴŘƛǾƛŘǳŀƭƭȅΣ ǿƘƛŎƘ ŜȄǇƻǎŜǎ ƴǳƳŜǊƻǳǎ 

ŎƻƳƳǳƴƛŎŀǝƻƴ ŎƘŀƴƴŜƭǎ ƛƴ ǘƘŜ ƴŜǘǿƻǊƪΣ ǿŜ ƘŀǾŜ ƻƴƭȅ ƻƴŜ Ǉƻƛƴǘ ǿƘŜǊŜ ǿŜ ŜȄŎƘŀƴƎŜ ǘƘŜ ŎƻƴŬƎǳǊŀǝƻƴ ǿƛǘƘ 

ǘƘŜ ŘŜǾƛŎŜΦ 

¢Ƙƛǎ ŀǇǇǊƻŀŎƘ ŀƭǎƻ ŜƴŀōƭŜǎ ǳǎ ǘƻ ƛƳǇƭŜƳŜƴǘ ŀƴƻǘƘŜǊ ƻǇǝƻƴŀƭ ƘƛƎƘ ǎŜŎǳǊƛǘȅ ŦŜŀǘǳǊŜΥ Ϧ{ƛƎƴŜŘ /ƻƴŬƎǎϦΦ ƘƻǇŦ 

ŘŜǾƛŎŜǎ Ŏŀƴ ōŜ ŎƻƴŬƎǳǊŜŘ ǘƻ ŀƭƭƻǿ ƻƴƭȅ ŎƻƴŬƎ ŬƭŜǎ ǘƘŀǘ ŀǊŜ ǎƛƎƴŜŘ ŀƴŘ ǾŀƭƛŘŀǘŜŘ ǘƻ ŦǳǊǘƘŜǊ ŜƴƘŀƴŎŜ 

ǎŜŎǳǊƛǘȅΦ 

¢ƘŜ ŦƻǊƳŀǘ ƻŦ ǘƘŜ ŎƻƴŬƎ ŬƭŜ ƛǎ WŀǾŀ{ŎǊƛǇǘ hōƧŜŎǘ bƻǘŀǝƻƴ όW{hbύΦ ¢ƘŜ ŬƭŜ ǎǘǊǳŎǘǳǊŜ ǊŜǎŜƳōƭŜǎ ǘƘŜ ōŀǎƛŎ 

ŘŜǾƛŎŜ ǎǘǊǳŎǘǳǊŜ ŀƴŘ ƛǘǎ ōƻŀǊŘǎ ŀƭƭƻŎŀǝƻƴΦ 

5.2.1 Hardening Security 

Lƴ ƻǊŘŜǊ ǘƻ ƘŀǊŘŜƴ ǘƘŜ ǎŜŎǳǊƛǘȅΣ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǎǘŜǇǎ Ŏŀƴ ōŜ ŘƻƴŜΥ 

мΦ ¦ƴŘŜǊ сΦрΦрΦмΦмΣ ǎŜƭŜŎǘ ŜƛǘƘŜǊ ǘƘŜ aŜŘƛǳƳ ƻǊ IƛƎƘ ǎŜŎǳǊƛǘȅ ǇǊƻŬƭŜΣ ǿƘŜƴ ǎƛƎƴŜŘ ŎƻƴŬƎ ŀƴŘ ǳǇŘŀǘŜ 

ŬƭŜǎ ǎƘƻǳƭŘ ōŜ ǳǎŜŘΣ ǎŜƭŜŎǘ ǘƘŜ ŎƻǊǊŜǎǇƻƴŘƛƴƎ ǇǳōƭƛŎ ƪŜȅ ǳƴŘŜǊ !ŘǾŀƴŎŜŘ ŀƴŘ {ƛƎƴŀǘǳǊŜ ǇǳōƭƛŎ ƪŜȅΣ 

ƻǘƘŜǊǿƛǎŜ ǘǳǊƴ ƻũ {ƛƎƴŜŘ ŎƻƴŬƎ ŬƭŜǎ ǊŜǉǳƛǊŜŘ ŀƴŘ {ƛƎƴŜŘ ǳǇŘŀǘŜ ŬƭŜǎ ǊŜǉǳƛǊŜŘΦ 

нΦ bŀǾƛƎŀǘŜ ǘƻ ŀƭƭ ¢ƛƳŜ {ŜǊǾƛŎŜ tŀƎŜǎ ŀƴŘ ŀŎǝǾŀǘŜκŘŜŀŎǝǾŀǘŜ ǘƘŜ ŘŜǎƛǊŜŘ ¢ƛƳŜ {ŜǊǾƛŎŜǎ όǎŜŜ сΦсΦпύ 

оΦ bŀǾƛƎŀǘŜ ǘƻ ǘƘŜ CƛǊŜǿŀƭƭ tŀƎŜ ƻŦ ŜŀŎƘ ƴŜǘǿƻǊƪπŎŀǇŀōƭŜ ŘŜǾƛŎŜ ŀƴŘ ŀŘŘ ǘƘŜ ŀŎǝǾŀǘŜŘ bŜǘǿƻǊƪ ¢ƛƳŜ 

{ŜǊǾƛŎŜǎ ŀǎ !ƭƭƻǿ ǊǳƭŜǎ όǘƻ ǎŜŜ ǿƘƛŎƘ ǊǳƭŜ ǎƘƻǳƭŘ ōŜ ŀŘŘŜŘΣ ƘƻǾŜǊ ƻǾŜǊ ǘƘŜ ǘƻŀǎǘ ϦCƛǊŜǿŀƭƭ ŦƻǊōƛŘǎ 

ŀŎǝǾŀǘŜŘ ǎŜǊǾƛŎŜϦΤ ǎŜŜ рΦтΦмύ 
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5.2.2 Good Practice 

¢ƘŜ ŦƻƭƭƻǿƛƴƎ ƭƛǎǘ ŘŜǎŎǊƛōŜǎ ǿŀȅǎ ǘƻ ƛƴŎǊŜŀǎŜ ǘƘŜ ǎŜŎǳǊƛǘȅ ƻŦ ƘǳƳŀϯ ŀƴŘ ǘƘŜ ŘŜǾƛŎŜΥ 

мΦ ¦ǎŜ ŀ ǇǊŜŘŜŬƴŜŘ {ŜŎǳǊƛǘȅ tǊƻŬƭŜ όaŜŘƛǳƳ ƻǊ IƛƎƘύ 

!ǎ ŘŜǎŎǊƛōŜŘ ƛƴ сΦрΦрΦм ŀ ǇǊƻŬƭŜ ǿƛƭƭ ŀŘƧǳǎǘ Ƴŀƴȅ ǎŜŎǳǊƛǘȅ ǎŜǩƴƎǎ ŀǳǘƻƳŀǝŎŀƭƭȅ ǘƻ ǾŀƭǳŜǎ ŘŜŬƴŜŘ ōȅ 

ǘƘŜ ƘƻǇŦ ǎŜŎǳǊƛǘȅ ǘŜŀƳΦ ¢Ƙƛǎ ƛƴŎƭǳŘŜǎ ŀƭǎƻ ǘƘŜ ŬǊŜǿŀƭƭǎ ŦǊƻƳ ŀƭƭ ōƻŀǊŘǎΦ 

¢ƘŜ ǇǊƻŬƭŜ aŜŘƛǳƳ ƛǎ ǇǳǊǇƻǎŜƭȅ ōǳƛƭǘ ŦƻǊ ǎȅǎǘŜƳǎ ǿƛǘƘ ƘƛƎƘ ǎŜŎǳǊƛǘȅ ƴŜŜŘǎ ŀƴŘ ƎŜƴŜǊŀƭƭȅ ǘƘŜ 

ǊŜŎƻƳƳŜƴŘŜŘ ǿŀȅ ǘƻ ƘŀǊŘŜƴ ǘƘŜ ǎŜŎǳǊƛǘȅΦ IƛƎƘ ƛǎ ǳǎŜŘ ŦƻǊ ǎǇŜŎƛŀƭ ƴŜŜŘǎ ǿƘŜǊŜ ǘƘŜ ǳǎŀƎŜ ƻŦ ƘǳƳŀϯ 

ƛǎ ƘƛƎƘƭȅ ǊŜǎǘǊƛŎǘŜŘΦ 

 

нΦ YŜŜǇ ǘƘŜ CƛǊŜǿŀƭƭǎ ǊŜǎǘǊƛŎǘŜŘ 

.ȅ ŘŜŦŀǳƭǘΣ ǘƘŜǊŜ ƛǎ ŀ ŬǊŜǿŀƭƭ ǊǳƭŜ ǘƘŀǘ ŘŜƴƛŜǎ ŜǾŜǊȅ ƴŜǘǿƻǊƪ ǘǊŀŶŎΦ ¢Ƙƛǎ ǊǳƭŜ Ƙŀǎ ŀƭǿŀȅǎ ǘƘŜ ƭƻǿŜǎǘ 

ǇǊƛƻǊƛǘȅ ŀƴŘ Ŏŀƴ ōŜ ƻǾŜǊǊǳƭŜŘ ōȅ ŀƴȅ ŀŘŘƛǝƻƴŀƭ ǊǳƭŜΦ 5ƻƴΩǘ ŀŘŘ ŀ ǊǳƭŜ ǘƘŀǘ ŀƭƭƻǿ ŀƭƭ ǎŜǊǾƛŎŜǎΦ !ŘŘ 

ƻƴƭȅ ǎǇŜŎƛŬŎ ǊǳƭŜǎ ǘƘŀǘ ŀǊŜ ǊŜŀƭƭȅ ƴŜŎŜǎǎŀǊȅ ǿƛǘƘ ƻƴƭȅ ǘƘŜ ƛƴǘŜǊŦŀŎŜΣ ŘƛǊŜŎǝƻƴ ŀƴŘ ǇǊƻǘƻŎƻƭ ǘƘŀǘ ŀǊŜ 

ǊŜŀƭƭȅ ƴŜŜŘŜŘ ŦƻǊ ǘƘŜ ǎŜǊǾƛŎŜ ǘƻ ǿƻǊƪ όƴƻǘ Ƨǳǎǘ ŀƴȅ ƻǊ ōƻǘƘύΦ 

 

оΦ ¢ǳǊƴ ƻũ ǳƴǳǎŜŘ ǎŜǊǾƛŎŜǎ 

{ŜǊǾƛŎŜǎ ǘƘŀǘ ŀǊŜ ƴƻǘ ǳǎŜŘ όŜΦƎΦΣ ƻƴƭȅ I¢¢t{ ƛǎ ǳǎŜŘ ǘƻ ŀŎŎŜǎǎ ƘǳƳŀϯ ŀƴŘ ƴƻǘ I¢¢tύ ǎƘƻǳƭŘ ƴƻǘ ƻƴƭȅ 

ōŜ ǇǊƻƘƛōƛǘŜŘ ōȅ ǘƘŜ ŬǊŜǿŀƭƭΣ ōǳǘ ƎŜƴŜǊŀƭƭȅ ǘǳǊƴŜŘ ƻũ ƻƴ ǘƘŜ ŎƻǊǊŜǎǇƻƴŘƛƴƎ ŎƻƴŬƎ ǇŀƎŜΦ 

 

пΦ /ƻƴŬƎǳǊŜ {ǘǊƻƴƎ ϧ bƻƴπ5ŜŦŀǳƭǘ tŀǎǎǿƻǊŘǎ 

9ƴǎǳǊŜ ǘƘŀǘ ŀƭƭ ǳǎŜŘ ǇŀǎǎǿƻǊŘǎ ƘŀǾŜ ǎǳƛǘŀōƭȅ ǎǘǊƻƴƎ ǾŀƭǳŜǎΦ tŀǎǎǿƻǊŘǎ ǎƘƻǳƭŘ ƘŀǾŜ ŀǘ ƭŜŀǎǘ мл 

ŎƘŀǊŀŎǘŜǊǎ ŀƴŘ ǎƘƻǳƭŘ ƴƻǘ ōŜ ŎƻƳƳƻƴ ŘŜŦŀǳƭǘ ǇŀǎǎǿƻǊŘǎ όƭƛƪŜ ϦŀŘƳƛƴϦ ƻǊ ϦǇŀǎǎǿƻǊŘϦύ 

CǳǊǘƘŜǊƳƻǊŜΣ ŀǾƻƛŘ ǳǎƛƴƎ ǘƘŜ ǎŀƳŜ ǇŀǎǎǿƻǊŘ ŀŎǊƻǎǎ ƳǳƭǝǇƭŜ ŘŜǾƛŎŜǎΦ 
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5.3 General Layout 

aƻǎǘ ƻŦ ǘƘŜ ǇŀƎŜǎ ƻŦ ƘǳƳŀϯ ƘŀǾŜ ŀ ƭŀȅƻǳǘ ǘƘŀǘ Ŏƻƴǎƛǎǘǎ ƻŦ ǘƘǊŜŜ Ƴŀƛƴ ŎƻƳǇƻƴŜƴǘǎΦ 

 
Figure 1 Screenshot visualizing the basic layout 
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5.3.1 Header 

¢ƘŜ ƘŜŀŘŜǊ ǇǊƻǾƛŘŜǎ ōŀǎƛŎ ŘŜǾƛŎŜ ƛƴŦƻǊƳŀǝƻƴ ŀƴŘ ŦǳƴŎǝƻƴŀƭƛǝŜǎ ǘƘŀǘ ŀǊŜ ŀƭǿŀȅǎ ŀǾŀƛƭŀōƭŜ ǘƻ ǘƘŜ ǳǎŜǊΦ 

 

Figure 2 Components of the header 

 

 

!ƭƭ ŎƻƳǇƻƴŜƴǘǎ ƻŦ ǘƘŜ ƘŜŀŘŜǊ ŀǊŜ ƭƛǎǘŜŘ ōŜƭƻǿ ǎǘŀǊǝƴƎ ŦǊƻƳ ƭŜƊΦ 

 [ŀōŜƭ 5ŜǎŎǊƛǇǝƻƴ 

м !ǎƛŘŜ ¢ƻƎƎƭŜ .ǳǧƻƴ tǊŜǎǎƛƴƎ ǘƘƛǎ ōǳǧƻƴ ǎƘƻǿǎ ƻǊ ƘƛŘŜǎ ǘƘŜ !{L59 ƳŜƴǳ όǎŜŜ рΦоΦнύΦ 

н /ƻƳǇŀƴȅ [ƻƎƻ 
¢Ƙƛǎ ŎƻƳǇƻƴŜƴǘ ƴƻǘ ƻƴƭȅ ǊŜǇǊŜǎŜƴǘǎ ǘƘŜ ŎƻƳǇŀƴȅ ƭƻƎƻΣ ōǳǘ ŀƭǎƻ ŀŎǘǎ ŀǎ ŀ ōǳǧƻƴ 
ǘƘŀǘΣ ǿƘŜƴ ǘǊƛƎƎŜǊŜŘΣ ƭŜŀŘǎ ǘƻ ǘƘŜ ǎǘŀǊǘ ǇŀƎŜ ŦŜŀǘǳǊƛƴƎ ǘƘŜ ŜǾŜƴǘ ƭƛǎǘ όǎŜŜ сΦнύΦ 

о tǊƻŘǳŎǘ {ŜǊƛŜǎ 
¢ƘŜ ǇǊƻŘǳŎǘ ǎŜǊƛŜǎ ǘƻ ǿƘƛŎƘ ǘƘŜ ŘŜǾƛŎŜ ōŜƭƻƴƎǎΦ IƻǾŜǊƛƴƎ ƻǾŜǊ ǘƘƛǎ ŎƻƳǇƻƴŜƴǘ ǿƛƭƭ 
ŘƛǎǇƭŀȅ ŀ ǘƻƻƭǝǇ ǎƘƻǿƛƴƎ ǘƘŜ ƘƻǎǘƴŀƳŜ ƻŦ ǘƘŜ ŘŜǾƛŎŜΦ 

п {ȅǎǘŜƳ {ǘŀǘǳǎ 

! Ǝƭƻōŀƭ ǎǘŀǘǳǎ ƛƴŘƛŎŀǘƻǊ ƻŦ ǘƘŜ ŜƴǝǊŜ ŘŜǾƛŎŜ ǿƘƛŎƘ ŀƭǎƻ ŀŎǘǎ ŀǎ ŀ ōǳǧƻƴ ǘƘŀǘΣ ǿƘŜƴ 
ǘǊƛƎƎŜǊŜŘΣ ƭŜŀŘǎ ǘƻ ǘƘŜ ǎǘŀǊǘ ǇŀƎŜ ŦŜŀǘǳǊƛƴƎ ǘƘŜ ŜǾŜƴǘ ƭƛǎǘ όǎŜŜ сΦнύΦ 

¢ƘŜ ǎȅǎǘŜƳ ǎǘŀǘǳǎ ƴƻǘ ƻƴƭȅ ƛƴŘƛŎŀǘŜǎ ǘƘŜ ƎŜƴŜǊŀƭ ǎǘŀǘǳǎ ƻŦ ǘƘŜ ŘŜǾƛŎŜ ƛǘǎŜƭŦΣ ōǳǘ ŀƭǎƻ 
ǎǳƳƳŀǊƛȊŜǎ ǘƘŜ ǎǘŀǘǳǎ ƻŦ ƛǘǎ ƛƴǎǘŀƭƭŜŘ ōƻŀǊŘǎΦ 

IƻǾŜǊƛƴƎ ƻǾŜǊ ǘƘƛǎ ŎƻƳǇƻƴŜƴǘ ǿƛƭƭ ŘƛǎǇƭŀȅ ŀ ǘƻƻƭǝǇ ǎƘƻǿƛƴƎ ŀƭƭ ŎǳǊǊŜƴǘƭȅ ŀŎǝǾŜ 
ŜǾŜƴǘǎ ƻŦ ǘƘŜ ŘŜǾƛŎŜΦ 

р 5ŜǾƛŎŜ 5ŀǘŜ hǳǘǇǳǘ 

!ŎŎǳǊŀǘŜƭȅ ŘƛǎǇƭŀȅǎ ǘƘŜ ŎǳǊǊŜƴǘ ŘŀǘŜ ƻŦ ǘƘŜ ŘŜǾƛŎŜΦ ¢ƘŜ ǾƛǎǳŀƭƛȊŀǝƻƴ Ƴŀȅ ŎƘŀƴƎŜ 
ǎƭƛƎƘǘƭȅ ŘŜǇŜƴŘƛƴƎ ƻƴ ǘƘŜ ǝƳŜȊƻƴŜ ŀƴŘ ƭŀƴƎǳŀƎŜ ǎŜǩƴƎΦ ¢Ƙƛǎ ŎƻƳǇƻƴŜƴǘ ƛǎ 
ƻǇǝƻƴŀƭ ŀƴŘ Ŏŀƴ ōŜ ƘƛŘŘŜƴ ŎƻƳǇƭŜǘŜƭȅ ƻǊ ǇŀǊǝŀƭƭȅ όƻƴƭȅ ǘƘŜ ȅŜŀǊ Ŏŀƴ ōŜ ƘƛŘŘŜƴύ 
ǳƴŘŜǊ сΦрΦмΦмΦоΦ 

с 5ŜǾƛŎŜ ¢ƛƳŜ hǳǘǇǳǘ 
!ŎŎǳǊŀǘŜƭȅ ŘƛǎǇƭŀȅǎ ǘƘŜ ŎǳǊǊŜƴǘ ǝƳŜ ƻŦ ǘƘŜ ŘŜǾƛŎŜΦ ¢ƘŜ ǾƛǎǳŀƭƛȊŀǝƻƴ Ƴŀȅ ŎƘŀƴƎŜ 
ǎƭƛƎƘǘƭȅ ŘŜǇŜƴŘƛƴƎ ƻƴ ǘƘŜ ǝƳŜ ǎŜǩƴƎǎ ŦǊƻƳ 5ŜǾƛŎŜ {ŜǩƴƎǎ όǎŜŜ сΦрΦмΦмΦоύ ŀƴŘ 
ƭŀƴƎǳŀƎŜ ǎŜǩƴƎΦ ¢ƘŜ ǎȅǎǘŜƳ ǝƳŜ ǎŜǘ ƛƴ сΦсΦпΦнΦн ƛǎ ƴƻǘ ŘƛǎǇƭŀȅŜŘ ƘŜǊŜΦ 
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т ¦ǎŜǊ aŜƴǳ 

¢Ƙƛǎ ŎƻƳǇƻƴŜƴǘ Ƙŀǎ ǘǿƻ ŦǳƴŎǝƻƴŀƭƛǝŜǎΦ Lǘ ŀŎǘǎ ŀǎ ŀ ōǳǧƻƴ ŀƴŘ ŀǘ ǘƘŜ ǎŀƳŜ ǝƳŜ ŀǎ 
ŀƴ ƛƴŘƛŎŀǘƻǊΦ  

Lǘ ƛƴŘƛŎŀǘŜǎ ǘƘŜ ǝƳŜ ǊŜƳŀƛƴƛƴƎ ōŜŦƻǊŜ ŀ ƭƻƎƻǳǘ ƻŎŎǳǊǎΦ ¢Ƙƛǎ ǎƻ ŎŀƭƭŜŘ ϦLƴŀŎǝǾƛǘȅ 
ŘǳǊŀǝƻƴϦ Ŏŀƴ ōŜ ŎƘŀƴƎŜŘ ǳƴŘŜǊ сΦрΦрΦмΦмΦ 

Lǘ ǎǘŀǊǘǎ ŀǎ ŀ Ŧǳƭƭ ŎƛǊŎƭŜ ŀƴŘ ƎŜǘǎ ǎƳŀƭƭŜǊ ŜǾŜǊȅ ǎŜŎƻƴŘΣ ŎƘŀƴƎƛƴƎ ŎƻƭƻǊ ǘƻ ƻǊŀƴƎŜ ŀƊŜǊ 
рл ǇŜǊŎŜƴǘ ŀƴŘ ǘƻ ǊŜŘ ƛƴ ǘƘŜ ƭŀǎǘ мр ǇŜǊŎŜƴǘ ǳƴǝƭ ǘƘŜ ŎƛǊŎƭŜ ŘƛǎŀǇǇŜŀǊǎ ŎƻƳǇƭŜǘŜƭȅΦ 

  

tǊŜǎǎƛƴƎ ǘƘƛǎ ōǳǧƻƴ Ŏŀƴ ŜƛǘƘŜǊ ǎƘƻǿ ƻǊ ƘƛŘŜ ǘƘŜ ǳǎŜǊ ƳŜƴǳΦ 

¢ƘŜ ǳǎŜǊ ƳŜƴǳ Ŏƻƴǎƛǎǘǎ όǎǘŀǊǝƴƎ ŦǊƻƳ ǘƘŜ ǘƻǇύ ƻŦ ǘƘŜ ǳǎŜǊƴŀƳŜΣ ǘƘŜ ǊƻƭŜόǎύ ǘƘŜ 
ǳǎŜǊ ƻōǎŜǎǎΣ ŀ ƭƛƴƪ ǘƻ ǘƘŜ ǳǎŜǊ ǎŜǩƴƎǎΣ ŀ ƭƛƴƪ ǘƻ ǘƘŜ ŘŜǎƛƎƴ ǎŜǩƴƎǎΣ ŀ ƭƛƴƪ ǘƻ ǘƘŜ 
ǎǳǇǇƻǊǘ ǇŀƎŜΣ ŀ ƭƛƴƪ ǘƻ ǘƘŜ ǎŜǘǳǇ ǿƛȊŀǊŘ ǇŀƎŜ ŀƴŘ ŀ ƭƻƎƻǳǘ ōǳǧƻƴΦ 
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5.3.2 Aside Menu 

¢ƘŜ ŀǎƛŘŜ ƳŜƴǳ ƛǎ ǊŜǎǇƻƴǎƛōƭŜ ŦƻǊ ǘƘŜ Ƴŀƛƴ ƴŀǾƛƎŀǝƻƴ ƛƴ ƘǳƳŀϯΦ Lǘ ŀƭƭƻǿǎ ƴŀǾƛƎŀǝƻƴ ǘƻ ŀƭƭ ǎȅǎǘŜƳ ǇŀƎŜǎ ŀƴŘ 

ōƻŀǊŘ ǇŀƎŜǎΦ Lǘ ŀƭǎƻ ǇǊƻǾƛŘŜǎ ǘƘŜ ǳǎŜǊ ǿƛǘƘ ǘƘŜ ŀōƛƭƛǘȅ ǘƻ ŎƘŀƴƎŜ ǘƘŜ ƭŀƴƎǳŀƎŜ ƻƴ ŜǾŜǊȅ ǇŀƎŜΦ 

 

Figure 3 Both views of the aside menu 
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 [ŀōŜƭ 5ŜǎŎǊƛǇǝƻƴ 

м {ȅǎǘŜƳ aŜƴǳ LǘŜƳ 
¢Ƙƛǎ ƳŜƴǳ ƛǘŜƳ Ŏƻƴǘŀƛƴǎ ŀƭƭ ǎȅǎǘŜƳ ǇŀƎŜǎ ƻŦ ǘƘŜ ŘŜǾƛŎŜΦ {ȅǎǘŜƳ ǇŀƎŜǎ ŀũŜŎǘ ǘƘŜ 
ŜƴǝǊŜ ǎȅǎǘŜƳ ŀƴŘ ƴƻǘ Ƨǳǎǘ ŀ ǎǇŜŎƛŬŎ ōƻŀǊŘΦ ¢ƘŜȅ ŦƻŎǳǎ ƻƴ ƳŀƴŀƎŜƳŜƴǘ ŀƴŘ 
ƳŀƛƴǘŜƴŀƴŎŜ ƻŦ ǘƘŜ ǎȅǎǘŜƳΦ 

н .ƻŀǊŘǎ aŜƴǳ LǘŜƳ 
¢Ƙƛǎ ƳŜƴǳ ƛǘŜƳ Ŏƻƴǘŀƛƴǎ ŀƭƭ ōƻŀǊŘ ǇŀƎŜǎ ƻŦ ǘƘŜ ŘŜǾƛŎŜΦ 9ŀŎƘ ōƻŀǊŘ ǇŀƎŜ ǘŀƪŜǎ ŎŀǊŜ 
ƻŦ ŀƴ ƛƴŘƛǾƛŘǳŀƭ ōƻŀǊŘ ǿƘƛŎƘ ƛǎ ƛƴǎŜǊǘŜŘ ƛƴǘƻ ǘƘŜ ǎȅǎǘŜƳΦ 

о bŀǾƛƎŀǝƻƴ [ƛǎǘ 
¢ƘŜ ŀǊŜŀ ǘƘŀǘ ŘƛǎǇƭŀȅǎ ŀ ƭƛǎǘ ƻŦ ŀƭƭ ŀǾŀƛƭŀōƭŜ ƴŀǾƛƎŀǝƻƴǎΦ ¢ƘŜ ƭƛǎǘ ǎǿƛǘŎƘŜǎ 
ŘȅƴŀƳƛŎŀƭƭȅ ōŜǘǿŜŜƴ ǎȅǎǘŜƳ ǇŀƎŜǎ ŀƴŘ ōƻŀǊŘ ǇŀƎŜǎ ŘŜǇŜƴŘƛƴƎ ƻƴ ǘƘŜ ǎŜƭŜŎǘŜŘ 
ƳŜƴǳ ƛǘŜƳΦ 

п [ŀƴƎǳŀƎŜ {ŜƭŜŎǝƻƴ 
! ƭŀƴƎǳŀƎŜ ǎŜƭŜŎǝƻƴ ǘƘŀǘ ƛǎ ŀƭǿŀȅǎ ŀǾŀƛƭŀōƭŜΦ /ƘŀƴƎƛƴƎ ŀ ƭŀƴƎǳŀƎŜ ǿƛǘƘ ǘƘƛǎ 
ŎƻƳǇƻƴŜƴǘ ŘƻŜǎ ƴƻǘ ƘŀǾŜ ŀƴȅ ŜũŜŎǘ ƻƴ ǘƘŜ ŘŜǾƛŎŜΦ Lǘ ƛǎ Ƨǳǎǘ ŀ ƭƻŎŀƭƛȊŜŘ ǎŜǩƴƎ ǘƘŀǘ 
ƛǎ ǎǘƻǊŜŘ ƛƴ ǘƘŜ ōǊƻǿǎŜǊ ŀƴŘ ƛǎ ƴƻǘ ŀǎǎƻŎƛŀǘŜŘ ǿƛǘƘ ǘƘŜ ǳǎŜǊΦ 

р {ȅǎǘŜƳ tŀƎŜ [ƛƴƪ 

tǊŜǎǎƛƴƎ ŀ ǎȅǎǘŜƳ ǇŀƎŜ ƴŀǾƛƎŀǝƻƴ ƭƛƴƪ ǿƛƭƭ ƭŜŀŘ ǘƻ ǘƘŜ ŘŜǎƛǊŜŘ ǎȅǎǘŜƳ ǇŀƎŜΦ 

²ƘŜƴ ǘƘŜ ǳǎŜǊ ƛǎ ƻƴ ŀ ǎȅǎǘŜƳ ǇŀƎŜΣ ǘƘŜ ŎƻǊǊŜǎǇƻƴŘƛƴƎ ǎȅǎǘŜƳ ǇŀƎŜ ƴŀǾƛƎŀǝƻƴ ƭƛƴƪ 
ǿƛƭƭ ōŜ ƘƛƎƘƭƛƎƘǘŜŘΦ 

 

с .ƻŀǊŘ tƻǎƛǝƻƴ {Ƙƻǿǎ ǘƘŜ ŎǳǊǊŜƴǘ Ǉƻǎƛǝƻƴ ƻŦ ŀ ōƻŀǊŘ ƛƴ ǘƘŜ ŘŜǾƛŎŜΦ 

т tǊƻŘǳŎǘ bŀƳŜ {Ƙƻǿǎ ǘƘŜ ǇǊƻŘǳŎǘ ƴŀƳŜ ƻŦ ŀ ōƻŀǊŘΦ 

у .ƻŀǊŘ bŀƳŜ 

¢Ƙƛǎ ŎƻƳǇƻƴŜƴǘ ŘƛǎǇƭŀȅǎ ǘƘŜ ƴŀƳŜ ƻŦ ǘƘŜ ōƻŀǊŘ ŀƴŘ ŀƭǎƻ ŀŎǘǎ ŀǎ ŀ ƴŀǾƛƎŀǝƻƴ ƭƛƴƪ 
ƭŜŀŘƛƴƎ ǘƻ ǘƘŜ ōƻŀǊŘϥǎ ƎŜƴŜǊŀƭ ǎǘŀǘǳǎ ŀƴŘ ŀŎǝƻƴ ǇŀƎŜΦ 

IƻǾŜǊƛƴƎ ƻǾŜǊ ǘƘƛǎ ŎƻƳǇƻƴŜƴǘ ǊŜǾŜŀƭǎ ŀ ǘƻƻƭǝǇ ǿƛǘƘ ŘŜǘŀƛƭŜŘ ǎǘŀǘǳǎ ƛƴŦƻǊƳŀǝƻƴ 
ŀōƻǳǘ ǘƘŜ ōƻŀǊŘΦ 

¢ƘŜ ōƻŀǊŘ ƴŀƳŜ Ŏŀƴ ōŜ ŎǳǎǘƻƳƛȊŜŘ όǎŜŜ сΦсΦмΦмΦоύΦ 

²ƘŜƴ ǘƘŜ ǳǎŜǊ ƛǎ ƻƴ ŀƴȅ ōƻŀǊŘ ǇŀƎŜΣ ǘƘŜ ŎƻǊǊŜǎǇƻƴŘƛƴƎ ōƻŀǊŘ ƴŀƳŜ όуύΣ ǘƘŜ ōƻŀǊŘ 
Ǉƻǎƛǝƻƴ όсύΣ ǘƘŜ ǇǊƻŘǳŎǘ ƴŀƳŜ όтύ ŀƴŘ ǘƘŜ ōƻŀǊŘ ǎǳōǇŀƎŜǎ ǘƻƎƎƭŜ ōǳǧƻƴ όфύ ǿƛƭƭ ōŜ 
ƘƛƎƘƭƛƎƘǘŜŘΦ 
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ф 
.ƻŀǊŘ {ǳōǇŀƎŜǎ 
¢ƻƎƎƭŜ .ǳǧƻƴ 

tǊŜǎǎƛƴƎ ǘƘƛǎ ōǳǧƻƴ ǘƻƎƎƭŜǎ ǘƘŜ ƭƛǎǘ ƻŦ ōƻŀǊŘ ǎǳōǇŀƎŜ ƭƛƴƪǎ όмлύΦ .ȅ ŘŜŦŀǳƭǘΣ ǘƘŜ 
ōƻŀǊŘ ǎǳōǇŀƎŜ ƭƛƴƪǎ ŀǊŜ ƘƛŘŘŜƴΦ 

 

¢ƘŜ ōǳǧƻƴ ŎƘŀƴƎŜǎ ƛǘǎ ƻǊƛŜƴǘŀǝƻƴ ŀŎŎƻǊŘƛƴƎ ǘƻ ƛǘǎ ǎǘŀǘŜΦ 

  

мл .ƻŀǊŘ {ǳōǇŀƎŜ [ƛƴƪ 

tǊŜǎǎƛƴƎ ŀ ōƻŀǊŘ ǎǳōǇŀƎŜ ƭƛƴƪ ǿƛƭƭ ƭŜŀŘ ǘƻ ǘƘŜ ŘŜǎƛǊŜŘ ōƻŀǊŘ ǇŀƎŜΦ 

²ƘŜƴ ǘƘŜ ǳǎŜǊ ƛǎ ƻƴ ŀƴȅ ōƻŀǊŘ ǇŀƎŜ ŜȄŎŜǇǘ .ƻŀǊŘ hǾŜǊǾƛŜǿ όǎŜŜ сΦсΦмύΣ ǘƘŜ 
ŎƻǊǊŜǎǇƻƴŘƛƴƎ ōƻŀǊŘ ǇŀƎŜ ƭƛƴƪ όмлύ ǿƛƭƭ ōŜ ƘƛƎƘƭƛƎƘǘŜŘΦ !ŘŘƛǝƻƴŀƭƭȅΣ ǘƘŜ ōƻŀǊŘ 
Ǉƻǎƛǝƻƴ όсύΣ ǘƘŜ ǇǊƻŘǳŎǘ ƴŀƳŜ όтύΣ ǘƘŜ ōƻŀǊŘ ƴŀƳŜ όуύ ŀƴŘ ǘƘŜ ōƻŀǊŘ ǎǳōǇŀƎŜǎ 
ǘƻƎƎƭŜ ōǳǧƻƴ όфύ ŀǊŜ ƘƛƎƘƭƛƎƘǘŜŘΦ 
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5.3.2.1 Difference between System Pages and Board Pages 

ƘǳƳŀϯ ƛǎ ŀ ǳƴƛŬŜŘ ǳǎŜǊ ƛƴǘŜǊŦŀŎŜ ŦƻǊ ŀƭƭ ƘƻǇŦ ǇǊƻŘǳŎǘǎΣ ǘƘƛǎ ƛƴǾƻƭǾŜǎ Ŧǳƭƭȅ ƛƴǘŜƎǊŀǘŜŘ ŀƴŘ ƳƻŘǳƭŀǊ ǎȅǎǘŜƳǎΦ 

¢Ƙƛǎ ƳŜŀƴǎ ǘƘŀǘ ŀ Ŧǳƭƭȅ ƛƴǘŜƎǊŀǘŜŘ ǎȅǎǘŜƳ ŀƭǎƻ Ƙŀǎ ǘƘŜ ŘƛǎǝƴŎǝƻƴ ōŜǘǿŜŜƴ ǎȅǎǘŜƳ ŀƴŘ ōƻŀǊŘǎΣ ŜǾŜƴ ƛŦ ǘƘŜǊŜ 

ƛǎ ƻƴƭȅ ƻƴŜ ǇƘȅǎƛŎŀƭ ŘŜǾƛŎŜΦ ¢ƘŜ ǎȅǎǘŜƳ ǇŀƎŜǎ ŀǊŜ ǎǝƭƭ ǳǎŜŘ ŦƻǊ ǎȅǎǘŜƳπǿƛŘŜ ƳŀƴŀƎŜƳŜƴǘ ŀƴŘ ƳŀƛƴǘŜƴŀƴŎŜΣ 

ŀƴŘ ǘƘŜ ōƻŀǊŘ ǇŀƎŜ ƘŀƴŘƭŜǎ ƻƴƭȅ ǘƘŜ ǎǇŜŎƛŬŎ ōƻŀǊŘ ŦǳƴŎǝƻƴŀƭƛǝŜǎ ŀƴŘ ǎŜǩƴƎǎΦ 

Cǳƭƭȅ ƛƴǘŜƎǊŀǘŜŘ ǎȅǎǘŜƳǎ ǘƻ ǿƘƛŎƘ ŜȄǇŀƴǎƛƻƴ ŘŜǾƛŎŜǎ ŀǊŜ ŀǧŀŎƘŜŘΣ ŀǊŜ ǘǊŜŀǘŜŘ ǎƛƳƛƭŀǊƭȅ ǘƻ ŀ ƳƻŘǳƭŀǊ ǎȅǎǘŜƳΦ 

¢ƘŜ ŜȄǇŀƴǎƛƻƴ ŘŜǾƛŎŜǎ ǿƛƭƭ ŀǇǇŜŀǊ ǳƴŘŜǊ ǘƘŜ .ƻŀǊŘǎ aŜƴǳ LǘŜƳ όǎƛƳƛƭŀǊ ǘƻ ƳƻŘǳƭŜǎ ǘƘŀǘ ŀǊŜ ƛƴǎŜǊǘŜŘ ƛƴǘƻ ŀ 

ƳƻŘǳƭŀǊ ǎȅǎǘŜƳύ ǿƘŜǊŜ ŜŀŎƘ ƻƴŜ Ŏŀƴ ōŜ ŎƻƴŬƎǳǊŜŘ ǎǇŜŎƛŬŎŀƭƭȅΦ 

5.3.3 Main View 

¢ƘŜ ŎƻƴǘŜƴǘ ƻŦ ǘƘŜ Ƴŀƛƴ ǾƛŜǿ ŀǊŜŀ ƛǎ ŘȅƴŀƳƛŎŀƭƭȅ ŀŘŀǇǘŜŘ ǘƻ ǘƘŜ ŎƻǊǊŜǎǇƻƴŘƛƴƎ ǇŀƎŜ ǘƘŜ ǳǎŜǊ ƛǎ ƻƴΦ ¢ƘŜǊŜ 

ŀǊŜ ŘƛũŜǊŜƴǘ ǳǎŜ ŎŀǎŜǎ ŀƴŘ ŦǳƴŎǝƻƴǎ ŦƻǊ ŜŀŎƘ ǇŀƎŜΣ ǿƘƛŎƘ ƛǎ ǿƘȅ ŜŀŎƘ ǇŀƎŜ ƭƻƻƪǎ ŘƛũŜǊŜƴǘΦ Lƴ ƎŜƴŜǊŀƭΣ ŀ 

ǎǘŀƴŘŀǊŘ ǇŀƎŜ Ŏƻƴǎƛǎǘǎ ƻŦ ǎŜŎǝƻƴǎ όǎŜŜ рΦоΦоΦоύΦ 

!ƭƭ ōƻŀǊŘ ǇŀƎŜǎ ŀƴŘ ǎȅǎǘŜƳ ǇŀƎŜǎ ƘŀǾŜ ǘƘŜ ǎŀƳŜ ƴŀǾƛƎŀǝƻƴ ŎƻƳǇƻƴŜƴǘ ƛƴ ǘƘŜ Ƴŀƛƴ ǾƛŜǿΦ ¢ƘŜ ƴŀǾƛƎŀǝƻƴ 

ŎƻƳǇƻƴŜƴǘ Ŏƻƴǎƛǎǘǎ ƻŦ ¢ŀōǎ όǎŜŜ рΦоΦоΦмύ ŀƴŘ {ǳōǘŀōǎ όǎŜŜ рΦоΦоΦнύΦ 

 
Figure 4 Navigation component and section under the board subpage "NTP" 
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5.3.3.1 Tab 

! ǘŀō όмύ ƛǎ ŀ ƴŀǾƛƎŀǝƻƴ ŎƻƳǇƻƴŜƴǘ ǘƘŀǘ ǊŜǇǊŜǎŜƴǘǎ ŀ ǎǇŜŎƛŬŎ ŎŀǘŜƎƻǊȅ ƻŦ ŀ ǎȅǎǘŜƳ ƻǊ ōƻŀǊŘ ǇŀƎŜΦ Lǘ Ŏƻƴǎƛǎǘǎ 

ƻŦ {ǳōǘŀōǎΦ 

5.3.3.2 Subtab 

! ǎǳōǘŀō όнύ ƛǎ ŀ ƴŀǾƛƎŀǝƻƴ ŎƻƳǇƻƴŜƴǘ ǘƘŀǘ ǊŜǇǊŜǎŜƴǘǎ ŀ ǎǇŜŎƛŬŎ ŦǳƴŎǝƻƴŀƭƛǘȅ ƻŦ ŀ ǘŀō ƻŦ ŀ ǎȅǎǘŜƳ ƻǊ ōƻŀǊŘ 

ǇŀƎŜΦ 

¢ƘŜǊŜ ŀǊŜ ǘƘǊŜŜ ǇǊŜŘŜŬƴŜŘ {ǳōǘŀōǎΦ ! ǘŀō ƘƻƭŘǎ ŀǘ ƭŜŀǎǘ ƻƴŜ ƻǳǘ ƻŦ ǘƘǊŜŜ {ǳōǘŀōǎΥ 

5.3.3.2.1 Status 

tŀƎŜǎ ǘƘŀǘ Ŏŀƴ ōŜ ŦƻǳƴŘ ǳƴŘŜǊ ǘƘŜ {ǘŀǘǳǎ ǎǳōǘŀō όоύ ǇǊƛƳŀǊƛƭȅ ŘƛǎǇƭŀȅ ǎǘŀǘǳǎ ƛƴŦƻǊƳŀǝƻƴ ƻŦ ǘƘŜ ŘŜǾƛŎŜ ƻǊ 

ŎŜǊǘŀƛƴ ǎŜǊǾƛŎŜǎΦ ¢Ƙƛǎ ǎǘŀǘǳǎ ƛƴŦƻǊƳŀǝƻƴ ƛǎ ŀƭǿŀȅǎ ǳǇ ǘƻ ŘŀǘŜΣ ŀǎ ǘƘŜȅ ŀǊŜ ŀǳǘƻƳŀǝŎŀƭƭȅ ǉǳŜǊƛŜŘ ŀǘ ǇŜǊƛƻŘƛŎ 

ƛƴǘŜǊǾŀƭǎΦ 

5.3.3.2.2 Action 

!Ŏǝƻƴ ǇŀƎŜǎ όпύ Ŏƻƴǘŀƛƴ ǘƘŜ ŦǳƴŎǝƻƴŀƭƛǘȅ ǘƻ ǘǊƛƎƎŜǊ ŜǾŜƴǘǎ ŀƴŘ ŀŎǝƻƴǎ ƻƴ ǘƘŜ ŘŜǾƛŎŜΦ ¢ƘŜǎŜ ŀŎǝƻƴǎ ŀǊŜ 

ƛƳƳŜŘƛŀǘŜ ŀƴŘ ŎƘŀƴƎŜ ǘƘŜ ŘŜǾƛŎŜ ŘƛǊŜŎǘƭȅΦ !ƴ ŜȄŀƳǇƭŜ ƻŦ ŀƴ ŀŎǝƻƴ ƛǎ ǘƘŜ ŘŜǾƛŎŜ ǊŜōƻƻǘ ǘƘŀǘ ƛƳƳŜŘƛŀǘŜƭȅ 

ǘǊƛƎƎŜǊǎ ŀ ǊŜōƻƻǘ ƻŦ ǘƘŜ ŘŜǾƛŎŜΦ 

5.3.3.2.3 Config 

/ƻƴŬƎ ǇŀƎŜǎ όрύ ŀǊŜ ǘƘŜ ǇǊƛƳŀǊȅ ǿŀȅ ǘƻ ŎƘŀƴƎŜ ŀ ǎŜǩƴƎ ƻƴ ŀ ŘŜǾƛŎŜΦ ¦ƴƭƛƪŜ ǘƘŜ ŀŎǝƻƴ ǇŀƎŜǎΣ ǘƘŜ ŎƻƴŬƎ 

ǇŀƎŜǎ Řƻ ƴƻǘ ƛƴǘŜǊŀŎǘ ŘƛǊŜŎǘƭȅ ǿƛǘƘ ǘƘŜ ŘŜǾƛŎŜ ŀƴŘ ŎƘŀƴƎŜǎ ƻƴƭȅ ǘŀƪŜ ǇƭŀŎŜ ŀƊŜǊ ǘƘŜ ŎƻƴŬƎ ǳǇƭƻŀŘΦ CƻǊ ƳƻǊŜ 

ƛƴŦƻǊƳŀǝƻƴ ƻƴ ƘŀƴŘƭƛƴƎ ŎƻƴŬƎ ǇŀƎŜǎ ǇƭŜŀǎŜΣ ǎŜŜ рΦпΦ 

5.3.3.3 Section 

! ǎŜŎǝƻƴ όсύ ƛǎ ŀ ŎƻƭƭŜŎǝƻƴ ƻŦ ŎƻƳǇƻƴŜƴǘǎ ǘƘŀǘ ƘŀǾŜ ŀ ǎƛƳƛƭŀǊ ǇǳǊǇƻǎŜΦ ¢ƘŜȅ ŀǊŜ Ǿƛǎǳŀƭƭȅ ǇƭŀŎŜŘ ƛƴ ŀ ōƻȄ ǘƻ 

ŘƛǎǝƴƎǳƛǎƘ ǘƘŜƳ ŦǊƻƳ ƻǘƘŜǊ ŎƻƳǇƻƴŜƴǘǎ ǿƛǘƘ ŘƛũŜǊŜƴǘ ǇǳǊǇƻǎŜǎΦ 
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Figure 5 An example of a section that is placed under an config page 

 

 [ŀōŜƭ 5ŜǎŎǊƛǇǝƻƴ 

м ¢ƛǘƭŜ 

¢ƘŜ ǝǘƭŜ ƻŦ ŀ ǎŜŎǝƻƴΦ LŦ ǘƘŜ ǝǘƭŜ ǘŜȄǘ ƛǎ ǘƻƻ ƭƻƴƎΣ ƛǘ ǿƛƭƭ ōŜ ǘǊǳƴŎŀǘŜŘΦ ¢ƻ ǎŜŜ ǘƘŜ Ŧǳƭƭ 
ǝǘƭŜΣ ƳƻǾŜ ǘƘŜ ƳƻǳǎŜ ǇƻƛƴǘŜǊ ƻǾŜǊ ǘƘŜ ǝǘƭŜ ǘƻ ŘƛǎǇƭŀȅ ŀ ǎƳŀƭƭ .ǊƻǿǎŜǊπvǳƛŎƪ LƴŦƻΦ 

 

н /ƻƭƭŀǇǎŜ .ǳǧƻƴ 

¢Ƙƛǎ ōǳǧƻƴ ŜƛǘƘŜǊ ŜȄǇŀƴŘǎ ƻǊ ƘƛŘŜǎ ǘƘŜ ǎŜŎǝƻƴΦ .ȅ ŘŜŦŀǳƭǘΣ ǘƘŜ ǎŜŎǝƻƴǎ ŀǊŜ 
ŜȄǇŀƴŘŜŘΦ ¢ƘŜ ōǳǧƻƴ ŎƘŀƴƎŜǎ ƛǘǎ ƻǊƛŜƴǘŀǝƻƴ ŀŎŎƻǊŘƛƴƎ ǘƻ ƛǘǎ ǎǘŀǘŜΦ 

 

о [ŀōŜƭ 

! ƭŀōŜƭ ƛǎ ǇƭŀŎŜŘ ŀōƻǾŜ ŀƴ ƛƴǇǳǘ ƻǊ ŀ ǎǘŀǘǳǎ ƻǳǘǇǳǘΦ Lǘ ŘŜǎŎǊƛōŜǎ ǘƘŜ ǇǳǊǇƻǎŜ ƻŦ ŀ 
ǎǳōǎŜǉǳŜƴǘ ŬŜƭŘΦ ! ƭŀōŜƭ ƛǎ ŀƭǿŀȅǎ ǇǊƻǾƛŘŜŘ ǿƛǘƘ ŀ ǘƻƻƭǝǇΣ ǿƘƛŎƘ Ŏŀƴ Ŏƻƴǘŀƛƴ 
ŀŘŘƛǝƻƴŀƭ ƛƴŦƻǊƳŀǝƻƴ ǎǳŎƘ ŀǎ ǘƘŜ ƳƛƴƛƳǳƳ ƻǊ ƳŀȄƛƳǳƳ ǾŀƭǳŜǎ ƻŦ ŀƴ ƛƴǇǳǘ ŬŜƭŘΦ 

¢ƘŜ ŎǳǊǊŜƴǘ ǎŜǩƴƎ ƻŦ ǘƘŜ ŘŜǾƛŎŜ ǿƛƭƭ ōŜ ŘƛǎǇƭŀȅŜŘ ƴŜȄǘ ǘƻ ǘƘŜ ƭŀōŜƭ ƻŦ ŀƴ ƛƴǇǳǘΣ ƛŦ 
ǘƘŜ ƛƴǇǳǘ ǾŀƭǳŜ ŘƛũŜǊǎ ŦǊƻƳ ƛǘΦ 
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п LƴǇǳǘ CƛŜƭŘ 

!ƴ ƛƴǇǳǘ ŬŜƭŘ ŀƭƭƻǿǎ ǘƘŜ ǳǎŜǊ ǘƻ ŜƴǘŜǊ Řŀǘŀ ǘƘŀǘ Ŏŀƴ ōŜ ǳǎŜŘ ŦƻǊ ǾŀǊƛƻǳǎ ǇǳǊǇƻǎŜǎΦ 
¢ƘŜ ŜƴǘŜǊŜŘ Řŀǘŀ ƛǎ ƛƳƳŜŘƛŀǘŜƭȅ ǾŀƭƛŘŀǘŜŘ ōȅ ǘƘŜ ōǊƻǿǎŜǊϥǎ ƛƴǇǳǘ ǾŀƭƛŘŀǝƻƴ ŀƴŘ 
ŀƭǎƻ ƭŀǘŜǊ ƻƴ ǘƘŜ ǎŜǊǾŜǊΦ 

LŦ ǘƘŜ ŜƴǘŜǊŜŘ Řŀǘŀ ƛǎ ƛƴǾŀƭƛŘΣ ǘƘŜ ŎƻƳǇƻƴŜƴǘ ƛǎ ƘƛƎƘƭƛƎƘǘŜŘ ƛƴ ǊŜŘ ŀƴŘ Ŏŀƴ ŘƛǎǇƭŀȅ ŀƴ 
ŜǊǊƻǊ ƳŜǎǎŀƎŜ ǇǊƻǾƛŘŜŘ ōȅ ǘƘŜ ōǊƻǿǎŜǊΦ {ƛƴŎŜ ǘƘŜ ŜǊǊƻǊ ƳŜǎǎŀƎŜ ƻǊƛƎƛƴŀǘŜǎ ŦǊƻƳ 
ǘƘŜ ōǊƻǿǎŜǊΣ ǘƘŜ ŘŜǎƛƎƴ ƻŦ ǘƘŜ ŜǊǊƻǊ ƳŜǎǎŀƎŜ ŀƴŘ ŀƭǎƻ ǘƘŜ ƭŀƴƎǳŀƎŜ ŘŜǇŜƴŘǎ ƻƴ ǘƘŜ 
ǳǎŜŘ ōǊƻǿǎŜǊ ŀƴŘ ƛǘǎ ƭŀƴƎǳŀƎŜ ǎŜǩƴƎǎΦ

 

¦ƴŘŜǊ ŎƻƴŬƎ ǎŜŎǝƻƴǎ ǘƘŜ ƛƴǇǳǘ ŬŜƭŘ ƛǎ ƛƴƛǝŀƭƭȅ ŬƭƭŜŘ ǿƛǘƘ ǘƘŜ ŀŎǘǳŀƭ ǎŜǩƴƎ ƻŦ ǘƘŜ 
ŘŜǾƛŎŜΦ 

р LƴǇǳǘ hƴκhũ {ǿƛǘŎƘ 

¢Ƙƛǎ ŎƻƳǇƻƴŜƴǘ ŀƭƭƻǿǎ ǘƘŜ ǳǎŜǊ ǘƻ ǘƻƎƎƭŜ ŀ ǎŜǩƴƎ όŜƛǘƘŜǊ ƻƴ ƻǊ ƻũύΦ 

¢ƘŜ ǾŀƭǳŜ ƛǎ ǎŜǘ ǘƻ ǘǊǳŜ ƛŦ ǘƘŜ ƛƴƴŜǊ ŎƛǊŎƭŜ ƛǎ ǇƭŀŎŜŘ ƻƴ ǘƘŜ ǊƛƎƘǘ ŀƴŘ ǘƘŜ ŎƻƳǇƻƴŜƴǘ 
Ƙŀǎ ǘƘŜ ŀŎŎŜƴǘ ŎƻƭƻǊ ƻŦ ǘƘŜ ǳǎŜŘ ǘƘŜƳŜ ŀǎ ōŀŎƪƎǊƻǳƴŘ όǘƘŜ ŀŎŎŜƴǘ ŎƻƭƻǊ ƻŦ ϦƘƻǇŦ 
ŘŜŦŀǳƭǘϦ ƛǎ ƎǊŜŜƴύΦ 

¢ƘŜ ǾŀƭǳŜ ƛǎ ǎŜǘ ǘƻ ŦŀƭǎŜ ƛŦ ǘƘŜ ƛƴƴŜǊ ŎƛǊŎƭŜ ƛǎ ǇƭŀŎŜŘ ƻƴ ǘƘŜ ƭŜƊ ŀƴŘ ǘƘŜ ŎƻƳǇƻƴŜƴǘ 
Ƙŀǎ ŀ ƎǊŜȅ ōŀŎƪƎǊƻǳƴŘ ŎƻƭƻǊΦ 

 

с hƪ .ǳǧƻƴ 

¢Ƙƛǎ ŎƻƳǇƻƴŜƴǘ ƛǎ ƻƴƭȅ ŀǾŀƛƭŀōƭŜ ƛƴ ǎŜŎǝƻƴǎ ǳƴŘŜǊ ǘƘŜ ŎƻƴŬƎ ǎǳōǘŀōΦ tǊŜǎǎƛƴƎ ǘƘƛǎ 
ōǳǧƻƴ ǘǊƛƎƎŜǊǎ ŀ ǾŀƭƛŘŀǝƻƴ ƻŦ ŀƭƭ ƛƴǇǳǘ ŬŜƭŘǎ ƻŦ ǘƘƛǎ ǎŜŎǝƻƴΦ LŦ ǘƘŜ ƛƴǇǳǘǎ ŀǊŜ ǾŀƭƛŘΣ 
ǘƘŜȅ ŀǊŜ ǘŜƳǇƻǊŀǊƛƭȅ ǎǘƻǊŜŘ ƛƴ ǘƘŜ ōǊƻǿǎŜǊ ǎǘƻǊŀƎŜΦ 

tǊŜǎǎƛƴƎ ǘƘŜ hY ōǳǧƻƴ ŘƻŜǎ ƴƻǘ ŎƘŀƴƎŜ ŀƴȅ Řŀǘŀ ƻƴ ǘƘŜ ŘŜǾƛŎŜΦ ¢ƘŜ ŎǳǊǊŜƴǘ 
ǎŜǩƴƎǎ ƻŦ ǘƘŜ ŘŜǾƛŎŜ ǎǘŀȅ ǘƘŜ ǎŀƳŜΦ hƴƭȅ ǘƘŜ ǾŀƭǳŜǎ ǎǘƻǊŜŘ ƛƴ ǘƘŜ ōǊƻǿǎŜǊ ǎǘƻǊŀƎŜ 
ŀǊŜ ǊŜǇƭŀŎŜŘ ōȅ ǘƘŜ ƛƴǇǳǘ ŬŜƭŘ Řŀǘŀ ƻŦ ǘƘƛǎ ǎŜŎǝƻƴΦ 

5ŜǇŜƴŘƛƴƎ ƻƴ ǿƘŜǘƘŜǊ ǘƘŜ ŜƴǘŜǊŜŘ Řŀǘŀ ƛǎ ǾŀƭƛŘ ƻǊ ƛƴǾŀƭƛŘΣ ŀ ǘƻŀǎǘ όǎŜŜ рΦтύ ƛǎ 
ŘƛǎǇƭŀȅŜŘ ŎƻƴǘŀƛƴƛƴƎ ŀ ŎƻǊǊŜǎǇƻƴŘƛƴƎ ƳŜǎǎŀƎŜ ǇǊƻǾƛŘŜŘ ōȅ ƘǳƳŀϯΦ 
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т 5ƛǎŎŀǊŘ .ǳǧƻƴ 

¢Ƙƛǎ ŎƻƳǇƻƴŜƴǘ ƛǎ ƻƴƭȅ ŀǾŀƛƭŀōƭŜ ƛƴ ǎŜŎǝƻƴǎ ǳƴŘŜǊ ǘƘŜ ŎƻƴŬƎ ǎǳōǘŀōΦ LƴǇǳǘ ŬŜƭŘ 
ǾŀƭǳŜǎ ǘƘŀǘ ƘŀǾŜ ōŜŜƴ ŎƘŀƴƎŜŘ ōȅ ǘƘŜ ǳǎŜǊ ōǳǘ ƴƻǘ ȅŜǘ ǎǘƻǊŜŘ ƛƴ ǘƘŜ ōǊƻǿǎŜǊ 
ǎǘƻǊŀƎŜ όōȅ ǇǊŜǎǎƛƴƎ ǘƘŜ hƪ ōǳǧƻƴύ ǿƛƭƭ ōŜ ǊŜƧŜŎǘŜŘΦ Lƴ ƻǘƘŜǊ ǿƻǊŘǎΣ ƛǘ ŘƛǎŎŀǊŘǎ ŀƭƭ 
ŜƴǘŜǊŜŘ ǾŀƭǳŜǎ ōŜŦƻǊŜ ǘƘŜȅ ƘŀǾŜ ōŜŜƴ ǎǘƻǊŜŘ ƛƴ ǘƘŜ ōǊƻǿǎŜǊ ǎǘƻǊŀƎŜΦ 

tǊŜǎǎƛƴƎ ǘƘŜ 5ƛǎŎŀǊŘ ōǳǧƻƴ ŘƻŜǎ ƴƻǘ ŎƘŀƴƎŜ ŀƴȅ Řŀǘŀ ƻƴ ǘƘŜ ŘŜǾƛŎŜΦ 

у wŜǎŜǘ .ǳǧƻƴ 

¢Ƙƛǎ ŎƻƳǇƻƴŜƴǘ ƛǎ ƻƴƭȅ ŀǾŀƛƭŀōƭŜ ƛƴ ǎŜŎǝƻƴǎ ǳƴŘŜǊ ǘƘŜ ŎƻƴŬƎ ǎǳōǘŀōΦ Lǘ ƻǾŜǊǊƛŘŜǎ 
ǘƘŜ ǾŀƭǳŜǎ ƻŦ ŀƭƭ ƛƴǇǳǘ ŬŜƭŘǎ ƻŦ ŀ ǎŜŎǝƻƴ ǿƛǘƘ ǘƘŜ ŀŎǘǳŀƭ ǎŜǩƴƎǎ ƻŦ ǘƘŜ ŘŜǾƛŎŜΦ 

tǊŜǎǎƛƴƎ ǘƘŜ wŜǎŜǘ ōǳǧƻƴ ŘƻŜǎ ƴƻǘ ŎƘŀƴƎŜ ŀƴȅ Řŀǘŀ ƻƴ ǘƘŜ ŘŜǾƛŎŜΦ 

ф ±ŀƭǳŜ /ƘŀƴƎŜŘ 

¢Ƙƛǎ ŎƻƳǇƻƴŜƴǘ ƛƴŘƛŎŀǘŜǎ ǘƘŀǘ ǘƘŜ ǎŜǩƴƎǎ ƻŦ ǘƘŜ ōǊƻǿǎŜǊ ǎǘƻǊŀƎŜ ŘƛũŜǊ ǘƻ ǘƘŜ 
ǎŜǩƴƎǎ ƻƴ ǘƘŜ ŘŜǾƛŎŜΦ ¢ƘŜ ǎŜǩƴƎǎ ŀũŜŎǘ ƘƛƎƘŜǊπƭŜǾŜƭ ŜƭŜƳŜƴǘǎ ƛƴ ǘƘŜ ƘƛŜǊŀǊŎƘȅΦ LŦ 
ǘƘŜ ŎƻƴŬƎ ǾŀƭǳŜ ƻŦ ŀƴ ƛƴǇǳǘ ŬŜƭŘ Ƙŀǎ ŎƘŀƴƎŜŘΣ ǘƘŜ ǎŜŎǝƻƴΣ ǘƘŜ ǘŀō ŀƴŘ ǘƘŜ ōƻŀǊŘ 
ǎǳōǇŀƎŜ ƭƛƴƪ ǿƛƭƭ ŘƛǎǇƭŀȅ ǘƘŜ Ϧ±ŀƭǳŜ /ƘŀƴƎŜŘϦ ŎƻƳǇƻƴŜƴǘΦ 
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5.4 Change Device Configuration 

 

¢ƻ ŎƘŀƴƎŜ ǘƘŜ ŎƻƴŬƎǳǊŀǝƻƴ ƻŦ ŀ ŘŜǾƛŎŜΣ ǘƘŜ ǳǎŜǊ Ƴǳǎǘ ǳǇƭƻŀŘ ŀ ŎƻƳǇƭŜǘŜ ŎƻƴŬƎǳǊŀǝƻƴ ŬƭŜΦ ¢ƘŜ 

ŎƻƴŬƎǳǊŀǝƻƴ ŬƭŜ Ŏŀƴ ōŜ ŎƘŀƴƎŜŘ ŀƴŘ ŎǊŜŀǘŜŘ ǿƛǘƘ ƘǳƳŀϯΦ ¢ƘŜ ŦƻƭƭƻǿƛƴƎ ƭƛǎǘ ŘŜǎŎǊƛōŜǎ ǘƘŜ ǎǘŜǇǎ ƴŜŎŜǎǎŀǊȅ 

ǘƻ ŎƘŀƴƎŜ ŘŜǾƛŎŜ ǎŜǩƴƎǎΥ 

 

мΦ /ƘŀƴƎŜ ǘƘŜ ŘŜǎƛǊŜŘ ǾŀƭǳŜόǎύ 

ŀΦ bŀǾƛƎŀǘŜ ǘƻ ǘƘŜ Ϧ/ƻƴŬƎϦ {ǳōǘŀō όǎŜŜ рΦоΦоΦнΦоύ ƻŦ ǘƘŜ ŘŜǎƛǊŜŘ ōƻŀǊŘ ƻǊ ǎȅǎǘŜƳ ǇŀƎŜόǎύΦ 

ōΦ 9Řƛǘ ǘƘŜ ƛƴǇǳǘ ŬŜƭŘ ǾŀƭǳŜόǎύ ƻŦ ǘƘŜ ǎŜŎǝƻƴόǎύ ǘƘŀǘ ǎƘƻǳƭŘ ōŜ ŎƘŀƴƎŜŘΦ 

ŎΦ {ǘƻǊŜ ǘƘŜ ŎƘŀƴƎŜŘ ǾŀƭǳŜǎ ƛƴ ǘƘŜ ōǊƻǿǎŜǊ ǎǘƻǊŀƎŜ ōȅ ǇǊŜǎǎƛƴƎ ǘƘŜ hƪ .ǳǧƻƴ ƻŦ ǘƘŜ ǎŜŎǝƻƴόǎύ 
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нΦ DŜƴŜǊŀǘŜ ŎƻƴŬƎ ŬƭŜ 

ŀΦ !ƊŜǊ ŎƘŀƴƎƛƴƎ ǘƘŜ ŘŜǎƛǊŜŘ ǾŀƭǳŜόǎύΣ ƴŀǾƛƎŀǘŜ ǘƻ ǘƘŜ /ƻƴŬƎ 5ƻǿƴƭƻŀŘ ǇŀƎŜ όǎŜŜ сΦрΦнΦмΦмύ 

ōΦ ¢ƻ ƎŜƴŜǊŀǘŜ ŀ ƴŜǿ ŎƻƴŬƎ ŦǊƻƳ ǘƘŜ ǾŀƭǳŜǎ ǘƘŀǘ ŀǊŜ ǎǘƻǊŜŘ ƛƴ ǘƘŜ ōǊƻǿǎŜǊ ǎǘƻǊŀƎŜΣ ŎƘƻƻǎŜ 

ŜƛǘƘŜǊ DŜƴŜǊŀǘŜ ŀ ƴŜǿ ŎƻƴŬƎ ƻǊ !ǇǇƭȅ ŀ ƴŜǿ /ƻƴŬƎΦ 

 

DŜƴŜǊŀǘŜ ŀ ƴŜǿ ŎƻƴŬƎΥ DŜƴŜǊŀǘŜǎ ŀƴŘ ŀǳǘƻƳŀǝŎŀƭƭȅ ŘƻǿƴƭƻŀŘǎ ŀ ŎƻƴŬƎ ŬƭŜΦ ¢Ƙƛǎ ŀƭƭƻǿǎ 

ǘƘŜ ǳǎŜǊ ǘƻ ǎƛƎƴ ǘƘƛǎ ŎƻƴŬƎ ŬƭŜ ǘƻ ŦǳǊǘƘŜǊ ƛƴŎǊŜŀǎŜ ǎŜŎǳǊƛǘȅ ŀƴŘ ŀƭǎƻ ŀƭƭƻǿǎ ǘƘŜ ŎƻƴŬƎ ǘƻ ōŜ 

ŘǳǇƭƛŎŀǘŜŘ ǘƻ ŀƴƻǘƘŜǊ ŘŜǾƛŎŜΦ {ƛƎƴŜŘ ŎƻƴŬƎǎ Ŏŀƴ ōŜ ƳŀŘŜ ƳŀƴŘŀǘƻǊȅ ǳƴŘŜǊ сΦрΦрΦмΦмΦ ¢ƘŜ 

ƭƻŎŀǝƻƴ ƻŦ ǘƘŜ ŘƻǿƴƭƻŀŘŜŘ ŬƭŜ ƛǎ ŘŜǇŜƴŘŜŘ ƻƴ ǘƘŜ ōǊƻǿǎŜǊ όŀƴŘ ƛǘǎ ǎŜǩƴƎǎύ ŀƴŘ ƻǇŜǊŀǝƴƎ 

ǎȅǎǘŜƳΦ  

 

!ǇǇƭȅ ŀ ƴŜǿ ŎƻƴŬƎΥ DŜƴŜǊŀǘŜǎ ŀ ŎƻƴŬƎ ŬƭŜ ŀƴŘ ǇǊŜǇŀǊŜǎ ǘƘŜ ƎŜƴŜǊŀǘŜŘ ŎƻƴŬƎ ŬƭŜ ŦƻǊ ŀƴ 

ǳǇƭƻŀŘΦ ¢ƘŜ ǳǎŜǊ ƛǎ ŀǳǘƻƳŀǝŎŀƭƭȅ ƴŀǾƛƎŀǘŜŘ ǘƻ ǘƘŜ ǳǇƭƻŀŘ ǇŀƎŜΦ ¢Ƙƛǎ ƻǇǝƻƴ ǎƪƛǇǎ ǘƘŜ ǳǎŜǊ ǘƻ 

{ǘŜǇ оΦŎΦ 

 

 
оΦ ¦ǇƭƻŀŘ ƎŜƴŜǊŀǘŜŘ ŎƻƴŬƎ ŬƭŜ 

ŀΦ bŀǾƛƎŀǘŜ ǘƻ ǘƘŜ /ƻƴŬƎ ¦ǇƭƻŀŘ tŀƎŜ όǎŜŜ сΦрΦнΦнΦмύ 

ōΦ ¦ǇƭƻŀŘ ǘƘŜ ƎŜƴŜǊŀǘŜŘ όŀƴŘ ǎƛƎƴŜŘΣ ƛŦ ŀǇǇƭƛŎŀōƭŜύ ŎƻƴŬƎ ŬƭŜ ōȅ 5ǊŀƎ ŀƴŘ 5ǊƻǇ1 ƻǊ ōȅ ƻǇŜƴƛƴƎ 

ǘƘŜ ŬƭŜ ŜȄǇƭƻǊŜǊ ōȅ ŎƭƛŎƪƛƴƎ ƻƴ ǘƘŜ ǳǇƭƻŀŘ ŀǊŜŀ ŀƴŘ ǎŜƭŜŎǝƴƎ ƛǘΦ 

ŎΦ !ƊŜǊ ǘƘŜ ǳǇƭƻŀŘΣ ǘƘŜ ǳǎŜǊ ǿƛƭƭ ōŜ ǇǊŜǎŜƴǘŜŘ ǿƛǘƘ ŀƴ ƻǾŜǊǾƛŜǿ ƻŦ ŀƭƭ ŀũŜŎǘŜŘ ōƻŀǊŘǎ ǿƛǘƘ ŀƭƭ 

ŎƘŀƴƎŜŘ ǎŜǩƴƎǎΦ !ƊŜǊ ŎŀǊŜŦǳƭƭȅ ŎƘŜŎƪƛƴƎ ŀƴŘ ǾŀƭƛŘŀǝƴƎ ǘƘŜ ŎƘŀƴƎŜǎΣ ǇǊŜǎǎ !ǇǇƭȅ ŎƻƴŬƎΦ 

ŘΦ LŦ ǘƘŜ ŀǇǇƭƛŎŀǝƻƴ ƻŦ ǘƘŜ ŎƻƴŬƎ ŬƭŜ ǿŀǎ ǎǳŎŎŜǎǎŦǳƭΣ ǘƘŜ ǳǎŜǊ Ƴǳǎǘ ǊŜǎǘŀǊǘ ǘƘŜ ŀũŜŎǘŜŘ ōƻŀǊŘǎ 

ƛƴ ƻǊŘŜǊ ŦƻǊ ǘƘŜ ǎŜǩƴƎǎ ǘƻ ǘŀƪŜ ŜũŜŎǘΦ 

  

 
1 5ǊŀƎ ŀƴŘ 5ǊƻǇ ƛǎ ŀ ǇƻƛƴǝƴƎ ŘŜǾƛŎŜ ƎŜǎǘǳǊŜ ƛƴ ǿƘƛŎƘ ǘƘŜ ǳǎŜǊ ǎŜƭŜŎǘǎ ŀ ǾƛǊǘǳŀƭ ƻōƧŜŎǘ ōȅ ϦƎǊŀōōƛƴƎϦ ƛǘ ŀƴŘ ŘǊŀƎƎƛƴƎ ƛǘ ǘƻ 
ŀ ŘƛũŜǊŜƴǘ ƭƻŎŀǝƻƴ ƻǊ ƻƴǘƻ ŀƴƻǘƘŜǊ ǾƛǊǘǳŀƭ ƻōƧŜŎǘΦ 
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5.5 Status 

¢ƘŜǊŜ ŀǊŜ ǘǿƻ ŘƛũŜǊŜƴǘ ǿŀȅǎ ǘƻ ƛƴŘƛŎŀǘŜ ŀ ǎǘŀǘǳǎ ƛƴ ƘǳƳŀϯΦ hƴŜ ǿŀȅ ƛǎ ŀ ǎƛƳǇƭŜ ƻǳǘǇǳǘ ƻŦ ǘƘŜ ǎǘŀǘǳǎ ǘŜȄǘ 

ŀƴŘ ǘƘŜ ƻǘƘŜǊ ƻƴŜ ƛǎ ŀ ǎǘŀǘǳǎ ƻǳǘǇǳǘ ǿƛǘƘ ŀƴ ƛŎƻƴ ǘƻ ǊŜǎŜƳōƭŜ ǘƘŜ ǘȅǇŜ ƻŦ ŀ ǎǘŀǘǳǎΦ 

{ƛƳǇƭŜ ǎǘŀǘǳǎ ƻǳǘǇǳǘǎ ŀƭǿŀȅǎ ǳǎŜ ǘƘŜ ŀŎŎŜƴǘ ŎƻƭƻǊ ƻŦ ǘƘŜ ǳǎŜŘ ǘƘŜƳŜΦ ¢ƘŜ ŀŎŎŜƴǘ ŎƻƭƻǊ ƻŦ ǘƘŜ ŘŜŦŀǳƭǘ ǘƘŜƳŜ 

ϦƘƻǇŦ ŘŜŦŀǳƭǘϦ ƛǎ ƎǊŜŜƴΦ ¢ƘŜ ŎƻƭƻǊ ŘƻŜǎ ƴƻǘ ƘŀǾŜ ŀƴȅ ƳŜŀƴƛƴƎ ƛƴ ŀ ǎƛƳǇƭŜ ǎǘŀǘǳǎ ƻǳǘǇǳǘ όDǊŜŜƴ ŘƻŜǎ ƴƻǘ 

ŀǳǘƻƳŀǝŎŀƭƭȅ ƳŜŀƴ hƪΗύΦ 

Lƴ ŎƻƴǘǊŀǎǘΣ ǎǘŀǘǳǎ ƻǳǘǇǳǘǎ ǿƛǘƘ ŀƴ ƛŎƻƴ ǳǎŜ ŦƻǳǊ ŘƛũŜǊŜƴǘ ŎƻƭƻǊǎ ǘƻ ǊŜǎŜƳōƭŜ ǘƘŜ ǘȅǇŜ ƻŦ ǎǘŀǘǳǎΦ 

 
Figure 6 In this status section only the color of "GNSS firewall" bear a meaning 

 

5.5.1 Colors 

/ƻƭƻǊ {ǘŀǘǳǎ ¢ȅǇŜ 

DǊŜŜƴ hƪ 

hǊŀƴƎŜ ²ŀǊƴ 

wŜŘ 9ǊǊƻǊ 

.ƭǳŜ bƻǘ ƛƴƛǝŀƭƛȊŜŘ 
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5.6 Events 

ƘƻǇŦ ŘŜǾƛŎŜǎ Ŏŀƴ ǘǊƛƎƎŜǊ ŘƛũŜǊŜƴǘ ŜǾŜƴǘǎΦ !ƴ ŜǾŜƴǘ Ŏƻƴǎƛǎǘǎ ƻŦ ǘǿƻ Ƴŀƛƴ ŎƻƳǇƻƴŜƴǘǎΥ ǘƘŜ ŜǾŜƴǘ ŎƻŘŜ ŀƴŘ 

ǘƘŜ ŜǾŜƴǘ ǘȅǇŜΦ ¢ƘŜ ŜǾŜƴǘ ŎƻŘŜ ƛǎ ŀ ǳƴƛǉǳŜ ƛŘŜƴǝŬŜǊ ŦƻǊ ŀ ǇŀǊǝŎǳƭŀǊ ŜǾŜƴǘΦ 

¢ƘŜ ŜǾŜƴǘ ǘȅǇŜ ŎŀǘŜƎƻǊƛȊŜǎ ŀƴ ƻŎŎǳǊǊƛƴƎ ŜǾŜƴǘ ƛƴǘƻ ŀ ǎǇŜŎƛŬŎ ŎƭŀǎǎΦ 5ŜǇŜƴŘƛƴƎ ƻƴ ǘƘŜ ŜǾŜƴǘ ǘȅǇŜΣ ǘƘŜ Ǿƛǎǳŀƭ 

ǊŜǇǊŜǎŜƴǘŀǝƻƴǎ ƻŦ ŜǾŜƴǘǎ ŎƘŀƴƎŜ ŀŎŎƻǊŘƛƴƎƭȅΦ ¢ƘŜǊŜ ŀǊŜ ŦƻǳǊ ǇǊŜŘŜŬƴŜŘ ŜǾŜƴǘ ǘȅǇŜǎ ŦƻǊ ŀƭƭ ƻŎŎǳǊǊƛƴƎ 

ŜǾŜƴǘǎΥ ŜǊǊƻǊΣ ǿŀǊƴΣ ƛƴŦƻ ŀƴŘ ƛƎƴƻǊŜΦ CƻǊ ǘƘŜ ŜǾŜƴǘ ǘȅǇŜ ƛƎƴƻǊŜ ŀƭƭ Ǿƛǎǳŀƭ ŎƻƳǇƻƴŜƴǘǎ ŘƛǎŀǇǇŜŀǊǎ ŎƻƳǇƭŜǘŜƭȅ 

όŜΦƎΦΣ ǘƻŀǎǘǎΣ ŜǾŜƴǘ ƭƻƎ ƳŜǎǎŀƎŜǎύΦ ¢ƘŜ ŜǾŜƴǘ ǘȅǇŜ ŦƻǊ ŀƴ ŜǾŜƴǘ Ŏŀƴ ōŜ ŎƘŀƴƎŜŘ ǳƴŘŜǊ сΦсΦрΦмΦмΦ 

¢ƘŜ ǳǎŜǊ Ŏŀƴ ǎŜǘǳǇ ŎŜǊǘŀƛƴ ƳƻƴƛǘƻǊƛƴƎ ǎŜǊǾƛŎŜǎ όŜΦƎΦΣ 9Ƴŀƛƭύ ǘƻ ǊŜŎŜƛǾŜ ŀƴ ŀǳǘƻƳŀǝŎ ƴƻǝŬŎŀǝƻƴ ŀōƻǳǘ ǘƘŜ 

ŜǾŜƴǘ ƛŦ ǘƘŜ ŜǾŜƴǘ ǘȅǇŜ ƛǎ ŜǾŜƴ ƻǊ ƘƛƎƘŜǊ ŀ ŎŜǊǘŀƛƴ Ϧ!ƭŀǊƳ [ŜǾŜƭϦΦ 

CƻǊ ŜȄŀƳǇƭŜΣ ƛŦ ǘƘŜ ǳǎŜǊ ǎŜǘǎ ǘƘŜ ŀƭŀǊƳ ƭŜǾŜƭ ǿŀǊƴ ŦƻǊ ŜƳŀƛƭΣ ǘƘŜ ǳǎŜǊ ǿƛƭƭ ƻƴƭȅ ǊŜŎŜƛǾŜ ŀ ƴƻǝŬŎŀǝƻƴ ƛŦ ǘƘŜ 

ŜǾŜƴǘ ǘȅǇŜ ƛǎ ǿŀǊƴ ƻǊ ŜǊǊƻǊΦ 9ǾŜƴǘǎ ǿƛǘƘ ǘƘŜ ŜǾŜƴǘ ǘȅǇŜ ƛƴŦƻ ƻǊ ƛƎƴƻǊŜ ǿƛƭƭ ƴƻǘ ōŜ ǎŜƴǘ ǘƻ ǘƘŜ ǳǎŜǊΦ 

¢ƘŜ ŜǾŜƴǘ ƭƻƎ ƻƴ ǘƘŜ ǎǘŀǊǘ ǇŀƎŜ όǎŜŜ сΦнΦмύ ŀƭǿŀȅǎ Ŏƻƴǘŀƛƴǎ ŀ ƭƛǎǘ ƻŦ ŀƭƭ ƻŎŎǳǊǊŜŘ ŜǾŜƴǘǎ όŜȄŎŜǇǘ ŜǾŜƴǘǎ ǿƛǘƘ 

ǘƘŜ ŜǾŜƴǘ ǘȅǇŜ ƛƎƴƻǊŜύΦ 
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5.7 Toast 

! ǘƻŀǎǘ ƛǎ ŀ Ǿƛǎǳŀƭ ƳŜǎǎŀƎŜ ŎƻƳǇƻƴŜƴǘ ǘƘŀǘ ŎƻƳƳǳƴƛŎŀǘŜǎ ŎŜǊǘŀƛƴ ŜǾŜƴǘǎ ŀƴŘ ƛƴŦƻǊƳŀǝƻƴ ǘƻ ǘƘŜ ǳǎŜǊ 

ǿƛǘƘƻǳǘ ŦƻǊŎƛƴƎ ǘƘŜƳ ǘƻ ǊŜŀŎǘ ǘƻ ǘƘƛǎ ƴƻǝŬŎŀǝƻƴ ƛƳƳŜŘƛŀǘŜƭȅΣ ǳƴƭƛƪŜ ŎƻƴǾŜƴǝƻƴŀƭ ǇƻǇπǳǇ ǿƛƴŘƻǿǎΦ .ȅ 

ƘƻǾŜǊƛƴƎ ƻǾŜǊ ǘƘŜ ǘƻŀǎǘΣ ŀ ŎƭƻǎŜ ōǳǧƻƴ ǿƛƭƭ ŀǇǇŜŀǊ ǿƘƛŎƘ ŀƭƭƻǿǎ ǊŜƳƻǾƛƴƎ ǘƘŜ ǘƻŀǎǘΦ 

Lƴ ƎŜƴŜǊŀƭ ǘƻŀǎǘǎ ŀǊŜ ǇƭŀŎŜŘ ƛƴ ǘƘŜ ōƻǧƻƳ ǊƛƎƘǘ ŎƻǊƴŜǊ ŀƴŘ ŀǊŜ ŎƻƳǇƭŜǘŜƭȅ ŘŜŎƻǳǇƭŜŘ ŦǊƻƳ ǘƘŜ ƭŀȅƻǳǘ 

όŜȄŎŜǇǝƻƴ ŀǊŜ aŀƛƴ ±ƛŜǿ ¢ƻŀǎǘǎΤ ǎŜŜ рΦтΦмύΦ 

! ǘƻŀǎǘ Ŏŀƴ ƴƻǘ ƻƴƭȅ ǾƛǎǳŀƭƛȊŜ ƻŎŎǳǊǊƛƴƎ ŜǾŜƴǘǎ ōǳǘ ŀƭǎƻ ƻǘƘŜǊ ƛƴŦƻǊƳŀǝƻƴ ƭƛƪŜ ǳǎŜǊ ǿŀǊƴƛƴƎΣ ǝƳŜƻǳǘǎ ƻǊ 

ŎƻƴŬǊƳŀǝƻƴ ƳŜǎǎŀƎŜǎΦ 

 

¢ƻŀǎǘ ¢ȅǇŜ 5ŜǎŎǊƛǇǝƻƴ 

ƛƴŦƻ  
LƴŦƻ ǘƻŀǎǘǎ ǳǎŜ ǘƘŜ ŀŎŎŜƴǘ ŎƻƭƻǊ ƻŦ ǘƘŜ ǳǎŜŘ ǘƘŜƳŜΦ ¢ƘŜ ŀŎŎŜƴǘ ŎƻƭƻǊ ƻŦ ǘƘŜ ŘŜŦŀǳƭǘ 
ǘƘŜƳŜ ϦƘƻǇŦ ŘŜŦŀǳƭǘϦ ƛǎ ƎǊŜŜƴΦ ¢ƘŜ ŎƻƭƻǊ ŘƻŜǎ ƴƻǘ ƘŀǾŜ ŀƴȅ ƳŜŀƴƛƴƎ ƛƴ ǘƘƛǎ ǎǇŜŎƛŬŎ 
ǘƻŀǎǘ όDǊŜŜƴ ŘƻŜǎ ƴƻǘ ŀǳǘƻƳŀǝŎŀƭƭȅ ƳŜŀƴ hƪΗύΦ 

ǎǳŎŎŜǎǎ 

 

ǿŀǊƴ 

 

ŜǊǊƻǊ 

 

ǝƳŜǊ 

 

ŎƻƴŬǊƳ 
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Toasts that visualize occurred events have the event code underneath the toast icon: 

 

5.7.1 Main View Toasts 

aŀƛƴ ±ƛŜǿ ¢ƻŀǎǘǎ ŀǊŜ ŘƛǎǇƭŀȅŜŘ ƻƴ ǘƘŜ ǳǇǇŜǊ ǊƛƎƘǘ ŎƻǊƴŜǊ όǳƴŘŜǊƴŜŀǘƘ ǘƘŜ ƘŜŀŘŜǊ рΦоΦмύ ƛƴǎƛŘŜ ƻŦ ǘƘŜ aŀƛƴ 

±ƛŜǿ όǎŜŜ рΦоΦоύΦ ¢ƘŜȅ ƻŎŎǳǊ ǿƘŜƴ ŀƴ ƛƳǇƻǊǘŀƴǘ ǎǘŀǘǳǎ ƻǊ ǎŜǩƴƎ ƛǎ ŎǳǊǊŜƴǘƭȅ ŀŎǝǾŜΦ 

¢ƘŜ Ƴƻǎǘ ƛƳǇƻǊǘŀƴǘ aŀƛƴ ±ƛŜǿ ¢ƻŀǎǘǎ ŀǊŜ ŘŜǎŎǊƛōŜŘ ƛƴ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǘŀōƭŜΥ 

¢ƻŀǎǘ 5ŜǎŎǊƛǇǝƻƴ 

 

LƴŘƛŎŀǘŜǎ ǘƘŀǘ ŀ ŬǊƳǿŀǊŜ ŬƭŜ ƛǎ ŎǳǊǊŜƴǘƭȅ ōŜƛƴƎ ǳǇƭƻŀŘŜŘ 
ǘƻ ǘƘŜ ŘŜǾƛŎŜ όǎŜŜ сΦрΦоΦмΦмύΦ 

 

LƴŘƛŎŀǘŜǎ ǘƘŀǘ ŀ ŬǊƳǿŀǊŜ ŬƭŜ ƛǎ ŀƭǊŜŀŘȅ ǳǇƭƻŀŘŜŘ ǘƻ ǘƘŜ 
ŘŜǾƛŎŜ ŀƴŘ Ŧǳƭƭȅ ǾŀƭƛŘŀǘŜŘΣ ōǳǘ ŀ ǊŜǎǘŀǊǘ ǘƘŀǘ ǿƛƭƭ ŀŎǝǾŀǘŜ 
ǘƘŜ ŬǊƳǿŀǊŜ ƛǎ ƳƛǎǎƛƴƎΦ ¦ƴŘŜǊ ƴƻǊƳŀƭ ŎƛǊŎǳƳǎǘŀƴŎŜǎ ǘƘƛǎ 
ǘƻŀǎǘ ǎƘƻǳƭŘ ƴƻǘ ŀǇǇŜŀǊΦ 

 

LƴŘƛŎŀǘŜǎ ǘƘŀǘ ǘƘŜ ǎƛƳǳƭŀǝƻƴ ƳƻŘŜ ƛǎ ŎǳǊǊŜƴǘƭȅ ŀŎǝǾŜ 
όǎŜŜ сΦсΦоΦмΦоΤ {ȅƴŎƘǊƻƴƛȊŀǝƻƴ ǎƻǳǊŎŜǎύΦ 

 

LƴŘƛŎŀǘŜǎ ǘƘŀǘ ŀ ƭŜŀǇ ǎŜŎƻƴŘ ŀŘƧǳǎǘƳŜƴǘ ǿƛƭƭ ōŜ ƳŀŘŜ ŀǘ 
ǘƘŜ ŜƴŘ ƻŦ ǘƘŜ ŘŀȅΦ ¢ƘŜ ŀƴƴƻǳƴŎŜƳŜƴǘ ƻǊƛƎƛƴŀǘŜǎ ŦǊƻƳ 
ǘƘŜ ǎȅƴŎ ǎƻǳǊŎŜΦ 

 

LƴŘƛŎŀǘŜǎ ǘƘŀǘ ƻƴŜ ƻǊ ƳƻǊŜ ŀŎǝǾŀǘŜŘ ǎŜǊǾƛŎŜǎ ŀǊŜ 
ŦƻǊōƛŘŘŜƴ ŘǳŜ ǘƻ ŀ ŬǊŜǿŀƭƭ ǊǳƭŜΦ !ŘƧǳǎǘ ǘƘŜ ŬǊŜǿŀƭƭ ƛƴ 
ƻǊŘŜǊ ǘƻ Ŧǳƭƭȅ ŜƴŀōƭŜ ŀ ŎŜǊǘŀƛƴ ǎŜǊǾƛŎŜΦ 

IƻǾŜǊƛƴƎ ƻǾŜǊ ǘƘƛǎ ǘƻŀǎǘ ǿƛƭƭ ǊŜǾŜŀƭ ŀ ǘƻƻƭǝǇ ƛƴŘƛŎŀǝƴƎ 
ǿƘƛŎƘ ǎŜǊǾƛŎŜǎ ŀǊŜ ŦƻǊōƛŘŘŜƴ ŀƴŘ ǘƘŜƛǊ ŜȄŀŎǘ ǇƻǎƛǝƻƴΦ 
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5.8 Tooltip 

! ǘƻƻƭǝǇ ƛǎ ŀ Ǿƛǎǳŀƭ ǘŜȄǘ ōƻȄ ŎƻƳǇƻƴŜƴǘ ǘƘŀǘ ŀǇǇŜŀǊǎ ǿƘŜƴ ƘƻǾŜǊƛƴƎ ƻǾŜǊ ŀƴƻǘƘŜǊ ŎƻƳǇƻƴŜƴǘΦ Lǘ ƘƻƭŘǎ 

ƛƴŦƻǊƳŀǝƻƴ ŀōƻǳǘ ǘƘŀǘ ƘƻǾŜǊŜŘ ŎƻƳǇƻƴŜƴǘ όǎǳŎƘ ŀǎ ŀ ŘŜǎŎǊƛǇǝƻƴ ƻŦ ŀ ōǳǧƻƴϥǎ ŦǳƴŎǝƻƴΣ ƻǊ ǿƘŀǘ ŀƴ 

ŀōōǊŜǾƛŀǝƻƴ ǎǘŀƴŘǎ ŦƻǊύΦ ¢ƘŜ ǘƻƻƭǝǇ ƛǎ ŘƛǎǇƭŀȅŜŘ Ŏƻƴǝƴǳƻǳǎƭȅ ŀǎ ƭƻƴƎ ŀǎ ǘƘŜ ǳǎŜǊ ƘƻǾŜǊǎ ƻǾŜǊ ǘƘŜ 

ŎƻƳǇƻƴŜƴǘΦ 

 
Figure 7 An example tooltip 

 

¢ƘŜ ǘƻƻƭǝǇ Ŏŀƴ ŎƘŀƴƎŜ ƛǘǎ ŎƻƴǘŜƴǘ ŘȅƴŀƳƛŎŀƭƭȅΦ Lǘ ǇǊƻǾƛŘŜǎ ǘƘŜ ǳǎŜǊ ǿƛǘƘ ƳǳŎƘ ƳƻǊŜ ŘŜǘŀƛƭǎ ǘƘŀƴ Ƨǳǎǘ ǘƘŜ 

ŎƻƳǇƻƴŜƴǘ ƭŀōŜƭǎΦ Lǘ ƛǎ ƘƛƎƘƭȅ ǊŜŎƻƳƳŜƴŘŜŘ ǘƻ ƘƻǾŜǊ ƻǾŜǊ ŀ ŎƻƳǇƻƴŜƴǘ ǘƻ ƭŜŀǊƴ ƳƻǊŜ ŀōƻǳǘ ƛǘǎ 

ŦǳƴŎǝƻƴŀƭƛǘȅ ƻǊ ǘƻ ŬƴŘ ŀ ƳƻǊŜ ŘŜǘŀƛƭŜŘ ŜȄǇƭŀƴŀǝƻƴ ƛƴ ŎŀǎŜ ƻŦ ƳƛǎǳƴŘŜǊǎǘŀƴŘƛƴƎΦ 

!ƭƳƻǎǘ ŜǾŜǊȅ ǘŜȄǘ ƛƴ ƘǳƳŀϯ Ŏƻƴǘŀƛƴǎ ŀ ǘƻƻƭǝǇΦ ¢ƘŜ ǎŀƳŜ ŀǇǇƭƛŜǎ ǘƻ ƛƴǇǳǘ ŎƻƳǇƻƴŜƴǘǎΣ ǿƘŜǊŜ ƴƻǘ ǘƘŜ ƛƴǇǳǘ 

ŬŜƭŘ ƛǘǎŜƭŦΣ ōǳǘ ƛǘǎ ƛƴǇǳǘ ƭŀōŜƭ Ŏƻƴǘŀƛƴǎ ǘƘŜ ǘƻƻƭǝǇΦ 

{ƻƳŜ ŎƻƳǇƻƴŜƴǘǎ ƘŀǾŜ ǘǿƻ ǘŜȄǘ ōƻȄŜǎ ǘƘŀǘ ŀǇǇŜŀǊ ǿƘŜƴ ƘƻǾŜǊƛƴƎ ƻǾŜǊ ǘƘŜƳΥ ǘƘŜ ǘƻƻƭǝǇΣ ŀƴ ƘǳƳŀϯπ

ǎǇŜŎƛŬŎ ŎƻƳǇƻƴŜƴǘ ŘŜǎŎǊƛōŜŘ ƘŜǊŜΣ ŀƴŘ ǘƘŜ vǳƛŎƪ LƴŦƻΣ ǿƘƛŎƘ ƛǎ ǇǊƻǾƛŘŜŘ ōȅ ǘƘŜ ōǊƻǿǎŜǊΦ ¢ƘŜ vǳƛŎƪ LƴŦƻ 

Ŏŀƴ ŀǇǇŜŀǊ ǿƘŜƴ ŀ ǘŜȄǘ ƛǎ Ŏǳǘ ƻũ ŘǳŜ ǘƻ ƛƴǎǳŶŎƛŜƴǘ ǎǇŀŎŜΦ Lǘ ǘƘŜƴ ŘƛǎǇƭŀȅǎ ǘƘŜ Ŧǳƭƭ ǘŜȄǘ ƻŦ ǘƘŜ ŎƻƳǇƻƴŜƴǘ 

ǿƘŜƴ ƘƻǾŜǊƛƴƎ ƻǾŜǊΦ ¦ƴƭƛƪŜ ǘƘŜ ǘƻƻƭǝǇ ǿƛǘƘ ƛǘǎ ƘǳƳŀϯπǎǇŜŎƛŬŎ ŘŜǎƛƎƴΣ ǘƘŜ vǳƛŎƪ LƴŦƻ ŘŜǎƛƎƴ ǾŀǊƛŜǎ 

ŘŜǇŜƴŘƛƴƎ ƻƴ ǘƘŜ ōǊƻǿǎŜǊ ŀƴŘ ƻǇŜǊŀǝƴƎ ǎȅǎǘŜƳ ǳǎŜŘΦ 

 
Figure 8 An example of a Quick Info in Google Chrome 
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5.9 Offline Capabilities 

LŦ ǘƘŜ ǿŜō ŀǇǇƭƛŎŀǝƻƴ ƘǳƳŀϯ ƭƻǎŜǎ ǘƘŜ ŎƻƴƴŜŎǝƻƴ ǘƻ ǘƘŜ ŘŜǾƛŎŜΣ ǘƘŜ ŀǇǇƭƛŎŀǝƻƴ ƛǎ ǎǝƭƭ ǳǎŜŀōƭŜ ǘƻ ŀ ŎŜǊǘŀƛƴ 

ŘŜƎǊŜŜΦ ¢ƘŜ ƴŀǾƛƎŀǝƻƴ ǘƻ ŀƭƭ ǇŀƎŜǎ ƛǎ ǎǝƭƭ ǇƻǎǎƛōƭŜΣ ōǳǘ ŀƭƭ ŎƻƳǇƻƴŜƴǘǎ ƻŦ ŀƴ ŀŎǝƻƴ ǇŀƎŜ ŀǊŜ ŘŜŀŎǝǾŀǘŜŘ 

ŀƴŘ ǎǘŀǘǳǎ ǇŀƎŜǎ Řƻ ƴƻǘ ƘƻƭŘ ŀƴȅ ǎǘŀǘǳǎ ƛƴŦƻǊƳŀǝƻƴΦ 

 

! ƭƻǎǘ ŎƻƴƴŜŎǝƻƴ ƛǎ ƛƴŘƛŎŀǘŜŘ ǘƘǊƻǳƎƘ ƳǳƭǝǇƭŜ ǿŀȅǎΥ 

¶ ! ǘƻŀǎǘ ǿƛǘƘ ǘƘŜ ƳŜǎǎŀƎŜ {ŜǊǾŜǊ ƴƻǘ ǊŜŀŎƘŀōƭŜ όŜǾŜƴǘ ŎƻŘŜ /bфлмύ ǿƛƭƭ ŀǇǇŜŀǊ 

¶ ! wŜǘǊȅ ŎƻƴƴŜŎǝƴƎ ōǳǧƻƴ ǿƛƭƭ ōŜ ǇƭŀŎŜŘ ƴŜȄǘ ǘƻ ǘƘŜ {ȅǎǘŜƳ {ǘŀǘǳǎ όǎŜŜ сΦнΦмΤ /ƻƳǇƻƴŜƴǘ пύ 

¶ 5ŜǾƛŎŜ ¢ƛƳŜ hǳǘǇǳǘ όǎŜŜ рΦоΦмΤ /ƻƳǇƻƴŜƴǘ сύ ǿƛƭƭ ǎƘƻǿ ¢La9 bh¢ !±!L[!.[9 

 

tǊŜǎǎƛƴƎ ǘƘŜ wŜǘǊȅ ŎƻƴƴŜŎǝƴƎ ōǳǧƻƴ ǿƛƭƭ ŀǧŜƳǇǘ ǘƻ ǊŜπŜǎǘŀōƭƛǎƘ ǘƘŜ ŎƻƴƴŜŎǝƻƴ ǘƻ ǘƘŜ ŘŜǾƛŎŜΦ 

 

 
Figure 9 A screenshot of the start page with a lost connection 
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5.10 Customization 

ƘǳƳŀϯ ƛǎ Ŧǳƭƭȅ ŎǳǎǘƻƳƛȊŀōƭŜΦ !ƳƻƴƎ ƻǘƘŜǊ ǘƘƛƴƎǎΣ ǘƘŜ ƭŀƴƎǳŀƎŜΣ ǘƘŜ ŜƴǝǊŜ ǘƘŜƳŜΣ Ŧƻƴǘ ŀƴŘ ǎǇŀŎŜ ǎƛȊŜǎΣ ŀƴŘ 

ŀƴƛƳŀǝƻƴ ǎǇŜŜŘ Ŏŀƴ ōŜ ŎƘŀƴƎŜŘΦ !ƭƭ ŘŜǎƛƎƴ ǎŜǩƴƎǎ ŀǊŜ ǎǘƻǊŜŘ ƻƴƭȅ ƛƴ ǘƘŜ ōǊƻǿǎŜǊ ǎǘƻǊŀƎŜΦ ¢ƘŜǊŜ ƛǎ ƴƻ 

ƛƴǘŜǊŀŎǝƻƴ ǿƛǘƘ ǘƘŜ ŘŜǾƛŎŜΦ ¢Ƙƛǎ ŀƭǎƻ ƳŜŀƴǎ ǘƘŀǘ ǘƘŜ ǎŜǩƴƎǎ ŀǊŜ ƴƻǘ ƭƛƴƪŜŘ ǘƻ ŀ ǳǎŜǊΦ !ƭƭ ŘŜǎƛƎƴ ŎƘŀƴƎŜǎ ŀǊŜ 

Ƨǳǎǘ ǎŀǾŜŘ ƛƴ ǘƘŜ ŎǳǊǊŜƴǘƭȅ ǳǎŜŘ ōǊƻǿǎŜǊΦ 

aƻǎǘ ŘŜǎƛƎƴ ŀŘƧǳǎǘƳŜƴǘǎ Ŏŀƴ ōŜ ƳŀŘŜ ƻƴ ǘƘŜ ŘŜǎƛƎƴ ǇŀƎŜ όǎŜŜ сΦпύΦ ¢ƘŜ ƭƛƴƪ ǘƻ ǘƘŜ ŘŜǎƛƎƴ ǇŀƎŜ ƛǎ ǇƭŀŎŜŘ ƛƴ 

ǘƘŜ ¦ǎŜǊ aŜƴǳ ƻŦ ǘƘŜ IŜŀŘŜǊ όǎŜŜ рΦоΦмΤ /ƻƳǇƻƴŜƴǘ тύΦ 

 

bƻǝŎŜΥ ¢ƘŜ 5ŜǎƛƎƴ ǇŀƎŜ όǎŜŜ сΦпύ ƛǎ ŘƛũŜǊŜƴǘ ǘƻ ǘƘŜ /ƻƴŬƎ ǇŀƎŜ ƻŦ ǘƘŜ 5ŜǾƛŎŜ LƴǘŜǊŦŀŎŜ όǎŜŜ сΦрΦмΦмΦоύΦ ¢ƘŜ 

ǎŜǩƴƎǎ ƳŀŘŜ ƻƴ ǘƘŜ /ƻƴŬƎ ǇŀƎŜ ŀǊŜ ǘƘŜ ƛƴƛǝŀƭ ŘŜǎƛƎƴ ǾŀƭǳŜǎ ǘƘŀǘ ŜŀŎƘ ǳǎŜǊ ǿƛƭƭ ŜƴŎƻǳƴǘŜǊ ǿƘŜƴ ƘǳƳŀϯ ƛǎ 

ŬǊǎǘ ƭŀǳƴŎƘŜŘ ƛƴ ŀ ōǊƻǿǎŜǊΦ ¢ƘŜ ǎŜǩƴƎǎ ǘƘŀǘ ŜŀŎƘ ǳǎŜǊ Ŏŀƴ ƳŀƪŜ ƛƴŘƛǾƛŘǳŀƭƭȅ ƻƴ ǘƘŜ 5ŜǎƛƎƴ ǇŀƎŜ ŀƭǿŀȅǎ 

ƻǾŜǊǊǳƭŜ ǘƘŜ ǎŜǩƴƎǎ ƻƴ ǘƘŜ /ƻƴŬƎ ǇŀƎŜΦ 
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5.10.1 Language 

aǳƭǝǇƭŜ ƭŀƴƎǳŀƎŜǎ ŀǊŜ ǎǳǇǇƻǊǘŜŘ ƴŀǝǾŜƭȅ ƛƴ ƘǳƳŀϯΦ /ƘŀƴƎƛƴƎ ǘƘŜ ƭŀƴƎǳŀƎŜ ƴƻǘ ƻƴƭȅ ŎƘŀƴƎŜǎ ǘƘŜ ƭŀƴƎǳŀƎŜ 

ƻŦ ǘƘŜ ǘŜȄǘǎ ǘƘŜƳǎŜƭǾŜǎΣ ōǳǘ ŀƭǎƻ ǘƘŜ ǳǎŜŘ ŦƻǊƳŀǘǎ όŦƻǊ ŜȄŀƳǇƭŜ ŘŀǘŜǎ ŀƴŘ ŎǳǊǊŜƴŎƛŜǎύΦ ¢ƘŜ ƭŀƴƎǳŀƎŜ 

ǎŜƭŜŎǝƻƴ Ŏŀƴ ōŜ ŦƻǳƴŘ ŀǘ ǘƘŜ ōƻǧƻƳ ƭŜƊ ƻƴ ŀƭƭ ǇŀƎŜǎΦ 

 
Figure 10 The language selection in the bottom left corner 

 
 
ƘǳƳŀϯ ǎǳǇǇƻǊǘǎ ōȅ ŘŜŦŀǳƭǘ .ǊƛǝǎƘ 9ƴƎƭƛǎƘ όŜƴπD.ύ ŀƴŘ DŜǊƳŀƴ όŘŜύΦ ¢ƘŜ DŜǊƳŀƴ ŀƴŘ .ǊƛǝǎƘ 9ƴƎƭƛǎƘ 

ƭŀƴƎǳŀƎŜ ǇŀŎƪ ǳǎŜǎ ǘƘŜ нпπƘƻǳǊ ǝƳŜ ǎȅǎǘŜƳΦ 

¢ƘŜ ƭŀƴƎǳŀƎŜ ŀƴŘ ƛǘǎ όǝƳŜύ ŦƻǊƳŀǘǎ Řƻ ƴƻǘ ƛƴƅǳŜƴŎŜ ǘƘŜ ŘŜǾƛŎŜ ƛƴ ŀƴȅ ǿŀȅΦ Lǘ ƻƴƭȅ ŎƘŀƴƎŜǎ ǘƘŜ Ǿƛǎǳŀƭ 

ǊŜǇǊŜǎŜƴǘŀǝƻƴ ƻŦ ǘƘŜ Řŀǘŀ ŎƻƳƛƴƎ ŦǊƻƳ ǘƘŜ ŘŜǾƛŎŜΦ 
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5.10.2 Themes and Dark Mode 

¢ƘŜ ŘŜǎƛƎƴ ƻŦ ƘǳƳŀϯ ǿƛǘƘ ŀƭƭ ƛǘǎ ŎƻƳǇƻƴŜƴǘǎ ƛǎ ōŀǎŜŘ ƻƴ ŎǳǎǘƻƳƛȊŀōƭŜ ǘƘŜƳŜǎΦ ¢ƘŜ ǎǘŀƴŘŀǊŘ ǘƘŜƳŜ ƛǎ 

ŎŀƭƭŜŘ ϦƘƻǇŦ ŘŜŦŀǳƭǘϦΦ hǘƘŜǊ ǘƘŜƳŜǎ ŀǊŜ ŀƭǎƻ ƳŀŘŜ ŀǾŀƛƭŀōƭŜ ŦƻǊ ǇŜƻǇƭŜ ǿƛǘƘ Ǿƛǎǳŀƭ ƛƳǇŀƛǊƳŜƴǘǎΦ {ǿƛǘŎƘƛƴƎ 

ǘƻ ŀ ŘƛũŜǊŜƴǘ ǘƘŜƳŜ Ŏŀƴ ōŜ ŘƻƴŜ ƻƴ ǘƘŜ ŘŜǎƛƎƴ ǇŀƎŜ ǿƛǘƘ ŀ ǎŜƭŜŎǘ ŎƻƳǇƻƴŜƴǘ ƭŀōŜƭƭŜŘ Ϧ¢ƘŜƳŜϦΦ 

9ǾŜǊȅ ǘƘŜƳŜ Ƙŀǎ ŀ ƭƛƎƘǘ ŀƴŘ ŀ ŘŀǊƪ ǾŀǊƛŀƴǘΦ ¢Ƙƛǎ ŀƭƭƻǿǎ Ŝŀǎȅ ǎǿƛǘŎƘƛƴƎ ōŜǘǿŜŜƴ ǘƘŜ ƭƛƎƘǘ ƳƻŘŜ ŀƴŘ ǘƘŜ ŘŀǊƪ 

ƳƻŘŜ ŦƻǊ ŜŀŎƘ ǘƘŜƳŜ ǿƛǘƘ Ƨǳǎǘ ƻƴŜ ŎƭƛŎƪΦ 

¢ƘŜ ōǳǧƻƴ ŦƻǊ ǎǿƛǘŎƘƛƴƎ ōŜǘǿŜŜƴ ƭƛƎƘǘ ŀƴŘ ŘŀǊƪ ƳƻŘŜ ƛǎ ƭƻŎŀǘŜŘ ƛƴ ǘƘŜ ōƻǧƻƳ ǊƛƎƘǘ ŎƻǊƴŜǊ ƻƴ ŀƭƭ ǇŀƎŜǎΦ 

 
Figure 11 The dark mode switcher on the bottom right corner 
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5.10.3 Animation  

ƘǳƳŀϯ ŦŜŀǘǳǊŜǎ ŀ ǎŜǊƛŜǎ ƻŦ ŘƛǎŎǊŜŜǘ ŀƴŘ ǎƘƻǊǘ ŀƴƛƳŀǝƻƴǎ ǘƘŀǘ ǇǊƻǾƛŘŜ ŀ ƳƻǊŜ ǇƭŜŀǎŀƴǘ ǳǎŜǊ ŜȄǇŜǊƛŜƴŎŜ ŀƴŘ 

ŜŀǎŜ ƻŦ ǳǎŜΦ ¢ƘŜ ǎǇŜŜŘ ƻŦ ǘƘŜǎŜ ŀƴƛƳŀǝƻƴǎ ƛǎ ŀƭǎƻ ŀŘƧǳǎǘŀōƭŜ ǳƴŘŜǊ ǘƘŜ ŘŜǎƛƎƴ ǇŀƎŜΦ CǳǊǘƘŜǊƳƻǊŜΣ ƛǘ Ŏŀƴ ōŜ 

ǘǳǊƴŜŘ ƻũ ŀƭǘƻƎŜǘƘŜǊΦ 

Lǘ ƛǎ ǊŜŎƻƳƳŜƴŘŜŘ ǘƻ ǘǳǊƴ ƻũ ǘƘŜ ŀƴƛƳŀǝƻƴ ƛŦ ǘƘŜ ǳǎŜŘ ŎƻƳǇǳǘŜǊ Ƙŀǎ ǾŜǊȅ ƭƛƳƛǘŜŘ ƘŀǊŘǿŀǊŜ ŎŀǇŀōƛƭƛǝŜǎ 

ŀƴŘκƻǊ ǘƘŜ ŀƴƛƳŀǝƻƴǎ ŀǊŜ ƧŜǊƪȅ ŀǎ ǿŜƭƭ ŀǎ ƛƴ ŎŀǎŜ ƻŦ ƎŜƴŜǊŀƭ ǇŜǊŦƻǊƳŀƴŎŜ ǇǊƻōƭŜƳǎΦ 

 

5.10.4 Font and Space Size 

¢ƘŜ ŘŜǎƛƎƴ ǇŀƎŜ ƛƴŎƭǳŘŜǎ ŀ ŎƻƳǇƻƴŜƴǘ όƭŀōŜƭƭŜŘ Ϧ{ƛȊŜ ŀŘƧǳǎǘƳŜƴǘϦύ ǘƻ ŀŘƧǳǎǘ ǘƘŜ ŘŜŦŀǳƭǘ ǎƛȊŜ ƻŦ ŀƭƭ Ŧƻƴǘǎ ŀƴŘ 

ǎǇŀŎŜǎ όŜΦƎΦΣ ōŜǘǿŜŜƴ ŎƻƳǇƻƴŜƴǘǎύΦ tǊŜǎǎƛƴƎ ǘƘŜ Ǉƭǳǎ ōǳǧƻƴ ƛƴŎǊŜŀǎŜǎ ǘƘŜ ǎƛȊŜǎ ŀƴŘ ǇǊŜǎǎƛƴƎ ǘƘŜ Ƴƛƴǳǎ 

ōǳǧƻƴ ŘŜŎǊŜŀǎŜǎ ǘƘŜƳΦ 

¢Ƙƛǎ ŦŜŀǘǳǊŜ ƛǎ ǇǊƛƳŀǊƛƭȅ ƛƳǇƻǊǘŀƴǘ ŦƻǊ ŀ ōǊƻǿǎŜǊ ǿƘƻ ŘƻŜǎ ƴƻǘ ƻũŜǊ ŀŘƧǳǎǘŀōƭŜ ȊƻƻƳ ƭŜǾŜƭǎΦ Lƴ ŀŘŘƛǝƻƴΣ 

ǊŜǎƛȊƛƴƎ ǿƛǘƘ ǘƘƛǎ ŎƻƳǇƻƴŜƴǘ ƛƴǎǘŜŀŘ ƻŦ ǘƘŜ ōǊƻǿǎŜǊ ȊƻƻƳ ƻũŜǊǎ ǘƘŜ ŀŘǾŀƴǘŀƎŜ ƻŦ ŀ ŎƻƴǘǊƻƭƭŜŘ ƅƻǿ ƛƴ ŀƴ 

ŜƴǾƛǊƻƴƳŜƴǘ ǿƘŜǊŜ ƭŀȅƻǳǘǎ ŀƴŘ ǎƛȊŜǎ ŀǊŜ ŀƭǿŀȅǎ ŘƛǎǇƭŀȅŜŘ ŎƻǊǊŜŎǘƭȅΦ ¢Ƙƛǎ Ŏŀƴƴƻǘ ōŜ ƎǳŀǊŀƴǘŜŜŘ ǿƛǘƘ ǘƘŜ 

ōǊƻǿǎŜǊ ȊƻƻƳΣ ǎƻ ǊŜǎƛȊƛƴƎ ǿƛǘƘ ǘƘƛǎ ŎƻƳǇƻƴŜƴǘ ƛǎ ǊŜŎƻƳƳŜƴŘŜŘΦ 
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6 Pages 

!ƭƭ ǇŀƎŜǎ ǘƘŀǘ Ŏŀƴ ōŜ ŦƻǳƴŘ ƛƴ ƘǳƳŀϯ ŀǊŜ ŜȄǇƭŀƛƴŜŘ ƛƴ ŘŜǘŀƛƭ ƛƴ ǘƘƛǎ ŎƘŀǇǘŜǊΦ 

¢ƘŜ ǘŜŎƘƴƛŎŀƭ ŘƻŎǳƳŜƴǘŀǝƻƴ ƻŦ ŜŀŎƘ ƘƻǇŦ ǇǊƻŘǳŎǘ ƭƛǎǘǎ ŀƭƭ ǎǳǇǇƻǊǘŜŘ ƘǳƳŀϯ ǇŀƎŜǎΦ 

aƻǎǘ ǇŀƎŜǎ ŀǊŜ ōŀǎŜŘ ƻƴ ǘƘŜ ƎŜƴŜǊŀƭ ƭŀȅƻǳǘΦ ¢ƘŜ ŎƻƳƳƻƴ ŎƻƳǇƻƴŜƴǘǎ ƻŦ ǘƘŜ ƎŜƴŜǊŀƭ ƭŀȅƻǳǘ ǿƛƭƭ ƴƻǘ ōŜ 

ŜȄǇƭŀƛƴŜŘ ƘŜǊŜΤ ƛƴǎǘŜŀŘΣ ǘƘŜ ƛƴŦƻǊƳŀǝƻƴ Ŏŀƴ ōŜ ŦƻǳƴŘ ƛƴ ŎƘŀǇǘŜǊ рΦоΦ 

6.1 Login 

 

Figure 12 Login page with activated public status and banner 

 

¢ƘŜ ƭƻƎƛƴ ǇŀƎŜ ƛǎ ōǳƛƭǘ ƛƴ ƛǘǎ ƻǿƴ ƭŀȅƻǳǘΦ ! ǇƻǎǎƛōƭŜ ǎǘŀǘǳǎ ǎŜŎǝƻƴ ƛǎ ǇƭŀŎŜŘ ƻƴ ǘƘŜ ƭŜƊ ŀƴŘ ǘƘŜ ŀŎǘǳŀƭ ƭƻƎƛƴ 

ǎŜŎǝƻƴ ƻƴ ǘƘŜ ǊƛƎƘǘΦ ¢ƘŜ ǎǘŀǘǳǎ ǎŜŎǝƻƴ ƛǎ ƻƴƭȅ ŀǾŀƛƭŀōƭŜ ƛŦ ǘƘŜ ǇǳōƭƛŎ ǎǘŀǘǳǎ ǎŜǩƴƎ Ƙŀǎ ōŜŜƴ ŜȄǇƭƛŎƛǘƭȅ 

ŜƴŀōƭŜŘ ƛƴ ǘƘŜ ŎƻƴŬƎΦ hǘƘŜǊǿƛǎŜΣ ǘƘŜ ŎƻƳƳǳƴƛŎŀǝƻƴ ŎƘŀƴƴŜƭ ŦƻǊ ǎǘŀǘǳǎ ǿƛƭƭ ōŜ ŎƻƳǇƭŜǘŜƭȅ ŎƭƻǎŜŘΦ ¢Ƙƛǎ 

ǎŜǩƴƎ Ŏŀƴ ōŜ ŎƘŀƴƎŜŘ ǳƴŘŜǊ сΦрΦрΦмΦмΦ 
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 [ŀōŜƭ 5ŜǎŎǊƛǇǝƻƴ 

м tǊƻŘǳŎǘ {ŜǊƛŜǎ ¢ƘŜ ǇǊƻŘǳŎǘ ǎŜǊƛŜǎ ǘƻ ǿƘƛŎƘ ǘƘŜ ŘŜǾƛŎŜ ōŜƭƻƴƎǎΦ 

н IƻǎǘƴŀƳŜ 
¢ƘŜ ŎǳǊǊŜƴǘƭȅ ǎŜǘ Ƙƻǎǘ ƴŀƳŜ ƻŦ ǘƘŜ ŘŜǾƛŎŜΦ 

¢Ƙƛǎ ƛǎ ŀ ŎƻƴŬƎ ǾŀƭǳŜ ŀƴŘ Ŏŀƴ ōŜ ŎƘŀƴƎŜŘ όŀƊŜǊ ŎƻƴŬƎ ǳǇƭƻŀŘύ ǳƴŘŜǊ сΦсΦнΦмΦмΦ 

о {ȅǎǘŜƳ {ǘŀǘǳǎ 

Lǘ ǊŜǇǊŜǎŜƴǘǎ ǘƘŜ ǎŀƳŜ ǎǘŀǘǳǎ ŀǎ ƛƴ ǘƘŜ ƘŜŀŘŜǊ όǎŜŜ рΦоΦмΤ /ƻƳǇƻƴŜƴǘ пύΦ 

¢ƘŜ ǎȅǎǘŜƳ ǎǘŀǘǳǎ ƴƻǘ ƻƴƭȅ ƛƴŘƛŎŀǘŜǎ ǘƘŜ ƎŜƴŜǊŀƭ ǎǘŀǘǳǎ ƻŦ ǘƘŜ ŘŜǾƛŎŜ ƛǘǎŜƭŦΣ ōǳǘ ŀƭǎƻ 
ǎǳƳƳŀǊƛȊŜǎ ǘƘŜ ǎǘŀǘǳǎ ƻŦ ƛǘǎ ƛƴǎǘŀƭƭŜŘ ōƻŀǊŘǎΦ 

LŦ ǘƘŜ ŘŜǾƛŎŜ ƛǎ ǊǳƴƴƛƴƎ ƅŀǿƭŜǎǎƭȅΣ ōǳǘ ƻƴŜ ƻŦ ƛǘǎ ōƻŀǊŘǎ Ƙŀǎ ŀƴ ŜǊǊƻǊΣ ǘƘŜ ǎȅǎǘŜƳ 
ǎǘŀǘǳǎ ǿƛƭƭ ōŜ ŀǘ ƭŜŀǎǘ ϦǿŀǊƴϦ ƻǊ ŜǾŜƴ ϦŜǊǊƻǊϦΦ 

п 5ŜǾƛŎŜ [ƻŎŀǝƻƴ 
¢ƘŜ ƭƻŎŀǝƻƴΣ ǎǇŜŎƛŬŜŘ ƛƴ ǘƘŜ ŎƻƴŬƎΣ ǿƘŜǊŜ ǘƘŜ ŘŜǾƛŎŜ ƛǎ ǎƛǘǳŀǘŜŘΦ  

¢Ƙƛǎ ƛǎ ŀ ŎƻƴŬƎ ǾŀƭǳŜ ŀƴŘ Ŏŀƴ ōŜ ŎƘŀƴƎŜŘ όŀƊŜǊ ŎƻƴŬƎ ǳǇƭƻŀŘύ ǳƴŘŜǊ сΦрΦмΦмΦоΦ 

р /ƻƴǘŀŎǘ LƴŦƻǊƳŀǝƻƴ 
¢ƘŜ ŎƻƴǘŀŎǘ ƛƴŦƻǊƳŀǝƻƴ ƛǎ ǎǇŜŎƛŬŜŘ ƛƴ ǘƘŜ ŎƻƴŬƎΦ 

¢Ƙƛǎ ƛǎ ŀ ŎƻƴŬƎ ǾŀƭǳŜ ŀƴŘ Ŏŀƴ ōŜ ŎƘŀƴƎŜŘ όŀƊŜǊ ŎƻƴŬƎ ǳǇƭƻŀŘύ ǳƴŘŜǊ сΦрΦмΦмΦоΦ 

с .ŀƴƴŜǊ 

¢ƘŜ ōŀƴƴŜǊ ƛǎ ǎǇŜŎƛŬŜŘ ƛƴ ǘƘŜ ŎƻƴŬƎΦ Lǘǎ Ƴŀƛƴ ǇǳǊǇƻǎŜ ƛǎ ǘƻ ǇǊŜǎŜƴǘ ŎǳǎǘƻƳƛȊŀōƭŜ 
ƛƴŦƻǊƳŀǝƻƴ ǘƻ ǘƘŜ ǳǎŜǊΦ 

¢ƘŜ ƛƴŦƻǊƳŀǝƻƴ ǘŜȄǘ ƛǎ ŜƴŎƻŘŜŘ ƛƴ ¦¢CπуΦ ¢Ƙƛǎ ƛǎ ŀ ŎƻƴŬƎ ǾŀƭǳŜ ŀƴŘ Ŏŀƴ ōŜ ŎƘŀƴƎŜŘ 
όŀƊŜǊ ŎƻƴŬƎ ǳǇƭƻŀŘύ ǳƴŘŜǊ сΦрΦмΦмΦоΦ 

т ¦ǎŜǊƴŀƳŜ LƴǇǳǘ 
¢ƘŜ ǳǎŜǊƴŀƳŜ ƛƴǇǳǘ ŀŎŎŜǇǘǎ ƻƴƭȅ ŀƭǇƘŀƴǳƳŜǊƛŎ ƛƴǇǳǘǎΦ 

¢ƘŜ ƴǳƳōŜǊ ƻŦ ŎƘŀǊŀŎǘŜǊǎ Ƙŀǎ ǘƻ ōŜ ōŜǘǿŜŜƴ о ŀƴŘ нлΦ 

у tŀǎǎǿƻǊŘ LƴǇǳǘ ¢ƘŜ ǇŀǎǎǿƻǊŘ ƛƴǇǳǘ ŀŎŎŜǇǘǎ ƳŀȄƛƳŀƭ млл ŎƘŀǊŀŎǘŜǊǎΦ 
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ф [ƻƎƛƴ .ǳǧƻƴ 

tǊŜǎǎƛƴƎ ǘƘŜ ƭƻƎƛƴ ōǳǧƻƴ ǿƛƭƭ ŀǧŜƳǇǘ ǘƻ ƭƻƎ ǘƘŜ ǳǎŜǊ ƛƴ ǿƛǘƘ ǘƘŜ ǎǇŜŎƛŬŜŘ 
ŎǊŜŘŜƴǝŀƭǎ ŦǊƻƳ ǘƘŜ ǳǎŜǊƴŀƳŜ όтύ ŀƴŘ ǇŀǎǎǿƻǊŘ όуύ ƛƴǇǳǘΦ 

Lƴ ŎŀǎŜ ƻŦ ŀ ǎǳŎŎŜǎǎŦǳƭ ƭƻƎƛƴΣ ǘƘŜ ǳǎŜǊ ǿƛƭƭ ōŜ ƴƻǊƳŀƭƭȅ2 ǊŜŘƛǊŜŎǘŜŘ ǘƻ ǘƘŜ ǎǘŀǊǘ ǇŀƎŜΦ 
LŦ ǘƘŜ ƭƻƎƛƴ ƛǎ ǳƴǎǳŎŎŜǎǎŦǳƭΣ ŀ ǘƻŀǎǘ ǿƛǘƘ ŀƴ ŜǊǊƻǊ ƳŜǎǎŀƎŜ ƛǎ ŘƛǎǇƭŀȅŜŘΦ 

 

 

!ƊŜǊ ǎŜǾŜǊŀƭ ŦŀƛƭŜŘ ƭƻƎƛƴ ŀǧŜƳǇǘǎΣ ǘƘŜ ǳǎŜǊ ƛǎ ǇǊƻƘƛōƛǘŜŘ ŦǊƻƳ ƳŀƪƛƴƎ ŦǳǊǘƘŜǊ 
ŀǧŜƳǇǘǎ ŦƻǊ ŀ ŎŜǊǘŀƛƴ ǇŜǊƛƻŘ ƻŦ ǝƳŜΦ 

/ƻƴŬƎǳǊŀǝƻƴ ŘŜǘŀƛƭǎ ŀōƻǳǘ ǘƘŜ ŎƻƻƭŘƻǿƴ Ŏŀƴ ōŜ ŦƻǳƴŘ ǳƴŘŜǊ сΦрΦрΦмΦмΦ 

 

мл 
!ŘŘƛǝƻƴŀƭ 
LƴŦƻǊƳŀǝƻƴ 

Lƴ ǘƘƛǎ ŎƻƳǇƻƴŜƴǘ ŀŘŘƛǝƻƴŀƭ ƛƴŦƻǊƳŀǝƻƴ Ŏŀƴ ōŜ ŦƻǳƴŘΣ ǎǳŎƘ ŀǎ ǘƘŜ ƘǳƳŀϯ ǾŜǊǎƛƻƴ 

 

 

  

 
2 bŀǾƛƎŀǝƴƎ ǘƻ ŀ ǎǇŜŎƛŬŎ ǇŀƎŜ ŦǊƻƳ ǘƘŜ ōǊƻǿǎŜǊ ŀŘŘǊŜǎǎ ōŀǊ ǿƛǘƘƻǳǘ ǘƘŜ ǳǎŜǊ ōŜƛƴƎ ƭƻƎƎŜŘ ƛƴ ǿƛƭƭ ǊŜŘƛǊŜŎǘ ǘƘŜ ǳǎŜǊ ǘƻ ǘƘŜ ƭƻƎƛƴ ǇŀƎŜΦ !ƊŜǊ ŀ 

ǎǳŎŎŜǎǎŦǳƭ ƭƻƎƛƴΣ ǘƘŜ ǳǎŜǊ ǿƛƭƭ ōŜ ōǊƻǳƎƘǘ ǘƻ ǘƘŜ ǇǊŜǾƛƻǳǎƭȅ ŜƴǘŜǊŜŘ ǇŀƎŜ ƛƴǎǘŜŀŘ ƻŦ ǘƘŜ ǎǘŀǊǘ ǇŀƎŜΦ !ƊŜǊ ŦŀŎǘƻǊȅ ŘŜŦŀǳƭǘ ǘƘŜ ǳǎŜǊ ǿƛƭƭ ōŜ ōǊƻǳƎƘǘ ǘƻ 
ǘƘŜ {ŜǘǳǇ ǿƛȊŀǊŘ ǇŀƎŜ ǳƴǝƭ ƘŜ ŎƭƛŎƪǎ ǘƘŜ CƛƴƛǎƘ ǎŜǘǳǇ ōǳǧƻƴ ƻƴ ǘƘŜ {ŜǘǳǇ ǿƛȊŀǊŘ ǇŀƎŜΦ 
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6.2 Start Page 

¢ƘŜ ǎǘŀǊǘ ǇŀƎŜ Ŏƻƴǘŀƛƴǎ ŜǎǎŜƴǝŀƭ ƛƴŦƻǊƳŀǝƻƴ ŀōƻǳǘ ǘƘŜ ŘŜǾƛŎŜΦ hƴŜ ƻŦ ǘƘŜ Ƴƻǎǘ ƛƳǇƻǊǘŀƴǘ ŎƻƳǇƻƴŜƴǘǎ ƻƴ 

ǘƘƛǎ ǇŀƎŜ ƛǎ ǘƘŜ ŜǾŜƴǘ ƭƻƎΦ ¢ƘŜǊŜ ƛǎ ŀƭǎƻ ŀ ŎƻƳǇƻƴŜƴǘ ǘƘŀǘ ǾƛǎǳŀƭƛȊŜǎ ǘƘŜ ŜƴǝǊŜ ŘŜǾƛŎŜΣ ƛƴŎƭǳŘƛƴƎ ƭƛǾŜ όǎǘŀǘǳǎύ 

ƛƴŦƻǊƳŀǝƻƴ ŀƴŘ ŀƭǎƻ ƛƴǘŜǊŀŎǝƻƴ ƻǇǝƻƴǎΦ 

¢ƘŜ ǎǘŀǊǘ ǇŀƎŜ Ŏŀƴ ōŜ ǊŜŀŎƘŜŘ ƛƴ ǎŜǾŜǊŀƭ ǿŀȅǎΦ !ƊŜǊ ǘƘŜ ƭƻƎƛƴΣ ǘƘŜ ǳǎŜǊ ǿƛƭƭ ōŜ ŦƻǊǿŀǊŘŜŘ ǘƻ ǘƘƛǎ ǇŀƎŜ ōȅ 

ŘŜŦŀǳƭǘΦ !ŘŘƛǝƻƴŀƭƭȅΣ ŎƭƛŎƪƛƴƎ ƻƴ ǘƘŜ ŎƻƳǇƻƴŜƴǘǎ /ƻƳǇŀƴȅ ƭƻƎƻ ƻǊ 5ŜǾƛŎŜ ǎǘŀǘǳǎ ƛƴ ǘƘŜ ƘŜŀŘŜǊ όǎŜŜ рΦоΦмΤ 

/ƻƳǇƻƴŜƴǘ о ŀƴŘ пύ ƭŜŀŘǎ ǘƻ ǘƘŜ ǎǘŀǊǘ ǇŀƎŜΦ 

 
Figure 13 Start Page of device 6890 
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6.2.1 Event Log 

¢ƘŜ ŜǾŜƴǘ ƭƻƎ ƛǎ ŀ ƭƛǎǘ ŎƻƴǘŀƛƴƛƴƎ ŀƭƭ ƻŎŎǳǊǊŜŘ ŜǾŜƴǘǎΣ ǿƘƛŎƘ Ŏŀƴ ōŜ ŬƭǘŜǊŜŘ ŀƴŘ ƳƻŘƛŬŜŘΦ 

.ȅ ŘŜŦŀǳƭǘΣ ǘƘƛǎ ŎƻƳǇƻƴŜƴǘ ƛǎ ŎƻƭƭŀǇǎŜŘ ŀƴŘ ǘƘŜ ŘŜǾƛŎŜ ǾƛŜǿ ƛǎ ŜȄǇŀƴŘŜŘΦ IƻǿŜǾŜǊΣ ŀƴ ŜǾŜƴǘ ǇǊŜǾƛŜǿ ŀƭǿŀȅǎ 

ǎƘƻǿǎ Ƙƻǿ Ƴŀƴȅ ŜǾŜƴǘǎ ƘŀǾŜ ƻŎŎǳǊǊŜŘ ŦƻǊ ŜŀŎƘ ǘȅǇŜΦ 5ƛǎŀōƭƛƴƎ ǘƘŜ ŎƻƭƭŀǇǎŜ ŜǾŜƴǘ ƭƻƎ ǎŜǩƴƎ ƛƴ ǘƘŜ ŎƻƴŬƎ 

ǊŜǾŜǊǎŜǎ ǘƘƛǎ ōŜƘŀǾƛƻǳǊ όǎŜŜ сΦрΦмΦмΦоύΦ 

¢ƘŜ ŜǾŜƴǘ ŘŀǘŜ ƛǎ ƛƴ ǘƘŜ ŦƻǊƳŀǘ 55κaaκ¸¸¸¸ ƛƴ 9ƴƎƭƛǎƘ ƭŀƴƎǳŀƎŜ ŀƴ 55ΦaaΦ¸¸¸¸ ƛƴ DŜǊƳŀƴ ƭŀƴƎǳŀƎŜΦ 

 

Figure 14 Expanded event log with Info and Acknowledged filter disabled 

 

 [ŀōŜƭ 5ŜǎŎǊƛǇǝƻƴ 

м 9ǾŜƴǘ tǊŜǾƛŜǿ 
¢ƘŜ ŜǾŜƴǘ ǇǊŜǾƛŜǿ ǎƘƻǿǎ Ƙƻǿ Ƴŀƴȅ ŜǾŜƴǘǎ ƘŀǾŜ ƻŎŎǳǊǊŜŘ ŦƻǊ ŜŀŎƘ ǘȅǇŜΦ Lǘ ƛǎ 
ŘƛǎǇƭŀȅŜŘ ƛƴ ōƻǘƘ ŎƻƭƭŀǇǎŜŘ ŀƴŘ ŜȄǇŀƴŘŜŘ ǎǘŀǘŜǎΦ 

н 9ǾŜƴǘ ¢ȅǇŜ ¢ƘŜ ŜǾŜƴǘ ǘȅǇŜ ƻŦ ŀ ŎŜǊǘŀƛƴ ŜǾŜƴǘΦ 

о 9ǾŜƴǘ ¢ƛƳŜǎǘŀƳǇ 
¢ƘŜ ǝƳŜǎǘŀƳǇ ƛƴŘƛŎŀǘŜǎ ŜȄŀŎǘƭȅ ǿƘŜƴ ŀ ŎŜǊǘŀƛƴ ŜǾŜƴǘ ƻŎŎǳǊǊŜŘΦ ¢ƘŜ ǾƛǎǳŀƭƛȊŀǝƻƴ 
Ƴŀȅ ŎƘŀƴƎŜ ǎƭƛƎƘǘƭȅ ŘŜǇŜƴŘƛƴƎ ƻƴ ǘƘŜ ǝƳŜȊƻƴŜ ŀƴŘ ƭŀƴƎǳŀƎŜ ǎŜǩƴƎΦ 

п 9ǾŜƴǘ aŜǎǎŀƎŜ ¢ƘŜ ŜǾŜƴǘ ƳŜǎǎŀƎŜ ŜȄǇƭŀƛƴǎ ŀ ŎŜǊǘŀƛƴ ŜǾŜƴǘ ƛƴ ǘƘŜ ƭŀƴƎǳŀƎŜ ǎŜǘ ōȅ ǘƘŜ ǳǎŜǊΦ 

р !ŎƪƴƻǿƭŜŘƎŜ .ǳǧƻƴ 
tǊŜǎǎƛƴƎ ǘƘƛǎ ōǳǧƻƴ ǿƛƭƭ ŀŎƪƴƻǿƭŜŘƎŜ ŀ ŎŜǊǘŀƛƴ ŜǾŜƴǘΦ !ŎƪƴƻǿƭŜŘƎŜŘ ŜǾŜƴǘǎ Ŏŀƴ 
ōŜ ŬƭǘŜǊŜŘ ƻǳǘ ǎƻ ǘƘŀǘ ǘƘŜ ǳǎŜǊ ƻƴƭȅ ŜƴŎƻǳƴǘŜǊǎ ŜǾŜƴǘǎ ǘƘŀǘ ƘŀǾŜ ƴƻǘ ȅŜǘ ōŜŜƴ 
ǎŜŜƴΦ 
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с 5ŜƭŜǘŜ .ǳǧƻƴ tǊŜǎǎƛƴƎ ǘƘƛǎ ōǳǧƻƴ ǿƛƭƭ ŘŜƭŜǘŜ ŀ ŎŜǊǘŀƛƴ ŜǾŜƴǘ ŦǊƻƳ ǘƘŜ ŜǾŜƴǘ ƭƛǎǘΦ 

т {ƻǳǊŎŜ [ƛƴƪ 
9ŀŎƘ ŜǾŜƴǘ Ƙŀǎ ŀƴ ƻǊƛƎƛƴŀǝƴƎ ǎƻǳǊŎŜΦ ¢Ƙƛǎ ƭƛƴƪ ƭŜŀŘǎ ǘƻ ǘƘŜ Ǉƻǎƛǝƻƴ ǿƘŜǊŜ ǘƘŜ 
ŜǾŜƴǘ ƻŎŎǳǊǊŜŘΦ 

у 9ǾŜƴǘ /ƻŘŜ ¢ƘŜ ŜǾŜƴǘ ŎƻŘŜ ƻŦ ŀ ŎŜǊǘŀƛƴ ŜǾŜƴǘΦ 

ф 9ǊǊƻǊ CƛƭǘŜǊ CƛƭǘŜǊ ŦƻǊ ŀƭƭ ŜǾŜƴǘǎ ǿƛǘƘ ŜǾŜƴǘ ǘȅǇŜ ϦŜǊǊƻǊϦΦ 

мл ²ŀǊƴƛƴƎ CƛƭǘŜǊ CƛƭǘŜǊ ŦƻǊ ŀƭƭ ŜǾŜƴǘǎ ǿƛǘƘ ŜǾŜƴǘ ǘȅǇŜ ϦǿŀǊƴϦΦ 

мм LƴŦƻ CƛƭǘŜǊ CƛƭǘŜǊ ŦƻǊ ŀƭƭ ŜǾŜƴǘǎ ǿƛǘƘ ŜǾŜƴǘ ǘȅǇŜ ϦƛƴŦƻϦΦ 

мн !ŎƪƴƻǿƭŜŘƎŜ CƛƭǘŜǊ CƛƭǘŜǊ ŦƻǊ ŀƭƭ ŜǾŜƴǘǎ ǘƘŀǘ ŀǊŜ ŀƭǊŜŀŘȅ ŀŎƪƴƻǿƭŜŘƎŜŘΦ 

мо wŜŦǊŜǎƘ .ǳǧƻƴ wŜŦǊŜǎƘŜǎ ǘƘŜ ŜǾŜƴǘ ƭƛǎǘΦ 

мп 5ƻǿƴƭƻŀŘ .ǳǧƻƴ 5ƻǿƴƭƻŀŘǎ ǘƘŜ ŜǾŜƴǘ ƭƛǎǘΦ ¢ƘŜ ŘƻǿƴƭƻŀŘŜŘ ŜǾŜƴǘ ƭƛǎǘ ƛǎ ƛƴ /{± ŦƻǊƳŀǘΦ 

мр 
!ŎƪƴƻǿƭŜŘƎŜ !ƭƭ 
.ǳǧƻƴ 

tǊŜǎǎƛƴƎ ǘƘƛǎ ōǳǧƻƴ ŀŎƪƴƻǿƭŜŘƎŜǎ ŀƭƭ ŜǾŜƴǘǎ ǘƘŀǘ ƘŀǾŜ ƴƻǘ ȅŜǘ ōŜŜƴ 
ŀŎƪƴƻǿƭŜŘƎŜŘΦ 

мс 5ŜƭŜǘŜ !ƭƭ .ǳǧƻƴ tǊŜǎǎƛƴƎ ǘƘƛǎ ōǳǧƻƴ ǿƛƭƭ ŘŜƭŜǘŜ ŀƭƭ ŜǾŜƴǘǎ ŦǊƻƳ ǘƘŜ ŜǾŜƴǘ ƭƛǎǘΦ 
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6.2.2 Device View 

¢ƘŜ ŘŜǾƛŎŜ ǾƛŜǿ ǎƘƻǿǎ ǘƘŜ ŎǳǊǊŜƴǘ ǎǘŀǘŜ ƻŦ ǘƘŜ ƘƻǇŦ ŘŜǾƛŎŜ ǾƛǊǘǳŀƭƭȅ ƛƴ ƘǳƳŀϯΦ ¢Ƙƛǎ ŎƻƳǇƻƴŜƴǘ ƛǎ ƴƻǘ Ƨǳǎǘ ŀ 

ǎǘŀǝŎ ƛƳŀƎŜΣ ōǳǘ ƘƛƎƘƭȅ ŘȅƴŀƳƛŎΦ CƻǊ ŜȄŀƳǇƭŜΣ ǘƘŜ ŀŎǝǾŀǘŜŘ ǎǘŀǘǳǎ [95ǎ ƭƛƎƘǘ ǳǇΣ ǘƘŜ ǘŜȄǘ ƻƴ ǘƘŜ ǎŎǊŜŜƴǎ 

ŎƻǊǊŜǎǇƻƴŘǎ ǘƻ ǊŜŀƭƛǘȅ ŀƴŘ ǘƘŜ ŀǊǊŀƴƎŜƳŜƴǘ ƻŦ ǘƘŜ ōƻŀǊŘǎ ƛǎ ŘƛǎǇƭŀȅŜŘ ŎƻǊǊŜŎǘƭȅΦ !ŘŘƛǝƻƴŀƭƭȅΣ Ƴƻǎǘ ǇŀǊǘǎ ƻŦ 

ǘƘŜ ƛƳŀƎŜ ƘŀǾŜ ǘƻƻƭǝǇǎ ǿƛǘƘ ŘŜǘŀƛƭŜŘ ƛƴŦƻǊƳŀǝƻƴ ŀƴŘ ǘƘŜ ōƻŀǊŘǎ ŀǊŜ ŎƭƛŎƪŀōƭŜΣ ǿƘƛŎƘ ǘŀƪŜǎ ǘƘŜ ǳǎŜǊ ǘƻ ǘƘŜ 

ŀǇǇǊƻǇǊƛŀǘŜ ōƻŀǊŘ ǎǘŀǘǳǎ ǇŀƎŜΦ 

  

Figure 15 The Device View from device 8100 with five boards installed 

 

Figure 16 The Device View from device 6890 

 
{ƛƴŎŜ ŜǾŜǊȅ ƘƻǇŦ ŘŜǾƛŎŜ ƛǎ ŘƛũŜǊŜƴǘΣ ƻƴƭȅ ǘƘŜ ŎƻƳǇƻƴŜƴǘǎ ǘƘŀǘ ŀǊŜ ŎƻƳƳƻƴ ǘƻ ǘƘŜ ǇǊƻŘǳŎǘ ǇƻǊǜƻƭƛƻ ŀǊŜ 

ŜȄǇƭŀƛƴŜŘ ƘŜǊŜΥ 

 [ŀōŜƭ 5ŜǎŎǊƛǇǝƻƴ 

м {ȅǎǘŜƳ {ǘŀǘǳǎ [95 

5ŜǾƛŎŜǎ ǘƘŀǘ Ŏŀƴ ŀŎŎƻƳƳƻŘŀǘŜ ƳǳƭǝǇƭŜ ōƻŀǊŘǎ ƛƴ ǘƘŜƛǊ ǇƘȅǎƛŎŀƭ ǳƴƛǘ ŀǊŜ ŜǉǳƛǇǇŜŘ 
ǿƛǘƘ ŀ {ȅǎǘŜƳ {ǘŀǘǳǎ [95Φ Lǘ Ŏƻƴǎƛǎǘǎ ƻŦ ǘƘǊŜŜ ŘƛũŜǊŜƴǘ [95ǎΦ 

¢ƘŜ ŎƻƭƻǊǎ ŀǊŜ ŘŜŬƴŜŘ ǳƴŘŜǊ рΦрΦмΦ 

Lǘ ǊŜǇǊŜǎŜƴǘǎ ǘƘŜ ǎŀƳŜ ǎǘŀǘǳǎ ŀǎ ƛƴ ǘƘŜ ƘŜŀŘŜǊ όǎŜŜ рΦоΦмΤ /ƻƳǇƻƴŜƴǘ пύ 

н LƴŦƻ 5ƛǎǇƭŀȅ 
¢Ƙƛǎ ŎƻƳǇƻƴŜƴǘ ƳƛǊǊƻǊǎ ǘƘŜ ǘŜȄǘ ƻƴ ǘƘŜ ǇƘȅǎƛŎŀƭ ŘŜǾƛŎŜϥǎ ŘƛǎǇƭŀȅ ŜȄŀŎǘƭȅ ŀǎ ƛǘ 
ŀǇǇŜŀǊǎΦ 
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о .ƻŀǊŘ {ǘŀǘǳǎ [95 

5ŜǾƛŎŜǎ ǘƘŀǘ ƘŀǾŜ ǎǘŀǘǳǎ [95ǎ ŀƴŘ Ŏŀƴƴƻǘ ŀŎŎƻƳƳƻŘŀǘŜ ƳǳƭǝǇƭŜ ōƻŀǊŘǎ ŀǊŜ 
ŜǉǳƛǇǇŜŘ ǿƛǘƘ ŀ .ƻŀǊŘ {ǘŀǘǳǎ [95Φ Lǘ Ŏƻƴǎƛǎǘǎ ƻŦ ǘƘǊŜŜ ŘƛũŜǊŜƴǘ [95ǎΦ 

¢ƘŜ ŎƻƭƻǊǎ ŀǊŜ ŘŜŬƴŜŘ ǳƴŘŜǊ рΦрΦмΦ 

Lǘ ǊŜǇǊŜǎŜƴǘǎ ǘƘŜ ǎŀƳŜ ǎǘŀǘǳǎ ŀǎ ƛƴ ǘƘŜ ōƻŀǊŘ ǎǘŀǘǳǎ ǇŀƎŜ όǎŜŜ сΦсΦмΦмΦмύ 

п 
bŜǘǿƻǊƪ LƴǘŜǊŦŀŎŜ 
LƴŘƛŎŀǘƻǊ 

5ŜǇŜƴŘƛƴƎ ƻƴ ǿƘŜǘƘŜǊ ŀƴ ƛƴǘŜǊŦŀŎŜ ƛǎ ¦Ǉ ƻǊ 5ƻǿƴΣ ǘƘŜ ǊŜǇǊŜǎŜƴǘŀǝƻƴ ƛǎ ŎƘŀƴƎŜŘΦ 
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6.3 User Settings Page 

¢ƘŜ ¦ǎŜǊ {ŜǩƴƎǎ tŀƎŜ Ŏŀƴ ōŜ ǊŜŀŎƘŜŘ ōȅ ǇǊŜǎǎƛƴƎ ǘƘŜ ŎƻǊǊŜǎǇƻƴŘƛƴƎ ƭƛƴƪ ƛƴ ǘƘŜ ¦ǎŜǊ aŜƴǳ όǎŜŜ рΦоΦмΤ 

/ƻƳǇƻƴŜƴǘ тύΦ ¢Ƙƛǎ ǇŀƎŜ Ŏƻƴǎƛǎǘǎ ƻŦ ǘƘŜ ǎŜŎǝƻƴ Ϧ/ƘŀƴƎŜ ǇŀǎǎǿƻǊŘϦ ŀƴŘ Ϧ[ƻŎŀƭ ǎǘƻǊŀƎŜϦΦ 

 
Figure 17 User Settings Page 

 

¢ƘŜ Ϧ/ƘŀƴƎŜ ǇŀǎǎǿƻǊŘϦ ǎŜŎǝƻƴ ƛǎ ƻƴƭȅ ŀǾŀƛƭŀōƭŜ ƛŦ ǘƘŜ ǳǎŜǊ ƛǎ ƭƻƎƎŜŘ ƛƴ ǿƛǘƘ ǘƘŜ [ƻƎƛƴ aŜǘƘƻŘ Ϧ[ƻŎŀƭ 

5ŜǾƛŎŜϦ όǎŜŜ сΦрΦпΦоΦмύΦ ¢ƘŜ ǳǎŜǊ Ŏŀƴ ŎƘŀƴƎŜ ǘƘŜƛǊ ƻǿƴ ǇŀǎǎǿƻǊŘ ǘƘŜǊŜΦ  

/ƘŀƴƎƛƴƎ ǘƘŜ ǇŀǎǎǿƻǊŘ ǊŜǉǳƛǊŜǎ ŜƴǘŜǊƛƴƎ ǘƘŜ ƻƭŘ ǇŀǎǎǿƻǊŘ ŀƴŘ ǘƘŜ ƴŜǿ ǇŀǎǎǿƻǊŘΦ Lƴ ŀŘŘƛǝƻƴΣ ǘƘŜ ƴŜǿ 

ǇŀǎǎǿƻǊŘ Ƴǳǎǘ ōŜ ŜƴǘŜǊŜŘ ǘǿƛŎŜ ǘƻ ŜƴǎǳǊŜ ŎƻǊǊŜŎǘ ŜƴǘǊȅΦ 

hƴƭȅ ŀƭǇƘŀƴǳƳŜǊƛŎ ŀƴŘ ŦƻƭƭƻǿƛƴƎ ŎƘŀǊŀŎǘŜǊǎ ŀǊŜ ŀŎŎŜǇǘŜŘ ǿƘŜƴ ŜƴǘŜǊƛƴƎ ǘƘŜ ǇŀǎǎǿƻǊŘΥ  

ψ π ϝ Η κ Ґ Κ ώ ϐ Φ Ϫ 

¢ƘŜ ƴǳƳōŜǊ ƻŦ ŎƘŀǊŀŎǘŜǊǎ Ƙŀǎ ǘƻ ōŜ ōŜǘǿŜŜƴ с ŀƴŘ нлΦ 

 

¢ƘŜ Ϧ[ƻŎŀƭ ǎǘƻǊŀƎŜϦ ǎŜŎǝƻƴ ƛǎ ŎƻƴŎŜǊƴŜŘ ŀōƻǳǘ ǘƘŜ ōǊƻǿǎŜǊ ǎǘƻǊŀƎŜΦ !ƭƭ ǾŀƭǳŜǎ ǎǘƻǊŜŘ ƛƴ ǘƘŜ ōǊƻǿǎŜǊΣ ǎǳŎƘ 

ŀǎ ŎƻƴŬƎ ǾŀƭǳŜǎ ŎǳǊǊŜƴǘƭȅ ǎŜǘ ōȅ ǘƘŜ ǳǎŜǊ όōǳǘ ƴƻǘ ǳǇƭƻŀŘŜŘύ ŀƴŘ ƴƻƴπǎŜƴǎƛǝǾŜ ǳǎŜǊ ŘŀǘŀΣ Ŏŀƴ ōŜ ǊŜǎŜǘ 

ǳƴŘŜǊ ǘƘŜ Ϧ[ƻŎŀƭ ǎǘƻǊŀƎŜϦ ǎŜŎǝƻƴΦ Lǘ ƛǎ ǊŜŎƻƳƳŜƴŘŜŘ ǘƻ ǊŜǎŜǘ ǘƘŜ ƭƻŎŀƭ ǎǘƻǊŀƎŜ ƛƴ ŎŀǎŜ ƻŦ ǳƴƪƴƻǿƴ ŜǊǊƻǊǎΦ 
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6.4 Design Page 

¢ƘŜ 5ŜǎƛƎƴ tŀƎŜ Ŏŀƴ ōŜ ǊŜŀŎƘŜŘ ōȅ ǇǊŜǎǎƛƴƎ ǘƘŜ ŎƻǊǊŜǎǇƻƴŘƛƴƎ ƭƛƴƪ ƛƴ ǘƘŜ ¦ǎŜǊ aŜƴǳ όǎŜŜ рΦоΦмΤ 

/ƻƳǇƻƴŜƴǘ тύΦ 

 
Figure 18 Design Page 

 
±ŀǊƛƻǳǎ ŘŜǎƛƎƴ ŎƘŀƴƎŜǎ Ŏŀƴ ōŜ ƳŀŘŜ ƻƴ ǘƘŜ 5ŜǎƛƎƴ tŀƎŜ ǿƛǘƘ ƛǘǎ ǘƘǊŜŜ ŎǳǎǘƻƳƛȊŀǝƻƴ ŎƻƳǇƻƴŜƴǘǎΦ 

¢ƘŜ ƛƴƛǝŀƭ ǾŀƭǳŜǎ ƻŦ ŀƭƭ ǘƘŜ ŎƻƳǇƻƴŜƴǘǎ ƻƴ ǘƘƛǎ ǇŀƎŜ ƻǊƛƎƛƴŀǘŜ ŦǊƻƳ ǘƘŜ ŎƻƴŬƎ ǎŜǩƴƎǎΣ ǎŜǘ ƻƴ ǘƘŜ 5ŜǾƛŎŜ 

{ŜǩƴƎǎ ƎŜƴŜǊŀƭ ŎƻƴŬƎ ǇŀƎŜ όǎŜŜ сΦрΦмΦмΦоύΦ 

!ƭƭ ǎŜǩƴƎǎ ƻƴ ǘƘƛǎ ǇŀƎŜ ŀǊŜ ǎǘƻǊŜŘ ƻƴƭȅ ƛƴ ǘƘŜ ōǊƻǿǎŜǊ ǎǘƻǊŀƎŜ ŀƴŘ ƻǾŜǊǊǳƭŜ ǘƘŜ ƛƴƛǝŀƭƭȅ ǎŜǘ ǾŀƭǳŜǎΦ ¢ƘŜǊŜ ƛǎ 

ƴƻ ƛƴǘŜǊŀŎǝƻƴ ǿƛǘƘ ǘƘŜ ŘŜǾƛŎŜΦ ¢Ƙƛǎ ŀƭǎƻ ƳŜŀƴǎ ǘƘŀǘ ǘƘŜ ǎŜǩƴƎǎ ŀǊŜ ƴƻǘ ƭƛƴƪŜŘ ǘƻ ŀ ǳǎŜǊΦ !ƭƭ ŘŜǎƛƎƴ ŎƘŀƴƎŜǎ 

ŀǊŜ ǎŀǾŜŘ ƛƴ ǘƘŜ ŎǳǊǊŜƴǘƭȅ ǳǎŜŘ ōǊƻǿǎŜǊΦ 

CƻǊ ŜȄŀƳǇƭŜΣ ƛŦ ŀ ǳǎŜǊ ŎƘŀƴƎŜǎ ǘƘŜ ǘƘŜƳŜ ƛƴ DƻƻƎƭŜ /ƘǊƻƳŜ ŀƴŘ ǘƘŜƴ ǳǎŜǎ aƻȊƛƭƭŀ CƛǊŜŦƻȄΣ ǘƘŜ ǳǎŜǊ ǿƛƭƭ 

ŜƴŎƻǳƴǘŜǊ ǘƘŜ ŘŜŦŀǳƭǘ ǘƘŜƳŜ ŀƴŘ ƴƻǘ ǘƘŜ ǘƘŜƳŜ ǎŜǘ ƛƴ DƻƻƎƭŜ /ƘǊƻƳŜΦ 

 

LƴǇǳǘ [ŀōŜƭ 5ŜǎŎǊƛǇǝƻƴ 

!ƴƛƳŀǝƻƴ 

hũ ς !ƴƛƳŀǝƻƴ ƛǎ ǘǳǊƴŜŘ ƻũ 

{ƭƻǿ ς !ƴƛƳŀǝƻƴ ŘǳǊŀǝƻƴΥ лΦр ǎŜŎƻƴŘǎ 

5ŜŦŀǳƭǘ ς !ƴƛƳŀǝƻƴ ŘǳǊŀǝƻƴΥ лΦо ǎŜŎƻƴŘǎ 

Cŀǎǘ ς !ƴƛƳŀǝƻƴ ŘǳǊŀǝƻƴΥ лΦмс ǎŜŎƻƴŘǎ 

¢ƘŜƳŜ 

ƘƻǇŦ ŘŜŦŀǳƭǘ ς 5ŜŦŀǳƭǘ ŎƻƭƻǊǎ ŀǊŜ ǿƘƛǘŜΣ ƎǊŀȅ ŀƴŘ ƘƻǇŦ ƎǊŜŜƴ 

/ƻƭƻǊ ōƭƛƴŘ ς !ƭƭ ŎƻƭƻǊǎ ŦǊƻƳ ϦƘƻǇŦ ŘŜŦŀǳƭǘϦ ŀǊŜ ŀŘŀǇǘŜŘ ŦƻǊ ǳǎŜǊǎ ǿƛǘƘ tǊƻǘŀƴƻǇƛŀ ƻǊ 
5ŜǳǘŜǊŀƴƻǇƛŀ 
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/ƻƭƻǊ ōƭƛƴŘ όaƻƴƻŎƘǊƻƳŀŎȅύ ς !ƭƭ ŎƻƭƻǊǎ ŦǊƻƳ ϦƘƻǇŦ ŘŜŦŀǳƭǘϦ ŀǊŜ ŀŘŀǇǘŜŘ ŦƻǊ ǳǎŜǊǎ 
ǿƛǘƘ aƻƴƻŎƘǊƻƳŀŎȅ 

IƛƎƘ ŎƻƴǘǊŀǎǘ ς DǊŀȅ ŎƻƭƻǊǎ ŦǊƻƳ ϦƘƻǇŦ ŘŜŦŀǳƭǘϦ ŀǊŜ ŎƘŀƴƎŜŘ ǘƻ ōƭŀŎƪ ŎƻƭƻǊǎ ǘƻ ƛƴŎǊŜŀǎŜ 
ŎƻƴǘǊŀǎǘ 

{ƛȊŜ ŀŘƧǳǎǘƳŜƴǘ 

¢ƘŜ ŘŜŦŀǳƭǘ ǎƛȊŜ ǾŀƭǳŜ όŦƻǊ Ŧƻƴǘ ŀƴŘ ǎǇŀŎŜ ǎƛȊŜύ ƛǎ млΣ ǿƘƛŎƘ ƛǎ ŜǉǳƛǾŀƭŜƴǘ ǘƻ мǊŜƳ ƻǊ мс 
ǇƛȄŜƭǎΦ 

aƛƴΥ р όҐ лΦрǊŜƳ Ґ у ǇƛȄŜƭύ 

aŀȄΥ рл όҐ рǊŜƳ Ґ ул ǇƛȄŜƭύ 
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6.5 System Pages 

¢Ƙƛǎ ŎƘŀǇǘŜǊ ŘŜǎŎǊƛōŜǎ ŀƭƭ ǇŀƎŜǎ ǘƘŀǘ Ŏŀƴ ōŜ ŦƻǳƴŘ ƛƴ ǘƘŜ ŀǎƛŘŜ ƳŜƴǳ ǳƴŘŜǊ ǘƘŜ {ȅǎǘŜƳ ƳŜƴǳ ƛǘŜƳ όǎŜŜ 

рΦоΦнΤ /ƻƳǇƻƴŜƴǘ мύΦ !ƭƭ ǘƘƻǎŜ ǇŀƎŜǎ ƘŀǾŜ ƛƴ ŎƻƳƳƻƴ ǘƘŀǘ ǘƘŜȅ ŎƻƴŎŜǊƴ ǘƘŜ ǿƘƻƭŜ ǎȅǎǘŜƳ ŀƴŘ ƴƻǘ ƻƴƭȅ ŀ 

ǎǇŜŎƛŬŎ ōƻŀǊŘΦ 

6.5.1 Device Settings 

¢ƘŜ Ϧ5ŜǾƛŎŜ {ŜǩƴƎǎϦ ǎǳƳƳŀǊƛȊŜǎ ŀƭƭ ǇŀƎŜǎ ǿƛǘƘ ōŀǎƛŎ όǎȅǎǘŜƳπǿƛŘŜύ ŘŜǾƛŎŜ ŦǳƴŎǝƻƴǎΦ 

6.5.1.1 General 

¢Ƙƛǎ ǘŀō Ŏƻƴǘŀƛƴǎ ǇŀƎŜǎ ǘƘŀǘ ŎƻǾŜǊ ǎȅǎǘŜƳπǿƛŘŜ ǎǘŀǘǳǎ ƛƴŦƻǊƳŀǝƻƴΣ ǊŜōƻƻǘǎ ŀƴŘ ǊŜǎŜǘǎ ŀǎ ǿŜƭƭ ŀǎ 

ŎƻƴŬƎǳǊŀǝƻƴ ǎŜǩƴƎǎΦ 

6.5.1.1.1 Status 

¢Ƙƛǎ ǇŀƎŜ ǇǊƻǾƛŘŜǎ ŀ ǎŜŎǝƻƴ ǿƛǘƘ ŀƭƭ ǎȅǎǘŜƳ ǎǘŀǘǳǎ ƛƴŦƻǊƳŀǝƻƴ ŀƴŘ ŀ ǎŜŎǝƻƴ ǿƛǘƘ ǘƘŜ 5ŜǾƛŎŜ ±ƛŜǿ όǎŜŜ 

сΦнΦнύΦ /ƭƛŎƪƛƴƎ ƻƴ ŀ ōƻŀǊŘ ƛƴ ǘƘŜ 5ŜǾƛŎŜ ±ƛŜǿ ǿƛƭƭ ƭŜŀŘ ǘƻ ǘƘŜ ǎǘŀǘǳǎ ǇŀƎŜ ƻŦ ǘƘŜ ōƻŀǊŘ όǎŜŜ сΦсΦмΦмΦмύΦ 

  
Figure 19 A screenshot of the status page of device 8101 
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{ǘŀǘǳǎ [ŀōŜƭ 5ŜǎŎǊƛǇǝƻƴ 

5ŜǾƛŎŜ ¢ƘŜ ŜȄŀŎǘ ǇǊƻŘǳŎǘ ƴŀƳŜΦ 

wŜǾƛǎƛƻƴ IŀǊŘǿŀǊŜ ŘŜǾƛŎŜ ǊŜǾƛǎƛƻƴ 

{ŜǊƛŀƭ ƴǳƳōŜǊ ¢ƘŜ ǎŜǊƛŀƭ ƴǳƳōŜǊ ƻŦ ǘƘŜ ŘŜǾƛŎŜΦ 

±ŜǊǎƛƻƴ ¢ƘŜ ǾŜǊǎƛƻƴ ƻŦ ǘƘŜ ǎȅǎǘŜƳ ǎƻƊǿŀǊŜ ƻŦ ǘƘŜ ŘŜǾƛŎŜΦ 

{ǘŀǘǳǎ 

Lǘ ǊŜǇǊŜǎŜƴǘǎ ǘƘŜ ǎŀƳŜ ǎǘŀǘǳǎ ŀǎ ƛƴ ǘƘŜ ƘŜŀŘŜǊ όǎŜŜ рΦоΦмΤ /ƻƳǇƻƴŜƴǘ пύΦ 

¢ƘŜ ǎȅǎǘŜƳ ǎǘŀǘǳǎ ƴƻǘ ƻƴƭȅ ƛƴŘƛŎŀǘŜǎ ǘƘŜ ƎŜƴŜǊŀƭ ǎǘŀǘǳǎ ƻŦ ǘƘŜ ŘŜǾƛŎŜ ƛǘǎŜƭŦΣ ōǳǘ ŀƭǎƻ 
ǎǳƳƳŀǊƛȊŜǎ ǘƘŜ ǎǘŀǘǳǎ ƻŦ ƛǘǎ ƛƴǎǘŀƭƭŜŘ ōƻŀǊŘǎΦ 

LŦ ǘƘŜ ŘŜǾƛŎŜ ƛǎ ǊǳƴƴƛƴƎ ƅŀǿƭŜǎǎƭȅΣ ōǳǘ ƻƴŜ ƻŦ ƛǘǎ ōƻŀǊŘǎ Ƙŀǎ ŀƴ ŜǊǊƻǊΣ ǘƘŜ ǎȅǎǘŜƳ ǎǘŀǘǳǎ 
ǿƛƭƭ ōŜ ŀǘ ƭŜŀǎǘ ϦǿŀǊƴϦ ƻǊ ŜǾŜƴ ϦŜǊǊƻǊϦΦ 

5ŜǾƛŎŜ ¦ǇǝƳŜ LƴŘƛŎŀǘŜǎ Ƙƻǿ ƭƻƴƎ ǘƘŜ ŘŜǾƛŎŜ Ƙŀǎ ōŜŜƴ ƛƴ ƻǇŜǊŀǝƻƴ ǎƛƴŎŜ ǘƘŜ ƭŀǎǘ ǊŜǎǘŀǊǘΦ 

IƻǎǘƴŀƳŜ 
¢ƘŜ ŎǳǊǊŜƴǘƭȅ ǎŜǘ Ƙƻǎǘ ƴŀƳŜ ƻŦ ǘƘŜ ŘŜǾƛŎŜΦ ¢Ƙƛǎ ƛǎ ŀ ŎƻƴŬƎ ǾŀƭǳŜ ŀƴŘ Ŏŀƴ ōŜ ŎƘŀƴƎŜŘ 
όŀƊŜǊ ŎƻƴŬƎ ǳǇƭƻŀŘύ ǳƴŘŜǊ сΦсΦнΦмΦоΦ 

[ƻŎŀǝƻƴ 
¢ƘŜ ƭƻŎŀǝƻƴΣ ǎǇŜŎƛŬŜŘ ƛƴ ǘƘŜ ŎƻƴŬƎΣ ǿƘŜǊŜ ǘƘŜ ŘŜǾƛŎŜ ƛǎ ǎƛǘǳŀǘŜŘΦ ¢Ƙƛǎ ƛǎ ŀ ŎƻƴŬƎ ǾŀƭǳŜ 
ǿƘƛŎƘ Ŏŀƴ ōŜ ŎƘŀƴƎŜŘ όŀƊŜǊ ŎƻƴŬƎ ǳǇƭƻŀŘύ ǳƴŘŜǊ сΦрΦмΦмΦоΦ 

5ƻǿƴƭƻŀŘ ŘƛŀƎƴƻǎƛǎ ŬƭŜ 

tǊŜǎǎƛƴƎ ǘƘƛǎ ōǳǧƻƴ ǿƛƭƭ ŘƻǿƴƭƻŀŘ ŀ ŘƛŀƎƴƻǎǝŎ ŬƭŜ ǘƘŀǘ ǿƛƭƭ ŀǎǎƛǎǘ ǘƘŜ ƘƻǇŦ ǎŜǊǾƛŎŜ 
ǘŜŀƳ ƛƴ ŬƴŘƛƴƎ ǎǇŜŎƛŬŎ ŜǊǊƻǊǎ ƻƴ ǘƘŜ ŘŜǾƛŎŜΦ 

¢ƘŜ ŘƻǿƴƭƻŀŘŜŘ ŬƭŜ ƛƴŎƭǳŘŜǎ ǘƘŜ ƭƻƎǎ ƻŦ ǘƘŜ ŜƴǝǊŜ ǎȅǎǘŜƳ όŀƭƭ ōƻŀǊŘǎύΦ 
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6.5.1.1.2 Action 

hƴ ǘƘƛǎ ŀŎǝƻƴ ǇŀƎŜΣ ǘƘŜ ŜƴǝǊŜ ŘŜǾƛŎŜ ǿƛǘƘ ŀƭƭ ƛǘǎ ōƻŀǊŘǎ Ŏŀƴ ōŜ ǊŜōƻƻǘŜŘ ƻǊ ǊŜǎŜǘ ǘƻ ŦŀŎǘƻǊȅ ǎŜǩƴƎǎΦ 

 
Figure 20 Action page of the general device settings 

With the Blinking button in the LED blinking section, you can send a trigger to the device, to start a blinking 

sequence on its front panel LEDs. This section is only available if the device has LEDs on its front panel. 
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6.5.1.1.3 Config 

¢ƘŜ ŘŜŦŀǳƭǘ ƘǳƳŀϯ ƛƴǘŜǊŦŀŎŜ ǎŜǩƴƎǎ Ŏŀƴ ōŜ ŎƘŀƴƎŜŘ ƻƴ ǘƘƛǎ ŎƻƴŬƎ ǇŀƎŜΦ 

¢ƘŜ ŘŜǎƛƎƴπǊŜƭŀǘŜŘ ǎŜǩƴƎǎ ƻƴ ǘƘƛǎ ǇŀƎŜ ŘŜŬƴŜ ǘƘŜ ƛƴƛǝŀƭ ŘŜǎƛƎƴ ǾŀƭǳŜǎ ǘƘŀǘ ŜŀŎƘ ǳǎŜǊ ǿƛƭƭ ŜƴŎƻǳƴǘŜǊ ǿƘŜƴ 

ƘǳƳŀϯ ƛǎ ŬǊǎǘ ƭŀǳƴŎƘŜŘ ƛƴ ŀ ōǊƻǿǎŜǊΦ ¢ƘŜ ǎŜǩƴƎǎ ǘƘŀǘ ŜŀŎƘ ǳǎŜǊ Ŏŀƴ ƳŀƪŜ ƛƴŘƛǾƛŘǳŀƭƭȅ ƻƴ ǘƘŜ 5ŜǎƛƎƴ ǇŀƎŜ 

όǎŜŜ сΦпύ ŀƭǿŀȅǎ ƻǾŜǊǊǳƭŜ ǘƘŜ ǎŜǩƴƎǎ ƻƴ ǘƘƛǎ ǇŀƎŜΦ 

 
Figure 21 Config page of the general device settings 

 

LƴǇǳǘ [ŀōŜƭ 5ŜǎŎǊƛǇǝƻƴ 

5ŜǾƛŎŜ ƭŀƴƎǳŀƎŜ 
¢Ƙƛǎ ǎŜǩƴƎ ŎƘŀƴƎŜǎ ǘƘŜ ŘŜŦŀǳƭǘ ƭŀƴƎǳŀƎŜ ƻŦ ǘƘŜ ŘŜǾƛŎŜΦ ¢ƘŜ ƭŀƴƎǳŀƎŜ ǎŜƭŜŎǝƻƴ ŎƻƳǇƻƴŜƴǘ 
ǿƛƭƭ ǳǎŜ ǘƘŜ ŘŜŦŀǳƭǘ ƭŀƴƎǳŀƎŜ ŀǎ ƛǘǎ ƛƴƛǝŀƭ ǾŀƭǳŜΦ 9ǾŜǊȅ ǳǎŜǊ Ŏŀƴ ǎǝƭƭ ŎƘŀƴƎŜ ǘƘŜ ƛƴƛǝŀƭ ǾŀƭǳŜ 
όŘŜŦŀǳƭǘ ƭŀƴƎǳŀƎŜύ ǘƻ ŀ ǇŜǊǎƻƴŀƭƭȅ ǇǊŜŦŜǊǊŜŘ ƭŀƴƎǳŀƎŜ ǿƛǘƘƻǳǘ ŀũŜŎǝƴƎ ǘƘŜ ŘŜǾƛŎŜΦ 

[ƻŎŀǝƻƴ 
¢ƘŜ ƭƻŎŀǝƻƴ ǿƘŜǊŜ ǘƘŜ ŘŜǾƛŎŜ ƛǎ ǎƛǘǳŀǘŜŘ Ŏŀƴ ōŜ ǎŜǘ ƘŜǊŜΦ Lǘ ƛǎ ŘƛǎǇƭŀȅŜŘ ƻƴ ǘƘŜ ƭƻƎƛƴ ǇŀƎŜ 
ŀƴŘ ƛǎ ǳǎŜŘ ŀǎ ŀ ǾŀƭǳŜ ŦƻǊ ǘƘŜ {bat ƻōƧŜŎǘ ϦǎȅǎƭƻŎŀǝƻƴϦ όhL5Υ мΦоΦсΦмΦнΦмΦмΦсύ  

/ƻƴǘŀŎǘ 
¢ƘŜ ŎƻƴǘŀŎǘ ƛƴŦƻǊƳŀǝƻƴ Ŏŀƴ ōŜ ǎŜǘ ƘŜǊŜΦ Lǘ ƛǎ ŘƛǎǇƭŀȅŜŘ ƻƴ ǘƘŜ ƭƻƎƛƴ ǇŀƎŜ ŀƴŘ ƛǎ ǳǎŜŘ ŀǎ ŀ 
ǾŀƭǳŜ ŦƻǊ ǘƘŜ {bat ƻōƧŜŎǘ ϦǎȅǎŎƻƴǘŀŎǘϦ όhL5Υ мΦоΦсΦмΦнΦмΦмΦпύ 

.ŀƴƴŜǊ 
¢ƘŜ ōŀƴƴŜǊ ƛǎ ŘƛǎǇƭŀȅŜŘ ƻƴ ǘƘŜ ƭƻƎƛƴ ǇŀƎŜΦ Lǘǎ Ƴŀƛƴ ǇǳǊǇƻǎŜ ƛǎ ǘƻ ǇǊŜǎŜƴǘ ŎǳǎǘƻƳƛȊŀōƭŜ 
ƛƴŦƻǊƳŀǝƻƴ ǘƻ ǘƘŜ ǳǎŜǊΦ ¢ƘŜ ƛƴŦƻǊƳŀǝƻƴ ǘŜȄǘ ƛǎ ŜƴŎƻŘŜŘ ƛƴ ¦¢CπуΦ LŦ ƛǘ ƛǎ ŜƳǇǘȅ ǘƘŜ ōŀƴƴŜǊ ƛǎ 
ƴƻǘ ŘƛǎǇƭŀȅŜŘ ƻƴ ǘƘŜ ƭƻƎƛƴ ǇŀƎŜΦ 

5ŜŦŀǳƭǘ ŀƴƛƳŀǝƻƴ 
¢Ƙƛǎ ǎŜǩƴƎ ŎƘŀƴƎŜǎ ǘƘŜ ŘŜŦŀǳƭǘ ǎǇŜŜŘ ƻŦ ŀƭƭ ŀƴƛƳŀǝƻƴǎΦ CƻǊ ƳƻǊŜ ƛƴŦƻǊƳŀǝƻƴ ƻƴ ǘƘŜ 
ƛƴŘƛǾƛŘǳŀƭ ǎǇŜŜŘ ƭŜǾŜƭǎΣ ǎŜŜ ǘƘŜ Ϧ!ƴƛƳŀǝƻƴϦ ŎƻƳǇƻƴŜƴǘ ƛƴ сΦпΦ  
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¢Ƙƛǎ ǎŜǩƴƎ ƛǎ ǳǎŜŘ ŀǎ ǘƘŜ ƛƴƛǝŀƭ ǾŀƭǳŜ ŦƻǊ ǘƘŜ Ϧ!ƴƛƳŀǝƻƴϦ ŎƻƳǇƻƴŜƴǘ ƻƴ ǘƘŜ 5ŜǎƛƎƴ tŀƎŜ 
όǎŜŜ сΦпύΦ 

5ŜŦŀǳƭǘ ǎǇŀŎŜ ϧ 
Ŧƻƴǘ ǎƛȊŜ 

¢Ƙƛǎ ǎŜǩƴƎ ŎƘŀƴƎŜǎ ǘƘŜ ŘŜŦŀǳƭǘ ǎƛȊŜǎ ƻŦ ǘƘŜ ƘǳƳŀϯ ǿŜōǇŀƎŜ ŀƴŘ ƛǘǎ ŎƻƳǇƻƴŜƴǘǎΦ ¢ƘŜ 
ŘŜŦŀǳƭǘ ǾŀƭǳŜ мл ƛǎ ǘƘŜ ƻǇǝƳŀƭ ǾŀƭǳŜ ŦƻǊ Cǳƭƭ I5 ŘŜǾƛŎŜǎΦ wŜǎƛȊƛƴƎ ƛǎ ǊŜŎƻƳƳŜƴŘŜŘ ƛŦ ǘƘŜ 
ƳŀƧƻǊƛǘȅ ƻŦ ŎƻƳǇŀƴȅ ŘŜǾƛŎŜǎ ŀǊŜ ƴƻǘ Cǳƭƭ I5 ŘŜǾƛŎŜǎΦ 

¢Ƙƛǎ ǎŜǩƴƎ ƛǎ ǳǎŜŘ ŀǎ ǘƘŜ ƛƴƛǝŀƭ ǾŀƭǳŜ ŦƻǊ ǘƘŜ Ϧ{ƛȊŜ ŀŘƧǳǎǘƳŜƴǘϦ ŎƻƳǇƻƴŜƴǘ ƻƴ ǘƘŜ 5ŜǎƛƎƴ 
tŀƎŜ όǎŜŜ сΦпύΦ 

5ŜŦŀǳƭǘ ǘƘŜƳŜ 

¢Ƙƛǎ ǎŜǩƴƎ ŎƘŀƴƎŜǎ ǘƘŜ ŘŜŦŀǳƭǘ ǘƘŜƳŜ ƻŦ ǘƘŜ ŘŜǾƛŎŜΦ 

¢Ƙƛǎ ǎŜǩƴƎ ƛǎ ǳǎŜŘ ŀǎ ǘƘŜ ƛƴƛǝŀƭ ǾŀƭǳŜ ŦƻǊ ǘƘŜ Ϧ¢ƘŜƳŜϦ ŎƻƳǇƻƴŜƴǘ ƻƴ ǘƘŜ 5ŜǎƛƎƴ tŀƎŜ όǎŜŜ 
сΦпύΦ 

5ŀǊƪƳƻŘŜ 
ŜƴŀōƭŜŘ ōȅ 
ŘŜŦŀǳƭǘ 

¢Ƙƛǎ ǎŜǩƴƎ ǎǇŜŎƛŬŜǎ ǿƘŜǘƘŜǊ ǘƘŜ ŘŀǊƪ ƳƻŘŜ ƛǎ ŀŎǝǾŀǘŜŘ ōȅ ŘŜŦŀǳƭǘΦ 

¢ƘŜ ŘŀǊƪ ƳƻŘŜ ǎǿƛǘŎƘŜǊ όǎŜŜ рΦмлΦнύ ǿƛƭƭ ǳǎŜ ǘƘŜ ŘŜŦŀǳƭǘ ƭŀƴƎǳŀƎŜ ŀǎ ƛǘǎ ƛƴƛǝŀƭ ǾŀƭǳŜΦ 

{Ƙƻǿ ŘŀǘŜ 
{ǇŜŎƛŦȅ ǿƘŜǘƘŜǊ ǘƘŜ ƳƻƴǘƘ ŀƴŘ Řŀȅ ŦǊƻƳ ǘƘŜ ŘŜǾƛŎŜ ǝƳŜ ǎƘƻǳƭŘ ōŜ ŘƛǎǇƭŀȅŜŘ ƛƴ ǘƘŜ ƘŜŀŘŜǊ 
όǎŜŜ рΦоΦмΤ /ƻƳǇƻƴŜƴǘ рύΦ 

{Ƙƻǿ ȅŜŀǊ 
{ǇŜŎƛŦȅ ǿƘŜǘƘŜǊ ǘƘŜ ȅŜŀǊ ŦǊƻƳ ǘƘŜ ŘŜǾƛŎŜ ǝƳŜ ǎƘƻǳƭŘ ōŜ ŘƛǎǇƭŀȅŜŘ ƛƴ ǘƘŜ ƘŜŀŘŜǊ όǎŜŜ рΦоΦмΤ 
/ƻƳǇƻƴŜƴǘ рύΦ ¢Ƙƛǎ ǎŜǩƴƎ Ŏŀƴ ƻƴƭȅ ōŜ ŜƴŀōƭŜŘ ƛŦ Ϧ{Ƙƻǿ ŘŀǘŜϦ ƛǎ ŜƴŀōƭŜŘΦ 

/ƻƭƭŀǇǎŜ ŜǾŜƴǘ ƭƻƎ {ǇŜŎƛŦȅ ǿƘŜǘƘŜǊ ǘƘŜ ŜǾŜƴǘ ƭƻƎ ƻƴ ǘƘŜ ǎǘŀǊǘ ǇŀƎŜ ǎƘƻǳƭŘ ōŜ ŎƻƭƭŀǇǎŜŘ ōȅ ŘŜŦŀǳƭǘ όǎŜŜ сΦнΦмύΦ 

LƴǘŜǊŦŀŎŜ 
ǝƳŜȊƻƴŜ 

¢Ƙƛǎ ǎŜǩƴƎ ŎƘŀƴƎŜǎ ŀƭƭ ǝƳŜǎ ŀƴŘ ŘŀǘŜǎ ŘƛǎǇƭŀȅŜŘ ƛƴ ƘǳƳŀϯΦ ¢ƘŜ ŎƘŀƴƎŜ ƻƴƭȅ ŀƭǘŜǊǎ ǘƘŜ 
Ǿƛǎǳŀƭ ǊŜǇǊŜǎŜƴǘŀǝƻƴ ƻŦ ǘƘŜ Řŀǘŀ ŎƻƳƛƴƎ ŦǊƻƳ ǘƘŜ ŘŜǾƛŎŜ ŀƴŘ Ƙŀǎ ƴƻ ŜũŜŎǘ ƻƴ Ƙƻǿ ǘƘŜ 
ŘŜǾƛŎŜ ƎŜƴŜǊŀǘŜǎ ƛǘǎ ǝƳŜ ƻǳǘǇǳǘǎΦ 

!ŎǝǾŀǝƴƎ ǘƘŜ ǝƳŜȊƻƴŜ {¢5 ǿƛƭƭ ǊŜǾŜŀƭ ǘƘŜ Ϧ¢ƛƳŜȊƻƴŜ ƻũǎŜǘϦ ǎŜŎǝƻƴΦ Lƴ ǘƘƛǎ ǎŜŎǝƻƴ ǘƘŜ 
ǝƳŜȊƻƴŜ ƻũǎŜǘ Ŏŀƴ ōŜ ŎƻƴŬƎǳǊŜŘ ŦƻǊ ǘƘŜ ǝƳŜ ǘƘŀǘ ƛǎ ǎƘƻǿƴ ƛƴ ƘǳƳŀϯΦ ¢Ƙƛǎ ƛǎ ƻƴƭȅ Ǿƛǎǳŀƭƭȅ 
ŀƴŘ Ƙŀǎ ƴƻ ƛƴƅǳŜƴŎŜ ƻƴ ǘƘŜ ŘŜǾƛŎŜ ǝƳŜΦ 
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LŦ [h/ ƛǎ ŜƴŀōƭŜŘΣ ǘƘŜ Ϧ5ŀȅƭƛƎƘǘ ǎŀǾƛƴƎ ǝƳŜϦ ǎŜŎǝƻƴ ƛǎ ŘƛǎǇƭŀȅŜŘ ƛƴ ŀŘŘƛǝƻƴ ǘƻ ǘƘŜ 
Ϧ¢ƛƳŜȊƻƴŜ ƻũǎŜǘϦ ǎŜŎǝƻƴΦ Lƴ ǘƘƛǎ ǎŜŎǝƻƴ ǘƘŜ ŘŀȅƭƛƎƘǘπǎŀǾƛƴƎ ǝƳŜ Ŏŀƴ ōŜ ŎƻƴŬƎǳǊŜŘ ŦƻǊ ǘƘŜ 
ǝƳŜ ǘƘŀǘ ƛǎ ǎƘƻǿƴ ƛƴ ƘǳƳŀϯΦ ¢Ƙƛǎ ƛǎ ƻƴƭȅ Ǿƛǎǳŀƭƭȅ ŀƴŘ Ƙŀǎ ƴƻ ƛƴƅǳŜƴŎŜ ƻƴ ǘƘŜ ŘŜǾƛŎŜ ǝƳŜΦ 
¢ƘŜ [h/ ǝƳŜ Ƴǳǎǘ ōŜ ǎŜǘ ƛƴ ǘƘŜ ǝƳŜ ƛƴǇǳǘ ŬŜƭŘΦ 

 

 

 

 

Figure 22 front panel settings 

The front panel section is only visible for systems with a display on their front panel and it allows to 

configure the display and the front panel button behaviour. 

 

LƴǇǳǘ [ŀōŜƭ 5ŜǎŎǊƛǇǝƻƴ 

5ƛǎǇƭŀȅ ǝƳŜƻǳǘ 
όǎύ 

¢Ƙƛǎ ǾŀƭǳŜ ƛǎ ǘƘŜ ŀƳƻǳƴǘ ƻŦ ǝƳŜ ǘƘŀǘ ǘƘŜ ŘƛǎǇƭŀȅ ƛǎ ŀŎǝǾŜ ŀƊŜǊ ŀ ǇǊŜǎǎ ƻŦ ǘƘŜ ŦǊƻƴǘ ǇŀƴŜƭ 
ōǳǧƻƴΣ ǿƘŜƴ Ϧ5ƛǎǇƭŀȅ ǇŜǊƳŀƴŜƴǘ ƻƴϦ ƛǎ ŘƛǎŀōƭŜŘΦ 

5ƛǎǇƭŀȅ 
ǇŜǊƳŀƴŜƴǘ ƻƴ 

²ƘŜƴ ŘƛǎŀōƭŜŘΣ ǘƘŜ ŘƛǎǇƭŀȅ ŜƴǘŜǊǎ ǘƘŜ ǎǘŀƴŘōȅ ƳƻŘŜΣ ǿƘŜƴ ǘƘŜ ŘƛǎǇƭŀȅ ǝƳŜƻǳǘ ŜȄǇƛǊŜǎ 
ǎƛƴŎŜ ǘƘŜ ƭŀǎǘ ǇǊŜǎǎ ƻŦ ǘƘŜ ŦǊƻƴǘ ǇŀƴŜƭ ōǳǧƻƴΦ 
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²ƘŜƴ ŜƴŀōƭŜŘΣ ǘƘŜ ŘƛǎǇƭŀȅ ŘƻŜǎ ƴƻǘ ŜƴǘŜǊ ǘƘŜ ǎǘŀƴŘōȅ ƳƻŘŜ ŀƊŜǊ ǘƘŜ ǝƳŜƻǳǘΦ IƛƴǘΥ ƛƴƛǝŀƭƭȅ 
ǘƘŜ ŘƛǎǇƭŀȅ ǎǘŀǊǘǎ ƛƴ ǘƘŜ ǎǘŀƴŘōȅ ƳƻŘŜΣ ǘƘŜ ŦǊƻƴǘ ǇŀƴŜƭ ōǳǧƻƴ Ƴǳǎǘ ōŜ ǇǊŜǎǎŜŘ ŀǘ ƭŜŀǎǘ ƻƴŎŜ 
ǘƻ ŀŎǝǾŀǘŜ ǘƘŜ ŘƛǎǇƭŀȅΦ 

CǊƻƴǘ ǇŀƴŜƭ 
ōǳǧƻƴ 

¢ƘŜ ŦǳƴŎǝƻƴŀƭƛǘȅ ƻŦ ŀ ƭƻƴƎ ǇǊŜǎǎ ƻŦ ǘƘŜ ŦǊƻƴǘ ǇŀƴŜƭ ōǳǧƻƴ Ŏŀƴ ōŜ ŎƻƴŬƎǳǊŜŘ ƘŜǊŜΦ 

{ŎǊƻƭƭΥ ǿƘŜƴ ǘƘŜ ōǳǧƻƴ ƛǎ ǇǊŜǎǎŜŘ ŦƻǊ ƳƻǊŜ ǘƘŀƴ рллƳǎΣ ǘƘŜ ŘƛǎǇƭŀȅ ǎŎǊƻƭƭǎ ǘƻ ǘƘŜ ƴŜȄǘ ǇŀƎŜ 

hƴκhũΥ ǿƘŜƴ ǘƘŜ ōǳǧƻƴ ƛǎ ǇǊŜǎǎŜŘ ŦƻǊ ƳƻǊŜ ǘƘŀƴ рллƳǎΣ ǘƘŜ ŘƛǎǇƭŀȅ ŜƴǘŜǊǎ ǘƘŜ ǎǘŀƴŘōȅ 
ƳƻŘŜΣ ƛŦ ƛǘ ǿŀǎ ŀŎǝǾŜ 

 

6.5.1.2 Details 

tŀƎŜǎ ǿƘƻǎŜ Ƴŀƛƴ ǇǳǊǇƻǎŜ ƛǎ ǘƻ ŘƛǎǇƭŀȅ ŘŜǘŀƛƭŜŘ ǎǘŀǘǳǎ ƛƴŦƻǊƳŀǝƻƴ ƻŦ ǘƘŜ ǎȅǎǘŜƳΦ 

6.5.1.2.1 Status 

¢ƘŜ Ϧ{ȅǎǘŜƳ ŘŜǘŀƛƭǎϦ ǎŜŎǝƻƴ ǎƘƻǿǎ ŘŜǘŀƛƭŜŘ ǎǘŀǘǳǎ ƛƴŦƻǊƳŀǝƻƴ ƻŦ ǘƘŜ ǎȅǎǘŜƳΦ Lǘǎ ŎƻƴǘŜƴǘ ƛǎ ǇǊƻŘǳŎǘ ǎǇŜŎƛŬŎΣ 

ǎƻ ƛǘ Ŏŀƴ ǾŀǊȅ ŦǊƻƳ ǇǊƻŘǳŎǘ ǘƻ ǇǊƻŘǳŎǘΦ 

 

Figure 23 An example of a system details section 
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6.5.1.3 Board Monitoring 

tŀƎŜ ǿƘƻǎŜ Ƴŀƛƴ ǇǳǊǇƻǎŜ ƛǎ ǘƻ ƳŀƴŀƎŜ ǘƘŜ ōƻŀǊŘ ƳƻƴƛǘƻǊƛƴƎ ŦǳƴŎǝƻƴŀƭƛǘȅΦ 

6.5.1.3.1 Config 

¢ƘŜǊŜ ŀǊŜ ǘǿƻ ǎŜŎǝƻƴǎ ƻƴ ǘƘƛǎ ŎƻƴŬƎǳǊŀǝƻƴ ǇŀƎŜΦ ¢ƘŜ ǎŜŎǝƻƴ Ϧ.ƻŀǊŘ ƳƻƴƛǘƻǊƛƴƎϦ Ŏƻƴǘŀƛƴǎ ŀ ŘǊƻǇ ŘƻǿƴΣ 

ŦƻǊ ŜŀŎƘ Ǉƻǎƛǝƻƴ ƻŦ ǘƘŜ ǎȅǎǘŜƳΦ ¢ƘŜǎŜ ŘǊƻǇ Řƻǿƴǎ ŜƴŀōƭŜ ǘƘŜ ƳƻƴƛǘƻǊƛƴƎ ŦǳƴŎǝƻƴŀƭƛǘȅ ŦƻǊ ŜŀŎƘ ǇƻǎƛǝƻƴΦ 

9ΦƎΦΣ ǿƘŜƴ ŀ CDууло{лн ǎƘƻǳƭŘ ōŜ ƳƻƴƛǘƻǊŜŘ ƻƴ th{ оΣ ǎŜƭŜŎǘ ǘƘŜ ŎƻǊǊŜǎǇƻƴŘƛƴƎ ŀǊǝŎƭŜ ƴǳƳōŜǊ ƛƴ ǘƘŜ ŘǊƻǇ 

Řƻǿƴ ŦƻǊ th{ оΦ ²ƘŜƴ ƴƻ ōƻŀǊŘ ƻǊ ŀ ōƻŀǊŘ ǿƛǘƘ ŀƴƻǘƘŜǊ ŀǊǝŎƭŜ ƴǳƳōŜǊ ƛǎ ŘŜǘŜŎǘŜŘ ƛƴ th{ оΣ ǘƘŜ ǎȅǎǘŜƳ 

ǿƛƭƭ ŜƴǘŜǊ ǘƘŜ ŜǊǊƻǊ ǎǘŀǘŜΦ LŦ ŀ Ǉƻǎƛǝƻƴ ǎƘƻǳƭŘ ƴƻǘ ōŜ ƳƻƴƛǘƻǊŜŘ ǎŜƭŜŎǘ ϦπϦ ŦƻǊ ǘƘŀǘ ǇƻǎƛǝƻƴΦ 

¢ƘŜ ǎŜŎƻƴŘ ǎŜŎǝƻƴ ŘƛǎǇƭŀȅǎ ǘƘŜ ǎȅǎǘŜƳΣ ǿƛǘƘ ŀƴ ƻǾŜǊƭŀȅ ǘƘŀǘ ǎƘƻǿǎ ǘƘŜ ǇƻǎƛǝƻƴǎΣ ŀǊǝŎƭŜ ƴǳƳōŜǊǎ ŀƴŘ 

ŎƻƴŬƎǳǊŜŘ ƴŀƳŜǎ ƻŦ ŀƭƭ ŜǉǳƛǇǇŜŘ ōƻŀǊŘΦ 

  

Figure 24 This config page has a device view to visualize the board names 
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6.5.1.4 Key Activation 

9ǾŜǊȅǘƘƛƴƎ ŎƻƴŎŜǊƴƛƴƎ ŦŜŀǘǳǊŜǎ ŀƴŘ ǘƘŜƛǊ ŀŎǝǾŀǝƻƴ ƪŜȅǎ Ŏŀƴ ōŜ ŦƻǳƴŘ ƘŜǊŜΦ 

! ŦŜŀǘǳǊŜ ƛǎ ŀ ǇǊƻŘǳŎǘ ŜȄǘŜƴǎƛƻƴ ǘƘŀǘ Ŏŀƴ ōŜ ǇǳǊŎƘŀǎŜŘ ǘƻ ǎƛƎƴƛŬŎŀƴǘƭȅ ŜƴƘŀƴŎŜ ǘƘŜ ŦǳƴŎǝƻƴŀƭƛǘȅ ƻŦ ǘƘŜ 

ŘŜǾƛŎŜΦ !ƊŜǊ ŀ ǇǳǊŎƘŀǎŜ ǘƘŜ ƻōǘŀƛƴŜŘ ŀŎǝǾŀǝƻƴ ƪŜȅ Ƴǳǎǘ ōŜ ŜƴǘŜǊŜŘ ǳƴŘŜǊ ǘƘŜ ŀŎǝƻƴ ǇŀƎŜ ǘƻ ǳƴƭƻŎƪ ǘƘŜ 

ŦǳƴŎǝƻƴŀƭƛǘȅΦ 

6.5.1.4.1 Status 

¢Ƙƛǎ ǎǘŀǘǳǎ ǇŀƎŜ ƭƛǎǘǎ ŀƭƭ ƻŦ ǘƘŜ ŀŎǝǾŀǘŜŘ ŦŜŀǘǳǊŜǎ ƻƴ ǘƘŜ ŘŜǾƛŎŜΦ 

 

Figure 25 An example of the activation key status page 

¢ŀōƭŜ /ƻƭǳƳƴ [ŀōŜƭ 5ŜǎŎǊƛǇǝƻƴ 

CŜŀǘǳǊŜ ¢ƘŜ ŦŜŀǘǳǊŜ ƴŀƳŜΦ 

!ǎǎƛƎƴŜŘ [ƛŎŜƴǎŜǎ 
LƴŘƛŎŀǘŜǎ Ƙƻǿ Ƴŀƴȅ ƻŦ ǘƘŜ Ϧ¢ƻǘŀƭ bǳƳōŜǊ hŦ [ƛŎŜƴǎŜǎϦ ƻŦ ŀ ŦŜŀǘǳǊŜ ŀǊŜ ŀǎǎƛƎƴŜŘ ǘƻ ŀ 
ōƻŀǊŘΦ 

!ǾŀƛƭŀōƭŜ [ƛŎŜƴǎŜǎ 
LƴŘƛŎŀǘŜǎ Ƙƻǿ Ƴŀƴȅ ƻŦ ǘƘŜ Ϧ¢ƻǘŀƭ bǳƳōŜǊ hŦ [ƛŎŜƴǎŜǎϦ ƻŦ ŀ ŦŜŀǘǳǊŜ ŀǊŜ ƴƻǘ ŀǎǎƛƎƴŜŘ ǘƻ ŀ 
ōƻŀǊŘΦ 

¢ƻǘŀƭ bǳƳōŜǊ hŦ 
[ƛŎŜƴǎŜǎ 

{ǇŜŎƛŬŜǎ Ƙƻǿ Ƴŀƴȅ ŦŜŀǘǳǊŜπǳƴƭƻŎƪǎ ŀǊŜ ƳŀŘŜ ŀǾŀƛƭŀōƭŜ ōȅ ŀƭƭ ŀŎǝǾŀǝƻƴ ƪŜȅǎ ŦƻǊ ǘƘŜ 
ƎƛǾŜƴ ŦŜŀǘǳǊŜΦ 

!ƴ ŀŎǝǾŀǝƻƴ ƪŜȅ ŘƻŜǎ ƴƻǘ ƴŜŎŜǎǎŀǊƛƭȅ ƳŜŀƴ ƻƴƭȅ ƻƴŜ ŦŜŀǘǳǊŜ ǳƴƭƻŎƪΣ ƛƴǎǘŜŀŘ ŀƴ 
ŀŎǝǾŀǝƻƴ ƪŜȅ ŎƻǳƭŘ ǳƴƭƻŎƪ ŀ ŦŜŀǘǳǊŜ ƳƻǊŜ ǘƘŀƴ ƻƴŎŜΦ 

CƻǊ ŜȄŀƳǇƭŜΣ ƻƴŜ ŀŎǝǾŀǝƻƴ ƪŜȅ Ŏŀƴ ǳƴƭƻŎƪ ŀ ŦŜŀǘǳǊŜ ǘƘǊŜŜ ǝƳŜǎΣ ǎƻ Ϧ¢ƻǘŀƭ bǳƳōŜǊ hŦ 
[ƛŎŜƴǎŜǎϦ ǿƻǳƭŘ ƛƴŘƛŎŀǘŜ ǘƘŜ ƴǳƳōŜǊ ǘƘǊŜŜΦ 

[ƛŎŜƴǎŜ LŘŜƴǝŬŜǊ 
[ƛŎŜƴǎŜǎ ŦƻǊ ǘƘŜ ǎŀƳŜ ŦŜŀǘǳǊŜ ƻƴ ǘƘŜ ǎŀƳŜ ŘŜǾƛŎŜ ŀǊŜ ŘƛǎǝƴƎǳƛǎƘŜŘ Ǿƛŀ ǘƘŜ [ƛŎŜƴǎŜ 
LŘŜƴǝŬŜǊΦ Lǘ Ŏŀƴ ōŜ ǳǎŜŘ ǘƻ ŎƘŜŎƪ ƛŦ ŀ ǎǇŜŎƛŬŎ ŀŎǝǾŀǝƻƴ ƪŜȅ Ƙŀǎ ŀƭǊŜŀŘȅ ōŜŜƴ ŀǇǇƭƛŜŘ ƻƴ 
ǘƘŜ ǎȅǎǘŜƳ 

bǳƳōŜǊ hŦ [ƛŎŜƴǎŜǎ 
{ǇŜŎƛŬŜǎ Ƙƻǿ Ƴŀƴȅ ŦŜŀǘǳǊŜπǳƴƭƻŎƪǎ ŀǊŜ ƳŀŘŜ ŀǾŀƛƭŀōƭŜ ōȅ ǘƘŜ ŀŎǝǾŀǝƻƴ ƪŜȅ ǿƛǘƘ ǘƘƛǎ 
[ƛŎŜƴǎŜ LŘŜƴǝŬŜǊΦ 
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6.5.1.4.2 Action 

On this page keys can be activated, fully reset and assigned. 
 

 

Figure 26 This screenshot illustrates the key assignment process 

 

 [ŀōŜƭ 5ŜǎŎǊƛǇǝƻƴ 

м !ŎǝǾŀǝƻƴ 
¢ƘŜ ǳǎŜǊ Ƙŀǎ ǘƻ ŜƴǘŜǊ ŀ ǾŀƭƛŘ ŀŎǝǾŀǝƻƴ ƪŜȅ ǘƘŀǘ ǿŀǎ ǇǳǊŎƘŀǎŜŘ ŦǊƻƳ ƘƻǇŦ 
9ƭŜƪǘǊƻƴƛƪ DƳōIΦ ¢ƘŜ ŀŎǝǾŀǝƻƴ ƪŜȅ ƛǎ .ŀǎŜсп ŎƻŘŜŘΦ 

н YŜȅ ǊŜǎŜǘ 
! ƪŜȅ ǊŜǎŜǘ ǊŜƳƻǾŜǎ ŀƭƭ ŀŎǝǾŀǘŜŘ ŀŎǝǾŀǝƻƴ ƪŜȅǎ ŦǊƻƳ ǘƘŜ ŘŜǾƛŎŜΦ ¢ƘŜ ŀŎǝǾŀǝƻƴ 
ƪŜȅǎ Řƻ ƴƻǘ ƭƻǎŜ ǘƘŜƛǊ ǾŀƭƛŘƛǘȅ ŀƊŜǊ ǘƘŜ ƪŜȅ ǊŜǎŜǘΦ ¢ƘŜȅ Ŏŀƴ ǎǝƭƭ ōŜ ǊŜπŜƴǘŜǊŜŘ ŀƴŘ 
ŀǊŜ Ŧǳƭƭȅ ŦǳƴŎǝƻƴŀƭΦ 

о 
5ǊŀƎ ϧ 5ǊƻǇ ŀŎǝǾŀǝƻƴ 
ƪŜȅ 

LƴǎǘŜŀŘ ƻŦ ŜƴǘŜǊƛƴƎ ǘƘŜ ŀŎǝǾŀǝƻƴ ƪŜȅ Ƴŀƴǳŀƭƭȅ ƻǊ Ǿƛŀ ǎŎŀƴƴŜǊ ǘƻ ǘƘŜ !ŎǝǾŀǝƻƴ 
ǘŜȄǘ ŬŜƭŘΣ ǘƘŜ t5C ŬƭŜ ƻŦ ǘƘŜ ŀŎǝǾŀǝƻƴ ƪŜȅ Ŏŀƴ ōŜ ŀŘŘŜŘ Ǿƛŀ ŘǊŀƎ ŀƴŘ ŘǊƻǇ ƻǊ ōȅ 
ƻǇŜƴƛƴƎ ǘƘŜ ŬƭŜ ŜȄǇƭƻǊŜǊ ōȅ ŎƭƛŎƪƛƴƎ ƻƴ ǘƘƛǎ ŀǊŜŀ ŀƴŘ ǎŜƭŜŎǝƴƎ ƛǘΦ 

 
Applying an activation key: 

Activation keys can be applied in one of the following four ways: 

1) Drag & Drop: the activation key PDF file received from hopf can be dragged and dropped to the Drag 

& Drop activation key area to apply the activation key 

2) File selection: click the Drag & Drop activation key area to open a file browser. Select the activation 

key PDF file received from hopf and click the open button 
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3) Scanner: click in the text field in the Activation section and scan the QR-code in the activation key 

PDF file and click the Add button in the Activation section 

4) Manually: manually enter the activation key from the activation key PDF in the text field in the 

Activation section and click the Add button in the Activation section. 

Attention: do not add any carriage return. E.g. when you mark the whole activation key in the activation 

key PDF file and copy it to the clipboard (CTRL+C), the carriage returns are also copied. In this case paste 

the copied activation key in any editor (CTRL+V), remove the carriage returns, mark the whole text 

(CTRL+A), copy it to the clipboard (CTRL+C) and paste (CTRL+V) that text in the text field of the 

Activation section 

 

Figure 27 activation key example 

The above figure shows an example of an activation key PDF file. The text in the green box is the activation 

key that can be manually entered in the text field of the Activation section. 
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6.5.2 Configuration 

¢ƘŜ ŎƻƴŬƎǳǊŀǝƻƴ ŘƻǿƴƭƻŀŘ ŀƴŘ ǳǇƭƻŀŘ ǇŀƎŜǎ ŀǊŜ ƭƻŎŀǘŜŘ ƘŜǊŜΦ 

6.5.2.1 Download 

6.5.2.1.1 Action 

¢Ƙƛǎ ŀŎǝƻƴ ǇŀƎŜ ŀƭƭƻǿǎ ǘƘŜ ǳǎŜǊ ǘƻ ƎŜƴŜǊŀǘŜ ƴŜǿ ŎƻƴŬƎǳǊŀǝƻƴ ŬƭŜǎ ŀƴŘ ŘƻǿƴƭƻŀŘ ŜȄƛǎǝƴƎ ŎƻƴŬƎǳǊŀǝƻƴ 

ŬƭŜǎΦ 

 
Figure 28 Configuration Page 

bŜǿ ŎƻƴŬƎǳǊŀǝƻƴ ŬƭŜǎ ŀǊŜ ƎŜƴŜǊŀǘŜŘ ŦǊƻƳ ǘƘŜ ǾŀƭǳŜǎ ǎŜǘ ōȅ ǘƘŜ ǳǎŜǊΣ ǿƘƛŎƘ ŀǊŜ ǎǘƻǊŜŘ ƛƴ ǘƘŜ ōǊƻǿǎŜǊ 

ǎǘƻǊŀƎŜΦ 

DŜƴŜǊŀǘŜ ŀ ƴŜǿ ŎƻƴŬƎΥ DŜƴŜǊŀǘŜǎ ŀƴŘ ŀǳǘƻƳŀǝŎŀƭƭȅ ŘƻǿƴƭƻŀŘǎ ŀ ŎƻƴŬƎ ŬƭŜΦ ¢Ƙƛǎ ŀƭƭƻǿǎ ǘƘŜ ǳǎŜǊ ǘƻ ǎƛƎƴ 

ǘƘƛǎ ŎƻƴŬƎ ŬƭŜ ǘƻ ŦǳǊǘƘŜǊ ƛƴŎǊŜŀǎŜ ǎŜŎǳǊƛǘȅΦ {ƛƎƴŜŘ ŎƻƴŬƎǎ Ŏŀƴ ōŜ ƳŀŘŜ ƳŀƴŘŀǘƻǊȅ ǳƴŘŜǊ сΦрΦрΦмΦмΦ 

!ǇǇƭȅ ŀ ƴŜǿ ŎƻƴŬƎΥ DŜƴŜǊŀǘŜǎ ŀ ŎƻƴŬƎ ŬƭŜ ŀƴŘ ǇǊŜǇŀǊŜǎ ǘƘŜ ƎŜƴŜǊŀǘŜŘ ŎƻƴŬƎ ŬƭŜ ŦƻǊ ŀƴ ǳǇƭƻŀŘΦ ¢ƘŜ ǳǎŜǊ ƛǎ 

ŀǳǘƻƳŀǝŎŀƭƭȅ ƴŀǾƛƎŀǘŜŘ ǘƻ ǘƘŜ ǳǇƭƻŀŘ ǇŀƎŜΦ 

5ƻǿƴƭƻŀŘ ŎƻƴŬƎΥ LƴǎǘŜŀŘ ƻŦ ƎŜƴŜǊŀǝƴƎ ŀ ƴŜǿ ŎƻƴŬƎ ŬƭŜΣ ƛǘ ŘƻǿƴƭƻŀŘǎ ŀƴ ŜȄƛǎǝƴƎ ŎƻƴŬƎ ŬƭŜ ŦǊƻƳ ǘƘŜ 

ǎŜǊǾŜǊΦ ¢ƘŜǊŜ ŀǊŜ ǘƘǊŜŜ ŎƻƴŬƎǳǊŀǝƻƴ ŬƭŜǎ ŀǾŀƛƭŀōƭŜ ŦƻǊ ŘƻǿƴƭƻŀŘΦ ¢ƘŜ ŎǳǊǊŜƴǘƭȅ ŀǇǇƭƛŜŘ ŎƻƴŬƎ ŀƴŘ ǘǿƻ 

ōŀŎƪǳǇ ŎƻƴŬƎ ŬƭŜǎΦ ¢ƘŜ ōŀŎƪǳǇ ŎƻƴŬƎ ŬƭŜǎ ŀǊŜ ŎǊŜŀǘŜŘ ŀǳǘƻƳŀǝŎŀƭƭȅΦ ¢ƘŜǎŜ ŀǊŜ ǘƘŜ ǘǿƻ ǇǊŜǾƛƻǳǎƭȅ 

ǳǇƭƻŀŘŜŘ ŎƻƴŬƎǎ όƛŦ ŀǾŀƛƭŀōƭŜύΦ 
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6.5.2.2 Upload 

6.5.2.2.1 Action 

¦ǇƭƻŀŘƛƴƎ ƴŜǿ ŎƻƴŬƎ ŬƭŜǎ ƛǎ ƳŀŘŜ ǇƻǎǎƛōƭŜ ƻƴ ǘƘƛǎ ǇŀƎŜΦ ¢ƘŜ ǇǊƻŎŜǎǎ ƛǎ ŘƛǾƛŘŜŘ ƛƴǘƻ ǘƘǊŜŜ ǎǘŜǇǎΣ ŜŀŎƘ ƻŦ 

ǘƘŜƳ Ƙŀǎ ŀ ŘƛũŜǊŜƴǘ ǾƛŜǿΦ 

!ƭƭ ǎǘŜǇǎ ŀǊŜ ŘƛǎǇƭŀȅŜŘ ƛƴ ǘƘŜ ǳǇǇŜǊ ŀǊŜŀ ƛƴ ǘƘŜ ŦƻǊƳ ƻŦ ŀ ǇǊƻƎǊŜǎǎ ōŀǊΦ .ȅ ŎƭƛŎƪƛƴƎ ƻƴ ǘƘŜ ǎǘŜǇ ƴǳƳōŜǊΣ ǳǎŜǊǎ 

Ŏŀƴ ƧǳƳǇ ōŀŎƪ ǘƻ ŀ ǇǊŜǾƛƻǳǎ ǎǘŜǇΦ 

 

{ǘŜǇ м 

Lƴ ǘƘŜ ŬǊǎǘ ǎǘŜǇΣ ǘƘŜ ǳǎŜǊ Ƴǳǎǘ ŎƘƻƻǎŜ ŀ ŎƻƴŬƎ ŬƭŜΣ ŜƛǘƘŜǊ ōȅ 5ǊŀƎ ŀƴŘ 5ǊƻǇ ƻŦ ǘƘŜ ŬƭŜ ǘƻ ǘƘŜ ǳǇƭƻŀŘ ŀǊŜŀ ƻǊ 

ōȅ ƻǇŜƴƛƴƎ ǘƘŜ ŬƭŜ ŜȄǇƭƻǊŜǊ ōȅ ŎƭƛŎƪƛƴƎ ƻƴ ǘƘŜ ǳǇƭƻŀŘ ŀǊŜŀ ŀƴŘ ǘƘŜƴ ǎŜƭŜŎǝƴƎ ǘƘŜ ŬƭŜΦ 

 
Figure 29 Drag and Drop config file 

 

LŦ ǎƛƎƴŜŘ ŎƻƴŬƎ ŬƭŜǎ ŀǊŜ ǊŜǉǳƛǊŜŘ όǎŜŜ сΦрΦрΦмΦмύ ǘƘŜ ǳǇƭƻŀŘŜŘ ŬƭŜ Ƙŀǎ ǘƻ ōŜ ƛƴ ǘƘŜ ½Lt ŬƭŜ ŦƻǊƳŀǘΦ ¢ƘŜ ½Lt ŬƭŜ 

Ƴǳǎǘ Ŏƻƴǘŀƛƴ ǘƘŜ ŎƻƴŬƎ ŬƭŜ όǘƘŜ ƴŀƳŜ Ƙŀǎ ǘƻ ōŜ ŎƻƴŬƎΦƧǎƻƴύ ŀƴŘ ǘƘŜ ŎƻǊǊŜǎǇƻƴŘƛƴƎ ǎƛƎƴŀǘǳǊŜ ŬƭŜ όǘƘŜ ƴŀƳŜ 

Ƙŀǎ ǘƻ ōŜ ŎƻƴŬƎΦǎƛƎύΦ ¢ƘŜ ǎƛƎƴŀǘǳǊŜ ŬƭŜ Ƙŀǎ ǘƻ ǳǎŜ {I!нрс ŀǎ ǘƘŜ ƳŜǎǎŀƎŜ ŘƛƎŜǎǘ ŀƭƎƻǊƛǘƘƳ ŀƴŘ tY/{Ім ǾмΦр 

ŀǎ ǘƘŜ ǇŀŘŘƛƴƎ ǎŎƘŜƳŜΦ 

Lƴ ŎŀǎŜ ǎƛƎƴŜŘ ŎƻƴŬƎǎ ŀǊŜ ƴƻǘ ǊŜǉǳƛǊŜŘΣ ƻƴƭȅ ǘƘŜ ŎƻƴŬƎ ŬƭŜ όŎƻƴŬƎΦƧǎƻƴύ Ƙŀǎ ǘƻ ōŜ ǳǇƭƻŀŘŜŘΦ 

LŦ ǘƘŜ ŬƭŜ ƛǎ ƴƻǘ ǾŀƭƛŘ ŀƴ ŜǊǊƻǊ ǘƻŀǎǘ όǎŜŜ рΦтύ ǿƛƭƭ ōŜ ǎƘƻǿƴ ǿƛǘƘ ŀ ŎƻǊǊŜǎǇƻƴŘƛƴƎ ŜǊǊƻǊ ƳŜǎǎŀƎŜΦ 
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{ǘŜǇ н 

!ƊŜǊ ǘƘŜ ŬƭŜ Ƙŀǎ ōŜŜƴ ŎƘƻǎŜƴΣ ǘƘŜ ǳǎŜǊ ǿƛƭƭ ōŜ ǘŀƪŜƴ ǘƻ ǎǘŜǇ нΦ !ƴ ƻǾŜǊǾƛŜǿ ƻŦ Ƙƻǿ ǘƘŜ ŘŜǾƛŎŜ ǿƛƭƭ ōŜ 

ŀũŜŎǘŜŘ ōȅ ǘƘŜ ƴŜǿ ŎƻƴŬƎǳǊŀǝƻƴ ƛǎ ŘƛǎǇƭŀȅŜŘ ƘŜǊŜΦ 

 

Figure 30 In this step an overview visualizing the config changes is presented 

 

 [ŀōŜƭ 5ŜǎŎǊƛǇǝƻƴ 

м {ŜƭŜŎǘŜŘ ŬƭŜ 

¢ƘŜ ƴŀƳŜ ƻŦ ǘƘŜ ŎǳǊǊŜƴǘƭȅ ǎŜƭŜŎǘŜŘ ŎƻƴŬƎ ŬƭŜΦ 

LŦ ǘƘŜ ǳǇƭƻŀŘ ǿŀǎ ǇŜǊŦƻǊƳŜŘ Ǿƛŀ ǘƘŜ Ϧ!ǇǇƭȅ ŀ ƴŜǿ ŎƻƴŬƎϦ ǎŜŎǝƻƴ όǎŜŜ сΦрΦнΦмΦмύΣ 
ǘƘŜ ǎŜƭŜŎǘŜŘ ŬƭŜ ƴŀƳŜ ǿƛƭƭ ōŜ ϦŀǳǘƻƳŀǝŎψƎŜƴŜǊŀǘŜŘψŎƻƴŬƎΦƧǎƻƴϦ 

н /ƘƻƻǎŜ ŀƴƻǘƘŜǊ ŬƭŜ .ȅ ǇǊŜǎǎƛƴƎ ǘƘƛǎ ōǳǧƻƴΣ ǘƘŜ ǳǎŜǊ ǊŜǘǳǊƴǎ ǘƻ ǘƘŜ ŬǊǎǘ ǎǘŜǇΦ 

о 5ŜǾƛŎŜ ¢ƘŜ ŘŜǾƛŎŜ ƴŀƳŜΦ 

п tƻǎƛǝƻƴ ¢ƘŜ Ǉƻǎƛǝƻƴ ƻŦ ǘƘŜ ŘŜǾƛŎŜΦ  

р {ǘŀǘǳǎ 
/ƘŀƴƎŜŘ ς ¢ƘŜ ƴŜǿ ŎƻƴŬƎ ŬƭŜ ǿƛƭƭ ŎƘŀƴƎŜ ǘƘŜ ŎƻƴŬƎǳǊŀǝƻƴ ƻƴ ǘƘƛǎ ŘŜǾƛŎŜΦ  

¦ƴŎƘŀƴƎŜŘ ς ¢ƘŜ ƴŜǿ ŎƻƴŬƎ ŬƭŜ ŘƻŜǎ ƴƻǘ ŀũŜŎǘ ǘƘƛǎ ŘŜǾƛŎŜΦ 
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с /ƻƴŬƎ 

tǊŜǎǎƛƴƎ ǘƘŜ ƛƴŦƻ ōǳǧƻƴ ƻǇŜƴǎ ŀ ǇƻǇǳǇ ǿƛǘƘ ŀ ŎƻƳǇŀǊƛǎƻƴ ǾƛŜǿ ƻŦ ǘƘŜ ŎǳǊǊŜƴǘ 
ŎƻƴŬƎ ŀƴŘ ǘƘŜ ŦǳǘǳǊŜ ŎƻƴŬƎΦ 

/ƘŀƴƎŜǎ ŀǊŜ ƛƴŘƛŎŀǘŜŘ ǿƛǘƘ ǘƘŜ ŎƻƭƻǊǎ ȅŜƭƭƻǿΣ ǊŜŘ ŀƴŘ ƎǊŜŜƴΦ 

¸Ŝƭƭƻǿ ƳŜŀƴǎ ǘƘŀǘ ŀƴ ŜȄƛǎǝƴƎ ǾŀƭǳŜ Ƙŀǎ ōŜŜƴ ŜŘƛǘŜŘΣ ǊŜŘ ǘƘŀǘ ǎƻƳŜǘƘƛƴƎ Ƙŀǎ ōŜŜƴ 
ǊŜƳƻǾŜŘ ŀƴŘ ƎǊŜŜƴ ǘƘŀǘ ǎƻƳŜǘƘƛƴƎ Ƙŀǎ ōŜŜƴ ŀŘŘŜŘΦ  
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{ǘŜǇ о 

{ǘŜǇ о ŘƛǎǇƭŀȅǎ ŜƛǘƘŜǊ ŀ ǎǳŎŎŜǎǎ ǊŜǎǳƭǘ ƻǊ ŀƴ ŜǊǊƻǊ ǊŜǎǳƭǘ ŀƊŜǊ ŀǇǇƭȅƛƴƎ ǘƘŜ ŎƻƴŬƎǳǊŀǝƻƴ ƛƴ ǎǘŜǇ нΦ Lƴ ŎŀǎŜ ƻŦ 

ŀƴ ŜǊǊƻǊΣ ǘƘŜ ǳǎŜǊ ǊŜŎŜƛǾŜǎ ŀ ŘŜǘŀƛƭŜŘ ŜǊǊƻǊ ƳŜǎǎŀƎŜ ŜȄǇƭŀƛƴƛƴƎ ǿƘȅ ǘƘŜ ŀŎǝƻƴ ǿŀǎ ƴƻǘ ǎǳŎŎŜǎǎŦǳƭΦ 

 
Figure 31 If the upload was successful, the restart controls are displayed 

 

LŦ ǘƘŜ ǳǇƭƻŀŘ ǿŀǎ ǎǳŎŎŜǎǎŦǳƭΣ ŀ ǊŜōƻƻǘ Ƴǳǎǘ ōŜ ƛƴƛǝŀǘŜŘ ŦƻǊ ǘƘŜ ŎƘŀƴƎŜǎ ǘƻ ǘŀƪŜ ŜũŜŎǘΦ IƻǿŜǾŜǊΣ ŀ ǊŜōƻƻǘ ƛǎ 

ƻƴƭȅ ƴŜŎŜǎǎŀǊȅ ŦƻǊ ǘƘŜ ōƻŀǊŘǎ ǘƘŀǘ ŀǊŜ ŀũŜŎǘŜŘ ōȅ ǘƘŜ ŎƻƴŬƎ ǳǇƭƻŀŘΦ ¢ƘŜ ōƻŀǊŘǎ ǘƘŀǘ ƴŜŜŘ ǘƻ ōŜ ǊŜōƻƻǘŜŘ 

Ŏŀƴ ōŜ ǎŜƭŜŎǘŜŘ ŦǊƻƳ ǘƘŜ 5ŜǾƛŎŜ ±ƛŜǿ ōȅ ŎƭƛŎƪƛƴƎ ƻƴ ǘƘŜ ŎƻǊǊŜǎǇƻƴŘƛƴƎ ōƻŀǊŘΦ {ŜƭŜŎǘŜŘ ōƻŀǊŘǎ ŀǊŜ 

ƘƛƎƘƭƛƎƘǘŜŘ ǿƛǘƘ ǘƘŜ ŀŎŎŜƴǘ ŎƻƭƻǊ ƻŦ ǘƘŜ ǘƘŜƳŜΦ !ƊŜǊ ǇǊŜǎǎƛƴƎ ǘƘŜ ǊŜōƻƻǘ ōǳǧƻƴΣ ŀ ǇŀƎŜ ŀǇǇŜŀǊǎ ǿƘŜǊŜ ǘƘŜ 

ǳǎŜǊ Ƙŀǎ ǘƻ ǿŀƛǘ ǳƴǝƭ ǘƘŜ ŘŜǾƛŎŜ ƛǎ ŘƻƴŜ ǿƛǘƘ ǘƘƛǎ ŀŎǝƻƴΦ hƴŎŜ ǘƘŜ ǊŜōƻƻǘ ƛǎ ŎƻƳǇƭŜǘŜΣ ǘƘŜ ǳǎŜǊ ǿƛƭƭ ōŜ 

ǊŜŘƛǊŜŎǘŜŘ ǘƻ ǘƘŜ ƭƻƎƛƴ ǇŀƎŜΦ 
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6.5.3 Firmware Update 

! ŬǊƳǿŀǊŜ ǳǇŘŀǘŜ ƻƴ ǘƘŜ ŘŜǾƛŎŜ ōȅ ǘƘŜ ǳǎŜǊ ƛǎ ƳŀŘŜ ǇƻǎǎƛōƭŜ ǳƴŘŜǊ ǘƘƛǎ ƛǘŜƳΦ 

6.5.3.1 Upload 

6.5.3.1.1 Action 

¢ƘŜ ǇǊƻŎŜǎǎ ƻŦ ǳǇƭƻŀŘƛƴƎ ŀ ƴŜǿ ŬǊƳǿŀǊŜ ƛǎ ǎƛƳƛƭŀǊ ǘƻ ǘƘŜ ŎƻƴŬƎ ǳǇƭƻŀŘΦ Lǘ ƛǎ ŀƭǎƻ ǎǇƭƛǘ ǳǇ ƛƴ ǘƘǊŜŜ ǎǘŜǇǎΣ 

ƛƴŘƛŎŀǘŜŘ ōȅ ŀ ǇǊƻƎǊŜǎǎ ōŀǊΦ 

LŦ ŀ ŬǊƳǿŀǊŜ ǳǇŘŀǘŜ ƛǎ ŀƭǊŜŀŘȅ ƛƴ ǇǊƻƎǊŜǎǎ ƻǊ ŜǾŜƴ ŎƻƳǇƭŜǘŜƭȅ ǳǇƭƻŀŘŜŘΣ ōǳǘ ŀ ǊŜǉǳƛǊŜŘ ǊŜǎǘŀǊǘ ƛǎ ƳƛǎǎƛƴƎ 

ǘƘƛǎ ŀŎǝƻƴ ƛǎ ŘƛǎŀōƭŜŘΦ 

 

{ǘŜǇ м 

hƴƭȅ ƻŶŎƛŀƭ ŬǊƳǿŀǊŜ ŬƭŜǎ ǇǊƻǾƛŘŜŘ ōȅ ƘƻǇŦ Ŏŀƴ ōŜ ǳǇƭƻŀŘŜŘΦ /ƘƻƻǎƛƴƎ ŀ ŬƭŜ ƛǎ ǎƛƳƛƭŀǊ ǘƻ ǎǘŜǇ м ƻŦ /ƻƴŬƎ 

¦ǇƭƻŀŘ όǎŜŜ сΦрΦнΦнΦмύΦ 

LŦ ǎƛƎƴŜŘ ǳǇŘŀǘŜ ŬƭŜǎ ŀǊŜ ǊŜǉǳƛǊŜŘ όǎŜŜ сΦрΦрΦмΦмύΣ ǊŜƴŀƳŜ ǘƘŜ ǳǇŘŀǘŜ ŬƭŜ ǘƻ ǳǇŘŀǘŜΦȊƛǇΣ ƎŜƴŜǊŀǘŜ ǘƘŜ 

ǎƛƎƴŀǘǳǊŜ ŦƻǊ ǘƘƛǎ ŬƭŜ ŀƴŘ ǎǘƻǊŜ ǘƘŜ ǎƛƎƴŀǘǳǊŜ ǿƛǘƘ ŬƭŜ ƴŀƳŜ ǳǇŘŀǘŜΦǎƛƎΦ DŜƴŜǊŀǘŜ ŀ ½LtπŬƭŜ ŎƻƴǘŀƛƴƛƴƎ 

ǳǇŘŀǘŜΦȊƛǇ ŀƴŘ ǳǇŘŀǘŜΦǎƛƎ ŀƴŘ ŎƘƻƻǎŜ ǘƘŀǘ ŬƭŜ ŦƻǊ ǘƘŜ ǳǇƭƻŀŘΦ ¢ƘŜ ǎƛƎƴŀǘǳǊŜ ŬƭŜ Ƙŀǎ ǘƻ ǳǎŜ {I!нрс ŀǎ ǘƘŜ 

ƳŜǎǎŀƎŜ ŘƛƎŜǎǘ ŀƭƎƻǊƛǘƘƳ ŀƴŘ tY/{Ім ǾмΦр ŀǎ ǘƘŜ ǇŀŘŘƛƴƎ ǎŎƘŜƳŜΦ 

Lƴ ŎŀǎŜ ǎƛƎƴŜŘ ǳǇŘŀǘŜǎ ŀǊŜ ƴƻǘ ǊŜǉǳƛǊŜŘΣ ƻƴƭȅ ǘƘŜ ǳǇŘŀǘŜ ŬƭŜ όǘƘŜ ŬƭŜ ǿƛǘƘƻǳǘ ŀ ŬƭŜ ŜƴŘƛƴƎύ Ƙŀǎ ǘƻ ōŜ 

ǳǇƭƻŀŘŜŘΦ 

 

  



 
 

 Customer Manual  hopf unified management application 
   v12.00 66 / 186 

{ǘŜǇ н 

Lƴ ǎǘŜǇ нΣ ǘƘŜ ǳǎŜǊ ƛǎ ǇǊŜǎŜƴǘŜŘ ǿƛǘƘ ŀƴ ƻǾŜǊǾƛŜǿ ƻŦ ǘƘŜ ǎŜƭŜŎǘŜŘ ŬǊƳǿŀǊŜ ŬƭŜΦ Lǘ ƎƛǾŜǎ ǘƘŜ ǳǎŜǊ ŘŜǘŀƛƭǎ ŀōƻǳǘ 

ǘƘŜ ǳǇƭƻŀŘŜŘ ŬǊƳǿŀǊŜ ŬƭŜΦ ±ƛŀ tŜǊŦƻǊƳ ¦ǇŘŀǘŜ ǘƘŜ ōƻŀǊŘǎ ǘƘŀǘ ǎƘƻǳƭŘ ōŜ ǳǇŘŀǘŜŘ Ŏŀƴ ōŜ ǎŜƭŜŎǘŜŘΣ ƛŦ ǘƘŜȅ 

ŀǊŜ ŀũŜŎǘŜŘ ōȅ ǘƘŜ ǳǇŘŀǘŜΦ 

  
Figure 32 In this step an overview visualizing the structure of the firmware file is presented 

 

tŜǊŦƻǊƳ ¦ǇŘŀǘŜ ǘƻƎƎƭŜ ōǳǧƻƴ 

ǊŜǇǊŜǎŜƴǘŀǝƻƴ 

5ŜǎŎǊƛǇǝƻƴ 

 
.ƻŀǊŘ ƛǎ ƴƻǘ ŀũŜŎǘŜŘ ōȅ ǘƘŜ ŬǊƳǿŀǊŜ ǳǇŘŀǘŜΦ ¦ǇŘŀǘŜ ƻŦ ǘƘŜ 

ōƻŀǊŘ Ŏŀƴƴƻǘ ōŜ ŜƴŀōƭŜŘ 

 
.ƻŀǊŘ ƛǎ ŀũŜŎǘŜŘ ōȅ ǘƘŜ ŬǊƳǿŀǊŜ ǳǇŘŀǘŜ ŀƴŘ ǿƛƭƭ ƴƻǘ ōŜ 

ǳǇŘŀǘŜŘ ŀƊŜǊ ŎƭƛŎƪƛƴƎ ǘƘŜ !ǇǇƭȅ ōǳǧƻƴ 

 
.ƻŀǊŘ ƛǎ ŀũŜŎǘŜŘ ōȅ ǘƘŜ ŬǊƳǿŀǊŜ ǳǇŘŀǘŜ ŀƴŘ ǿƛƭƭ ōŜ ǳǇŘŀǘŜŘ 

ŀƊŜǊ ŎƭƛŎƪƛƴƎ ǘƘŜ !ǇǇƭȅ ōǳǧƻƴ 
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{ǘŜǇ о 

LŦ ǘƘŜ ǳǇƭƻŀŘ ǿŀǎ ǎǳŎŎŜǎǎŦǳƭΣ ŀ ǊŜōƻƻǘ ƛǎ ƛƴƛǝŀǘŜŘ ŀǳǘƻƳŀǝŎŀƭƭȅΦ ¢ƘŜ ǳǎŜǊ ƛǎ ǊŜŘƛǊŜŎǘŜŘ ǘƻ ŀ ǇŀƎŜ ǿƘŜǊŜ ƘŜ 

Ƙŀǎ ǘƻ ǿŀƛǘ ǳƴǝƭ ǘƘŜ ŘŜǾƛŎŜ Ƙŀǎ ǇŜǊŦƻǊƳŜŘ ǘƘŜ ǊŜōƻƻǘ ŀŎǝƻƴΦ 

LŦ ǘƘŜ ǳǇƭƻŀŘ Ƙŀǎ ƴƻǘ ōŜŜƴ ǎǳŎŎŜǎǎŦǳƭΣ ŀƴ ŜǊǊƻǊ ǊŜǎǳƭǘ ǇŀƎŜ ǿƛƭƭ ōŜ ŘƛǎǇƭŀȅŜŘΦ  

 

bƻǝŎŜΥ aŀƧƻǊ ǳǇŘŀǘŜǎ Ƴŀȅ ŎƘŀƴƎŜ ƘǳƳŀϯ ǘƻ ǎǳŎƘ ŀƴ ŜȄǘŜƴǘ ǘƘŀǘ ŀ ƘŀǊŘ ǊŜƭƻŀŘ Ƴŀȅ ōŜ ǊŜǉǳƛǊŜŘ ŀƊŜǊ ǘƘŜ 

ǳǇŘŀǘŜΦ ¢Ƙƛǎ Ŏŀƴ ōŜ ŘƻƴŜ ōȅ ǇǊŜǎǎƛƴƎ ᶑ {ƘƛƊ Ҍ Cр ƛƴ DƻƻƎƭŜ /ƘǊƻƳŜ ŀƴŘ aƻȊƛƭƭŀ CƛǊŜŦƻȄΦ 
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6.5.4 User Management 

¢ƘŜ ƛǘŜƳ Ϧ¦ǎŜǊ aŀƴŀƎŜƳŜƴǘϦ Ŏƻƴǎƛǎǘǎ ƻŦ ǇŀƎŜǎ ǘƘŀǘ ǘŀƪŜ ŎŀǊŜ ƻŦ ǘƘŜ ŀŘƳƛƴƛǎǘǊŀǝƻƴ ƻŦ ŀƭƭ ǳǎŜǊǎΦ 

6.5.4.1 Roles 

wƻƭŜǎ ŀǊŜ ŀ ǎŜǘ ƻŦ ǇŜǊƳƛǎǎƛƻƴǎ όǊƛƎƘǘǎύ ǘƘŀǘ Ŏŀƴ ōŜ ŀǎǎƛƎƴŜŘ ǘƻ ŀ ǳǎŜǊΦ Lƴ ƘǳƳŀϯ ŀ ǳǎŜǊ Ŏŀƴ ƘŀǾŜ ƳǳƭǝǇƭŜ 

ǊƻƭŜǎΦ ¢ƘŜ ǇŜǊƳƛǎǎƛƻƴǎ ƻŦ ŀƭƭ ǊƻƭŜǎ ƘŜƭŘ ōȅ ŀ ǳǎŜǊ ŀǊŜ ǎƛƳǇƭȅ ƳŜǊƎŜŘ ǘƻƎŜǘƘŜǊΦ 

 

6.5.4.1.1 Config 

hƴ ǘƘƛǎ ŎƻƴŬƎ ǇŀƎŜ ǳǎŜǊ ǊƻƭŜǎ Ŏŀƴ ōŜ ŀŘŘŜŘΣ ǊŜƳƻǾŜŘ ŀƴŘ ƳƻŘƛŬŜŘΦ 

 

Figure 33 User roles 

 

 [ŀōŜƭ 5ŜǎŎǊƛǇǝƻƴ 

м 5ŜƭŜǘŜ .ǳǧƻƴ tǊŜǎǎƛƴƎ ǘƘƛǎ ōǳǧƻƴ ǿƛƭƭ ǊŜƳƻǾŜ ǘƘŜ ǊƻƭŜΦ 

н !ŘŘ ǊƻƭŜ tǊŜǎǎƛƴƎ ǘƘƛǎ ōǳǧƻƴ ǿƛƭƭ ŀŘŘ ŀ ƴŜǿ ǊƻƭŜΦ 
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LƴǇǳǘ [ŀōŜƭ 5ŜǎŎǊƛǇǝƻƴ 

5ƛǎǇƭŀȅ L9/ смурл 
ǇŜǊƳƛǎǎƛƻƴǎ 

¢Ƙƛǎ ǎŜǩƴƎ ǿƛƭƭ ŘƛǎǇƭŀȅ ǘƘŜ ƻŶŎƛŀƭ L9/ смурл ǇŜǊƳƛǎǎƛƻƴ ƴŀƳŜǎ ƛƴǎǘŜŀŘ ƻŦ ǘƘŜ ŘŜŦŀǳƭǘ 
ǇŜǊƳƛǎǎƛƻƴ ƴŀƳŜǎΦ CǳƴŘŀƳŜƴǘŀƭƭȅΣ ǘƘŜȅ ŀǊŜ ōǳƛƭǘ ƻƴ ǘƘŜ ǎŀƳŜ ǎŜǘ ƻŦ ǘƘŜ ǊƛƎƘǘǎΦ 

¢ƘŜ ŦƻƭƭƻǿƛƴƎ ƭƛǎǘ ŜȄǇƭŀƛƴǎ Ƙƻǿ L9/ смурл ǇŜǊƳƛǎǎƛƻƴǎ ŎƻƳǇŀǊŜ ǘƻ ǎǘŀƴŘŀǊŘ 
ǇŜǊƳƛǎǎƛƻƴǎΥ 
 
w9!5±![¦9{ Ґ wŜŀŘ ǎǘŀǘǳǎ Ҍ wŜŀŘ ŎƻƴŬƎ 

/hbCLD Ґ 9Řƛǘ ŎƻƴŬƎ 

w9thw¢LbD Ґ [ƻƎ ŀŎǝƻƴ 

/hb¢wh[ Ґ ¢ǊƛƎƎŜǊ ŀŎǝƻƴ 

5!¢!{9¢ Ґ [ƻƎ ŀŎǝƻƴ Ҍ ¢ǊƛƎƎŜǊ ŀŎǝƻƴ 

bŀƳŜ ¢ƘŜ ŜŘƛǘŀōƭŜ ǊƻƭŜ ƴŀƳŜΦ 

wŜŀŘ ǎǘŀǘǳǎ 
!ƭƭƻǿǎ ǘƘŜ ǳǎŜǊ ǘƻ ǾƛŜǿ ǎǘŀǘǳǎ ǇŀƎŜǎΦ 

¦ǎŜǊǎ ŎŀƴΩǘ ŀũŜŎǘ ǘƘŜ ŘŜǾƛŎŜ ǿƛǘƘ ǘƘƛǎ ǇŜǊƳƛǎǎƛƻƴΦ 

wŜŀŘ ŎƻƴŬƎ 
!ƭƭƻǿǎ ǘƘŜ ǳǎŜǊ ǘƻ ǾƛŜǿ ŎƻƴŬƎ ǇŀƎŜǎΦ 

¦ǎŜǊǎ ŎŀƴΩǘ ŀũŜŎǘ ǘƘŜ ŘŜǾƛŎŜ ǿƛǘƘ ǘƘƛǎ ǇŜǊƳƛǎǎƛƻƴΦ 

9Řƛǘ ŎƻƴŬƎ 

!ƭƭƻǿǎ ǘƘŜ ǳǎŜǊ ǘƻ ŜŘƛǘ ǾŀƭǳŜǎ ƻƴ ŎƻƴŬƎ ǇŀƎŜǎΦ ¢ƘŜ Ϧ9Řƛǘ ŎƻƴŬƎϦ ǊƛƎƘǘ Ƙŀǎ ƴƻ ŘƛǊŜŎǘ 
ƛƴƅǳŜƴŎŜ ƻƴ ǘƘŜ ŘŜǾƛŎŜΣ ōŜŎŀǳǎŜ ƛƴ ƻǊŘŜǊ ǘƻ ŎƘŀƴƎŜ ǘƘŜ ŘŜǾƛŎŜ ŎƻƴŬƎΣ ǘƘŜ ǳǎŜǊ Ƴǳǎǘ 
ǳǇƭƻŀŘ ŀ ƴŜǿ ŎƻƴŬƎΦ ¦ǇƭƻŀŘƛƴƎ ŀ ƴŜǿ ŎƻƴŬƎ ƛǎ ƻƴƭȅ ǇƻǎǎƛōƭŜ ǿƛǘƘ ǘƘŜ Ϧ¢ǊƛƎƎŜǊ ŀŎǝƻƴϦ 
ǊƛƎƘǘΦ 

¦ǎŜǊǎ ŎŀƴΩǘ ŀũŜŎǘ ǘƘŜ ŘŜǾƛŎŜ ǿƛǘƘ ǘƘƛǎ ǇŜǊƳƛǎǎƛƻƴΦ 

[ƻƎ ŀŎǝƻƴ 
!ƭƭƻǿǎ ǘƘŜ ǳǎŜǊ ǘƻ ŀŎƪƴƻǿƭŜŘƎŜ ŀƴŘ ŘŜƭŜǘŜ ƭƻƎ ŜƴǘǊƛŜǎΦ 

¦ǎŜǊǎ Ŏŀƴ ŀũŜŎǘ ǘƘŜ ŘŜǾƛŎŜ ǿƛǘƘ ǘƘƛǎ ǇŜǊƳƛǎǎƛƻƴ ǎƭƛƎƘǘƭȅΦ 

¢ǊƛƎƎŜǊ ŀŎǝƻƴ 
!ƭƭƻǿǎ ǘƘŜ ǳǎŜǊ ǘƻ ǾƛŜǿ ŀŎǝƻƴ ǇŀƎŜǎ ŀƴŘ ǘǊƛƎƎŜǊ ŀŎǝƻƴǎΦ 

¦ǎŜǊǎ Ŏŀƴ ŀũŜŎǘ ǘƘŜ ŘŜǾƛŎŜ ǿƛǘƘ ǘƘƛǎ ǇŜǊƳƛǎǎƛƻƴΦ 
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6.5.4.2 Local Users 

tŀƎŜǎ ŦƻǊ ŀŘƳƛƴƛǎǘŜǊƛƴƎ ǳǎŜǊǎ ǿƘƻ ŀǊŜ ƘŀƴŘƭŜŘ ƻƴ ǘƘŜ ŘŜǾƛŎŜ ŀƴŘ ƴƻǘ ƻƴ ŀƴ ŜȄǘŜǊƴŀƭ ŀǳǘƘƻǊƛȊŀǝƻƴ ǎȅǎǘŜƳ 

ǎǳŎƘ ŀǎ wŀŘƛǳǎ ŀǊŜ ƭƻŎŀǘŜŘ ǳƴŘŜǊ Ϧ[ƻŎŀƭ ¦ǎŜǊǎϦΦ 

6.5.4.2.1 Action 

hƴ ǘƘƛǎ ŀŎǝƻƴ ǇŀƎŜ ŀ ǳǎŜǊ Ŏŀƴ ŎƘŀƴƎŜ ǘƘŜ ǇŀǎǎǿƻǊŘ ƻŦ ƭƻŎŀƭ ǳǎŜǊǎΦ ¢ƻ Řƻ ǘƘƛǎΣ ǘƘŜ ŘŜǎƛǊŜŘ ǳǎŜǊ Ƴǳǎǘ ōŜ 

ǎŜƭŜŎǘŜŘ ŀƴŘ ǘƘŜ ƴŜǿ ǇŀǎǎǿƻǊŘ ŜƴǘŜǊŜŘ ǘǿƛŎŜ ǘƻ ŜƴǎǳǊŜ ŎƻǊǊŜŎǘ ƛƴǇǳǘΦ 

hƴƭȅ ŀƭǇƘŀƴǳƳŜǊƛŎ ŀƴŘ ŦƻƭƭƻǿƛƴƎ ŎƘŀǊŀŎǘŜǊǎ ŀǊŜ ŀŎŎŜǇǘŜŘ ǿƘŜƴ ŜƴǘŜǊƛƴƎ ǘƘŜ ǇŀǎǎǿƻǊŘΥ  

ψ π ϝ Η κ Ґ Κ ώ ϐ Φ Ϫ 

¢ƘŜ ƴǳƳōŜǊ ƻŦ ŎƘŀǊŀŎǘŜǊǎ Ƙŀǎ ǘƻ ōŜ ōŜǘǿŜŜƴ с ŀƴŘ нлΦ 

 
Figure 34 Changing password of the user "administrator" 
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6.5.4.2.2 Config 

¢Ƙƛǎ ǇŀƎŜ ŀƭƭƻǿǎ ŀǎǎƛƎƴƛƴƎ ǎǇŜŎƛŬŎ ǊƻƭŜǎ ǘƻ ŀ ƭƻŎŀƭ ǳǎŜǊΦ ! ǳǎŜǊ Ŏŀƴ ƻŎŎǳǇȅ ǎŜǾŜǊŀƭ ǊƻƭŜǎ ŀǘ ƻƴŎŜΦ 

¢ƘŜǊŜ ŀǊŜ р ǇǊŜŘŜŬƴŜŘ ǳǎŜǊǎΦ ¢ƘŜ ƴǳƳōŜǊ ƻŦ ǳǎŜǊǎ Ŏŀƴƴƻǘ ōŜ ŎƘŀƴƎŜŘΣ ōǳǘ ǳǎŜǊǎ Ŏŀƴ ōŜ ŘŜŀŎǝǾŀǘŜŘΦ 

5ŜŀŎǝǾŀǝƴƎ ŀ ǳǎŜǊ ǿƻǊƪǎ ōȅ ŀǎǎƛƎƴƛƴƎ ƻƴŜ ǊƻƭŜ ǘƻ ǘƘŜ ǳǎŜǊ ŦƻǊ ǿƘƛŎƘ ƴƻ ǇŜǊƳƛǎǎƛƻƴǎ ŀǊŜ ŜƴŀōƭŜŘΦ 

 
Figure 35 In this example the installer user has two roles 

 

¢ŀōƭŜ /ƻƭǳƳƴ [ŀōŜƭ 5ŜǎŎǊƛǇǝƻƴ 

¦ǎŜǊƴŀƳŜ ¢ƘŜ ǇǊŜŘŜŬƴŜŘ ŀƴŘ ŬȄŜŘ ǳǎŜǊƴŀƳŜΦ 

bǳƳōŜǊ ƻŦ ǊƻƭŜǎ 

! ǊƻƭŜ ǎŜƭŜŎǘƻǊ Ŏŀƴ ōŜ ŀŘŘŜŘ ǘƻ ŀ ǳǎŜǊ ōȅ ǇǊŜǎǎƛƴƎ ǘƘŜ Ǉƭǳǎ ōǳǧƻƴ ƻǊ ǊŜƳƻǾŜŘ ōȅ 
ǇǊŜǎǎƛƴƎ ǘƘŜ Ƴƛƴǳǎ ōǳǧƻƴΦ 

9ŀŎƘ ǳǎŜǊ Ƴǳǎǘ ƘŀǾŜ ŀǘ ƭŜŀǎǘ ƻƴŜ ǊƻƭŜΦ !ǎǎƛƎƴ ŀ ǊƻƭŜ ǿƛǘƘƻǳǘ ǇŜǊƳƛǎǎƛƻƴǎ ǘƻ ŘŜŀŎǝǾŀǘŜ 
ǘƘŜ ǳǎŜǊΦ 

wƻƭŜǎ 9ŀŎƘ ǎŜƭŜŎǘƻǊ ŀƭƭƻǿǎ ŎƘƻƻǎƛƴƎ ŀ ǎǇŜŎƛŬŎ ǊƻƭŜ ŦƻǊ ŀ ǳǎŜǊΦ 
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6.5.4.3 Login  

6.5.4.3.1 Config 

!ƭƭ ǎŜǩƴƎǎ ǘƻ ǎŜƭŜŎǘ ǘƘŜ ŘŜǎƛǊŜŘ ƭƻƎƛƴ ǎŎƘŜƳŜ Ŏŀƴ ōŜ ŦƻǳƴŘ ƘŜǊŜΦ  

 
Figure 36 In this example RADIUS is selected for HTTP/S 

 

LƴǇǳǘ [ŀōŜƭ 5ŜǎŎǊƛǇǝƻƴ 

I¢¢tκ{ ƭƻƎƛƴ ƳŜǘƘƻŘ ¢Ƙƛǎ ǎŜǩƴƎ ǎǇŜŎƛŬŜǎ ǘƘŜ ƭƻƎƛƴ ƳŜǘƘƻŘ ŦƻǊ I¢¢tκ{Φ 

{{I ƭƻƎƛƴ ƳŜǘƘƻŘ ¢Ƙƛǎ ǎŜǩƴƎ ǎǇŜŎƛŬŜǎ ǘƘŜ ƭƻƎƛƴ ƳŜǘƘƻŘ ŦƻǊ {{IΦ 

[ƻŎŀƭ ŀǎ ŦŀƭƭōŀŎƪ 

LŦ ǘƘŜ ƻǇǝƻƴ Ϧ[ƻŎŀƭ ŘŜǾƛŎŜϦ ǿŀǎ ƴƻǘ ǎŜƭŜŎǘŜŘ ƛƴ ǘƘŜ I¢¢t ƭƻƎƛƴ ƳŜǘƘƻŘ ƻǊ {{I ƭƻƎƛƴ 
ƳŜǘƘƻŘ ŎƻƳǇƻƴŜƴǘǎΣ ǘƘŜ ƭƻŎŀƭ ŘŜǾƛŎŜ ƛǎ ǎǝƭƭ ƻũŜǊŜŘ ŀǎ ŀ ŦŀƭƭōŀŎƪ ƻǇǝƻƴΦ 

¢ƘŜ ŦŀƭƭōŀŎƪ ƻŎŎǳǊǎ ǿƘŜƴ ǘƘŜ ŎƻǊǊŜǎǇƻƴŘƛƴƎ w!5L¦{ ƻǊ [5!t ǎŜǊǾƛŎŜ ƛǎ ƴƻǘ ǊŜŀŎƘŀōƭŜ 
όǝƳŜƻǳǘύΦ 
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/ǳǊǊŜƴǘƭȅ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ƭƻƎƛƴ ƳŜǘƘƻŘǎ ŀǊŜ ǎǳǇǇƻǊǘŜŘΥ 

 

6.5.4.3.1.1 Local Device 

!ǳǘƘŜƴǝŎŀǝƻƴ ŀƴŘ ŀǳǘƘƻǊƛȊŀǝƻƴ ŀǊŜ ōŀǎŜŘ ƻƴ ǳǎŜǊǎ ŀƴŘ ǊƛƎƘǘǎ ǎǘƻǊŜŘ ƻƴ ǘƘŜ ŘŜǾƛŎŜΦ 

 

6.5.4.3.1.2 RADIUS 

wŜƳƻǘŜ !ǳǘƘŜƴǝŎŀǝƻƴ 5ƛŀƭπLƴ ¦ǎŜǊ {ŜǊǾƛŎŜ όw!5L¦{ύ ƛǎ ŀ ƴŜǘǿƻǊƪƛƴƎ ǇǊƻǘƻŎƻƭΣ ǘƘŀǘ ǇǊƻǾƛŘŜǎ ŎŜƴǘǊŀƭƛȊŜŘ 

!ǳǘƘŜƴǝŎŀǝƻƴΣ !ǳǘƘƻǊƛȊŀǝƻƴ ŀƴŘ !ŎŎƻǳƴǝƴƎ ƳŀƴŀƎŜƳŜƴǘΦ 

¢ƘŜ ƛƴŦƻǊƳŀǝƻƴ ǿƘƛŎƘ ǊƻƭŜǎ ŀǊŜ ŀǎǎƛƎƴŜŘ ǘƻ ŀ ƎƛǾŜƴ ǳǎŜǊ ƛǎ ǘǊŀƴǎƳƛǧŜŘ ŀǎ ŀ ǎǘǊƛƴƎ Ǿƛŀ ǘƘŜ ϦŬƭǘŜǊπƛŘϦ ŀǧǊƛōǳǘŜ 

ƛƴ ǘƘŜ ǊŀŘƛǳǎ !//9{{π!//9t¢ ǊŜǎǇƻƴǎŜΦ LŦ ƳǳƭǝǇƭŜ ǊƻƭŜǎ ƴŜŜŘ ǘƻ ōŜ ŀǎǎƛƎƴŜŘΣ ǘƘŜȅ Ƴǳǎǘ ōŜ ǘǊŀƴǎƳƛǧŜŘ 

ŎƻƳƳŀπǎŜǇŀǊŀǘŜŘΦ ό¢Ƙƛǎ ōŜƘŀǾƛƻǳǊ ŎƘŀƴƎŜǎ ǿƘŜƴ ϦL9/ смурлϦ ƛǎ ǎŜƭŜŎǘŜŘΣ ǎŜŜ ǘŀōƭŜ ōŜƭƻǿύΦ CƻǊ ŜȄŀƳǇƭŜΣ ƛŦ 

ǘƘŜ ǳǎŜǊ ϦƳŀƛƴǘϦ ǎƘŀƭƭ ƘŀǾŜ ǘƘŜ ǘǿƻ ǊƻƭŜǎ ϦŎƻƴŬƎϦ ŀƴŘ ϦǾƛŜǿϦΣ ǘƘŜ ŬƭǘŜǊπƛŘ ǎǘǊƛƴƎ ƛƴ ǘƘŜ !//9{{π!//9t¢ 

ǊŜǎǇƻƴǎŜ ƴŜŜŘǎ ǘƻ ōŜ ϦŎƻƴŬƎΣǾƛŜǿϦΦ 

LŦ w!5L¦{ ƛǎ ǎŜƭŜŎǘŜŘ ŀǎ ƭƻƎƛƴ ƳŜǘƘƻŘΣ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǎŜǩƴƎǎ ǿƛƭƭ ŀǇǇŜŀǊΥ 

 

Figure 37 RADIUS config page 
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LƴǇǳǘ [ŀōŜƭ 5ŜǎŎǊƛǇǝƻƴ 

!ǳǘƘ ƳŜǘƘƻŘ 
¢ƘŜ ŀǳǘƘ ƳŜǘƘƻŘ Ŏŀƴ ōŜ ǎŜǘ ǘƻ t!t όtŀǎǎǿƻǊŘ !ǳǘƘŜƴǝŎŀǝƻƴ tǊƻǘƻŎƻƭύ ƻǊ 9!t 
ό9ȄǘŜƴǎƛōƭŜ !ǳǘƘŜƴǝŎŀǝƻƴ tǊƻǘƻŎƻƭύΦ 5ŜǇŜƴŘƛƴƎ ƻƴ ǘƘŜ ǎŜƭŜŎǘŜŘ !ǳǘƘ ƳŜǘƘƻŘ ǘƘŜ 
ǎǳōǎŜŎǝƻƴ Ϧt!tϦ ƻǊ Ϧ9!tϦ ǿƛƭƭ ōŜ ŜƴŀōƭŜŘΦ 

{ŜǊǾŜǊ ¢Ƙƛǎ ǎŜǩƴƎ ǎǇŜŎƛŬŜǎ ǘƘŜ ƴŜǘǿƻǊƪ ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ w!5L¦{ ǎŜǊǾŜǊΦ 

{ƘŀǊŜŘ ǎŜŎǊŜǘ ¦ǎŜŘ ǘƻ ǎŜŎǳǊŜ ǘƘŜ ŎƻƳƳǳƴƛŎŀǝƻƴ ōŜǘǿŜŜƴ ǘƘŜ ǎȅǎǘŜƳ ŀƴŘ ǘƘŜ ǊŀŘƛǳǎ ǎŜǊǾŜǊΦ 

¢ƛƳŜƻǳǘ ¢ƛƳŜƻǳǘ ŀƊŜǊ ǿƘƛŎƘ ŀ ǊŀŘƛǳǎ ǊŜǉǳŜǎǘ ǿƛƭƭ ōŜ ŎƻƴǎƛŘŜǊŜŘ ŦŀƛƭŜŘΦ 

L9/ смурл 
LŦ ŜƴŀōƭŜŘΣ ǊŜŎŜƛǾŜ ǊŀŘƛǳǎ ŀǳǘƘŜƴǝŎŀǝƻƴ ǘƻƪŜƴǎ ŀŎŎƻǊŘƛƴƎ ǘƻ ǘƘŜ ƳŜƴǝƻƴŜŘ ǎǘŀƴŘŀǊŘΦ 
LŦ ŘƛǎŀōƭŜŘΣ ǊŜŎŜƛǾŜ ǳǎŜǊ ǊƻƭŜǎ Ǿƛŀ ǊŀŘƛǳǎ ŀǧǊƛōǳǘŜ ϦŬƭǘŜǊπƛŘϦ όŎƻƳƳŀ ǎŜǇŀǊŀǘŜŘύΦ 

!ǊŜŀ ƻŦ ǊŜǎǇƻƴǎƛōƛƭƛǘȅ 
5ŜŬƴŜǎ ǘƘŜ ŀǊŜŀ ƻŦ ǊŜǎǇƻƴǎƛōƛƭƛǘȅ ŦƻǊ ǊŀŘƛǳǎ ŀǳǘƘŜƴǝŎŀǝƻƴ ǘƻƪŜƴǎ ŀŎŎƻǊŘƛƴƎ ǘƻ 
L9/смурлΦ wƻƭŜǎ ǿƘƛŎƘ ŀǊŜ ƴƻǘ ǿƛǘƘƛƴ ǘƘŜ ŀǊŜŀ ƻŦ ǊŜǎǇƻƴǎƛōƛƭƛǘȅ ǿƛƭƭ ōŜ ƛƎƴƻǊŜŘΦ 

{ŜǊǾŜǊ ŎŜǊǝŬŎŀǘŜ 
όƻǇǝƻƴŀƭύ 

¦ǇƭƻŀŘ ǘƘŜ ǎŜǊǾŜǊ ŎŜǊǝŬŎŀǘŜ ƘŜǊŜ ƛŦ ǘƘŜ ǎŜǊǾŜǊ ŎŜǊǝŬŎŀǘŜ ƻŦ ǘƘŜ w!5L¦{ ǎŜǊǾŜǊ ƛǎ ƴƻǘ 
ǘǊǳǎǘŜŘ όŜΦƎΦΣ ǎŜƭŦπǎƛƎƴŜŘύΦ ¢Ƙƛǎ ƻǇǝƻƴ ƛǎ ƻƴƭȅ ŀǾŀƛƭŀōƭŜ ƛŦ 9!t ƛǎ ǳǎŜŘΦ 
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9ȄŀƳǇƭŜ ǿƛǘƘ ²ƛƴŘƻǿǎ {ŜǊǾŜǊ нлмфΥ 

мΦ tǊŜǇŀǊŜ !ŎǝǾŜ 5ƛǊŜŎǘƻǊȅ ¦ǎŜǊǎ ŀƴŘ /ƻƳǇǳǘŜǊǎ 

 

Figure 38 An example of the RADIUS user configuration 

/ǊŜŀǘŜ ŀ ƎǊƻǳǇ ƻŦ ŀǳǘƘƻǊƛȊŜŘ ǳǎŜǊǎ ǘƻ ŀǳǘƘŜƴǝŎŀǘŜ ǿƛǘƘ w!5L¦{ όƛƴ ǘƘŜ ŀōƻǾŜ ŬƎǳǊŜ ǘƘŜ ƎǊƻǳǇ ƛǎ w!5L¦{π

¢9{¢πDwh¦tύ 

!ŘŘ ŀ ǳǎŜǊ ǘƻ ǘƘŜ ǊŀŘƛǳǎ ƎǊƻǳǇ όƛƴ ǘƘŜ ŀōƻǾŜ ŬƎǳǊŜ wŀŘƛǳǎ¢Ŝǎǘ¦ǎŜǊύ 

 

нΦ Lƴǎǘŀƭƭŀǝƻƴ ƻŦ ǘƘŜ w!5L¦{ ǎŜǊǾƛŎŜ 

Lƴǎǘŀƭƭ ǘƘŜ bŜǘǿƻǊƪ tƻƭƛŎȅ ŀƴŘ !ŎŎŜǎǎ {ŜǊǾƛŎŜǎ ǎŜǊǾŜǊ ǊƻƭŜ ŀƴŘ ǊŜōƻƻǘ ǘƘŜ ǎŜǊǾŜǊ ƛŦ ƴŜŎŜǎǎŀǊȅΦ 

 

оΦ /ƻƴŬƎǳǊŀǝƻƴ ƻŦ ǘƘŜ w!5L¦{ ǎŜǊǾƛŎŜ 

{ǘŀǊǘ ϥ²ƛƴŘƻǿǎ !ŘƳƛƴƛǎǘǊŀǝǾŜ ¢ƻƻƭǎϥ κ ϥbŜǘǿƻǊƪ tƻƭƛŎȅ {ŜǊǾŜǊϥ 

wŜƎƛǎǘŜǊ ȅƻǳǊ w!5L¦{ ǎŜǊǾŜǊ ƛƴ !ŎǝǾŜ 5ƛǊŜŎǘƻǊȅ ǎƻ ǘƘŀǘ ƛǘ Ŏŀƴ ǉǳŜǊȅ ǘƘŜ ǳǎŜǊ ŀƴŘ ƎǊƻǳǇ ŘŀǘŀōŀǎŜΦ 

Lƴ bŜǘǿƻǊƪ tƻƭƛŎȅ {ŜǊǾŜǊΣ ǊƛƎƘǘπŎƭƛŎƪ bt{ ό[ƻŎŀƭύ ŀƴŘ ŎƭƛŎƪ wŜƎƛǎǘŜǊ {ŜǊǾŜǊ ƛƴ !ŎǝǾŜ 5ƛǊŜŎǘƻǊȅΦ 

оΦмΦ /ǊŜŀǘŜ ŀ ƴŜǿ ƴŜǘǿƻǊƪ ǇƻƭƛŎȅ 

Dƻ ǘƻ ǘƘŜ bŜǘǿƻǊƪ tƻƭƛŎƛŜǎ ǇŀƎŜ ǳƴŘŜǊ bŜǘǿƻǊƪ tƻƭƛŎȅ {ŜǊǾŜǊ ŀƴŘ ŀŘŘ ŀ ǇƻƭƛŎȅ ŦƻǊ ǘƘŜ w!5L¦{ ŀŎŎŜǎǎ ƻŦ ǘƘŜ 

ƘǳƳŀϯ ŘŜǾƛŎŜΦ 
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Lƴ bŜǘǿƻǊƪ tƻƭƛŎȅ {ŜǊǾŜǊΣ ǊƛƎƘǘ ŎƭƛŎƪ ƻƴ ǘƘŜ ϥbt{ ό[ƻŎŀƭύϥ κ ϥtƻƭƛŎƛŜǎϥ κ bŜǘǿƻǊƪ tƻƭƛŎƛŜǎ ōǊŀƴŎƘ ŀƴŘ ǎŜƭŜŎǘ 

ϥbŜǿϥ 

9ƴǘŜǊ ŀ ϥtƻƭƛŎȅ ƴŀƳŜϥ όŜΦƎΦΣ w!5L¦{π¢9{¢ύ Č ϥbŜȄǘϥ 

Lƴ ǘƘŜ /ƻƴŘƛǝƻƴ 5ŜǎŎǊƛǇǝƻƴ ŀǊŜŀΣ ŎƭƛŎƪ ϥ!ŘŘΦΦΦϥ 

{ŜƭŜŎǘ ϥ¦ǎŜǊDǊƻǳǇǎϥ ŀƴŘ ǘƘŜƴ ϥ!ŘŘΦΦΦϥ 

!ŘŘ ǘƘŜ ŎƻǊǊŜŎǘ ǳǎŜǊ ƎǊƻǳǇ Ǿƛŀ ǘƘŜ ϥ!ŘŘ DǊƻǳǇǎ Χϥ ōǳǧƻƴ όƛƴ ƻǳǊ ŜȄŀƳǇƭŜ ƛǘΩǎ ǘƘŜ w!5L¦{π¢9{¢πDwh¦t 

ƎǊƻǳǇύ Č ϥhYϥ 

/ƭƛŎƪ ǘƘŜ ϥbŜȄǘϥ ōǳǧƻƴ ƻƴ ǘƘŜ ϥbŜǿ bŜǘǿƻǊƪ tƻƭƛŎȅϥ ǿƛƴŘƻǿ 

{ŜƭŜŎǘ ϥ!ŎŎŜǎǎ ƎǊŀƴǘŜŘϥ Č ϥbŜȄǘϥ 

/ƭƛŎƪ ϥ!ŘŘΧϥ ǘƻ ŀŘŘ ϥ9!t ¢ȅǇŜϥ ΨaƛŎǊƻǎƻƊΥ tǊƻǘŜŎǘŜŘ 9!t όt9!tύϥ ŀƴŘ ŘŜǎŜƭŜŎǘ ŜǾŜǊȅǘƘƛƴƎ ǳƴŘŜǊ ϥ[Ŝǎǎ ǎŜŎǳǊŜ 

ŀǳǘƘŜƴǝŎŀǝƻƴ ƳŜǘƘƻŘǎΥ ϥ Č ϥbŜȄǘϥ 

/ƭƛŎƪ ϥbŜȄǘϥ ƻƴ ǘƘŜ ϥ/ƻƴŬƎǳǊŜ /ƻƴǎǘǊŀƛƴǘǎϥ ǿƛƴŘƻǿ 

{ŜƭŜŎǘ ϥ{ǘŀƴŘŀǊŘϥ ǳƴŘŜǊ ϥw!5L¦{ !ǧǊƛōǳǘŜǎϥ ŀƴŘ ŀŘŘ ǘƘŜ ŀǧǊƛōǳǘŜ ϥCƛƭǘŜǊπLŘϥ ǿƛǘƘ ŀ ǾŀƭǳŜ ƳŀǘŎƘƛƴƎ ŀ ǊƻƭŜ 

ŎƻƴŬƎǳǊŜŘ ƻƴ ȅƻǳǊ ƘǳƳŀϯ ŘŜǾƛŎŜ Ǿƛŀ ǘƘŜ ϥ!ŘŘΧϥ ōǳǧƻƴ όŜΦƎΦΣ !5aLbL{¢w!¢hwΣ ǿƘŜƴ ȅƻǳ ƘŀǾŜ ƴƻǘ 

ǊŜƴŀƳŜŘ ǘƘŜ ǊƻƭŜǎ ƻƴ ǘƘŜ ƘǳƳŀϯ ŘŜǾƛŎŜύ Č ϥbŜȄǘϥ 

/ƭƛŎƪ ϥCƛƴƛǎƘϥ ƻƴ ǘƘŜ ϥ/ƻƳǇƭŜǝƴƎ bŜǿ bŜǘǿƻǊƪ tƻƭƛŎȅϥ ǿƛƴŘƻǿ 
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Figure 39 RADIUS network policy configuration example 

¢ƘŜ CƛƭǘŜǊπL5 ƛǎ ǳǎŜŘ ōȅ ǘƘŜ ƘǳƳŀϯ ŘŜǾƛŎŜ ǘƻ ŎƘŜŎƪ ǘƘŜ ŀŎŎŜǎǎ ǊƛƎƘǘǎΦ Lƴ ǘƘŜ ŀōƻǾŜ ŬƎǳǊŜ ǘƘŜ CƛƭǘŜǊπL5 ǾŀƭǳŜ 

!5aLbL{¢w!¢hw Ƙŀǎ ōŜŜƴ ŀŘŘŜŘ ǘƻ ǘƘŜ w!5L¦{π¢9{¢ ǇƻƭƛŎȅΦ !ƴŘ ǳƴŘŜǊ ¢ŜǊƳǎ ǘƘŜ ǳǎŜǊ ƎǊƻǳǇ ŎǊŜŀǘŜŘ ŦƻǊ 

ǘƘŜ w!5L¦{ ǳǎŜǊǎ Ƴǳǎǘ ōŜ ŀŘŘŜŘΣ ƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜ w!5L¦{π¢9{¢πDwh¦tΦ 

 

оΦнΦ /ǊŜŀǝƴƎ ŀ w!5L¦{ ŎƭƛŜƴǘ 

[ŀǎǘ ǘƘƛƴƎ ǘƘŀǘ Ƙŀǎ ǘƻ ōŜ ŘƻƴŜ ƛǎ ǘƻ ŀŘŘ ǘƘŜ ƘǳƳŀϯ ŘŜǾƛŎŜ ǘƻ ǘƘŜ w!5L¦{π/ƭƛŜƴǘǎΦ 

Lƴ bŜǘǿƻǊƪ tƻƭƛŎȅ {ŜǊǾŜǊΣ ǊƛƎƘǘπŎƭƛŎƪ ƻƴ ǘƘŜ ϥbt{ όƭƻŎŀƭύϥ κ ϥw!5L¦{ /ƭƛŜƴǘǎ ŀƴŘ {ŜǊǾŜǊǎϥ κ ϥw!5L¦{ /ƭƛŜƴǘǎϥ 

ōǊŀƴŎƘ ŀƴŘ ǎŜƭŜŎǘ ϥbŜǿϥ 

9ƴǘŜǊ ŀ ϥ5ƛǎǇƭŀȅ bŀƳŜϥ όŜΦƎΦΣ IhtC 5ŜǾƛŎŜύΣ ŀ /ƭƛŜƴǘ ϥ!ŘŘǊŜǎǎϥ όŜΦƎΦΣ мфнΦмсуΦлΦмύ ŀƴŘ ŀ ϥ{ƘŀǊŜŘ {ŜŎǊŜǘϥ όŜΦƎΦΣ 

!./ύΦ 
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Figure 40 RADIUS client configuration example 

¢ƘŜ ƘǳƳŀϯ ŎƻƴŬƎǳǊŀǝƻƴ ŦƻǊ ǘƘƛǎ ŜȄŀƳǇƭŜ ƛǎ ǎƘƻǿƴ ōŜƭƻǿΦ ¢ƘŜ Lt ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ w!5L¦{ ǎŜǊǾŜǊ ƛǎ 

мфнΦмсуΦлΦн ŀƴŘ ǘƘŜ ǎƘŀǊŜŘ ǎŜŎǊŜǘ ŦƻǊ ǘƘŜ ƘǳƳŀϯ 5ŜǾƛŎŜ ƛǎ !./Φ 

 

Figure 41 Example of the RADIUS configuration on the huma® device 

 

6.5.4.3.1.3 LDAP 

[ƛƎƘǘǿŜƛƎƘǘ 5ƛǊŜŎǘƻǊȅ !ŎŎŜǎǎ tǊƻǘƻŎƻƭ ό[5!tύ ǳǎŜǊ ŀǳǘƘŜƴǝŎŀǝƻƴ ƛǎ ǘƘŜ ǇǊƻŎŜǎǎ ƻŦ ǾŀƭƛŘŀǝƴƎ ŀ ǳǎŜǊƴŀƳŜ 

ŀƴŘ ǇŀǎǎǿƻǊŘ ŎƻƳōƛƴŀǝƻƴ ǿƛǘƘ ŀ ŘƛǊŜŎǘƻǊȅ ǎŜǊǾŜǊΦ 

 

¢ƘŜ ƛƴŦƻǊƳŀǝƻƴ ǿƘƛŎƘ ǊƻƭŜǎ ŀǊŜ ŀǎǎƛƎƴŜŘ ǘƻ ŀ ƎƛǾŜƴ ǳǎŜǊ ƛǎ ǉǳŜǊƛŜŘ ŦǊƻƳ ǘƘŜ [5!t ǎŜǊǾŜǊ ōȅ ŎƘŜŎƪƛƴƎ ǘƘŜ 

ϦƳŜƳōŜǊhŦϦ ŀǧǊƛōǳǘŜ ƻŦ ǘƘŜ ŀŎǝǾŜ ŘƛǊŜŎǘƻǊȅ ǳǎŜǊ ŀŎŎƻǳƴǘΦ ϦƳŜƳōŜǊhŦϦ ǾŀƭǳŜǎ ǘƘŀǘ Řƻ ƴƻǘ ŎƻǊǊŜǎǇƻƴŘ ǘƻ 

ŀƴȅ ǊƻƭŜ ŎƻƴŬƎǳǊŜŘ ƻƴ ǘƘŜ ŘŜǾƛŎŜ ŀǊŜ ƛƎƴƻǊŜŘΦ CƻǊ ŜȄŀƳǇƭŜΣ ƛŦ ǳǎŜǊ ϦƳŀƛƴǘϦ ǎƘŀƭƭ ƘŀǾŜ ǘƘŜ ǘǿƻ ǊƻƭŜǎ ϦŎƻƴŬƎϦ 

ŀƴŘ ϦǾƛŜǿϦ ǘƘŜ [5!t ǳǎŜǊ ŀŎŎƻǳƴǘ ƻŦ ϦƳŀƛƴǘϦ Ƴǳǎǘ ōŜ ŀ ƳŜƳōŜǊ ƻŦ ǘƘŜ [5!t ƎǊƻǳǇǎ ϦŎƻƴŬƎϦ ŀƴŘ ϦǾƛŜǿϦΦ 

¢ƘŜ [5!t ǳǎŜǊ ŀŎŎƻǳƴǘ Ƴǳǎǘ ōŜ ŀ ǾŀƭƛŘ th{L· ŀŎŎƻǳƴǘ ǘƻ ōŜ ŀōƭŜ ǘƻ ƭƻƎƛƴ ǘƻ ǘƘŜ ƘƻǇŦ ŘŜǾƛŎŜΦ ¢Ƙƛǎ ƳŜŀƴǎ ƛǘ 

Ƴǳǎǘ ƘŀǾŜ ŀƴ ŀǎǎƛƎƴƳŜƴǘ ŦƻǊ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŀǧǊƛōǳǘŜǎΥ 
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ƎƛŘbǳƳōŜǊΥ ǳǎŜ ŀƴȅ ǾŀƭƛŘ ǇƻǎƛȄ ƎǊƻǳǇπƛŘ 

ǳƛŘΥ ǳǎŜ ŀƴȅ ǾŀƭƛŘ ǇƻǎƛȄ ǳƛŘΦ Lǘ ƛǎ ǊŜŎƻƳƳŜƴŘŜŘ ǘƻ ǳǎŜ ǘƘŜ ǎŀƳŜ ƴŀƳŜ [5!t ǳǎŜǊƴŀƳŜ 

ǳƛŘbǳƳōŜǊΥ ǳǎŜ ŀƴȅ ǾŀƭƛŘ ǇƻǎƛȄ ǳǎŜǊπƛŘΦ hƴƭȅ ǳǎŜǊπƛŘǎ ƎǊŜŀǘŜǊ ǘƘŀƴ мΣллл ǿƛƭƭ ǿƻǊƪΦ 

ƻōƧŜŎǘ/ƭŀǎǎΥ Ƴǳǎǘ Ŏƻƴǘŀƛƴ ǘƘŜ ǾŀƭǳŜ ϦǇƻǎƛȄ!ŎŎƻǳƴǘϦ 

LŦ [5!t ƛǎ ǎŜƭŜŎǘŜŘ ŀǎ ŀ ƭƻƎƛƴ ƳŜǘƘƻŘΣ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǎŜǩƴƎǎ ǿƛƭƭ ŀǇǇŜŀǊΥ 

 
Figure 42 LDAP configuration section 

 

LƴǇǳǘ [ŀōŜƭ 5ŜǎŎǊƛǇǝƻƴ 

¢[{ 
9ƴŀōƭƛƴƎ ǘƘƛǎ ǎŜǩƴƎ ǿƛƭƭ ǳǎŜ ¢ǊŀƴǎǇƻǊǘ [ŀȅŜǊ {ŜŎǳǊƛǘȅ ό¢[{ύ ŀǎ ǘǊŀƴǎǇƻǊǘ ǇǊƻǘƻŎƻƭ ŦƻǊ 
[5!tΦ 

{ŜǊǾŜǊ ŎŜǊǝŬŎŀǘŜ 
όƻǇǝƻƴŀƭύ 

¦ǇƭƻŀŘ ǘƘŜ ǎŜǊǾŜǊ ŎŜǊǝŬŎŀǘŜ ƘŜǊŜ ƛŦ ǘƘŜ ǎŜǊǾŜǊ ŎŜǊǝŬŎŀǘŜ ƻŦ ǘƘŜ [5!t ǎŜǊǾŜǊ ƛǎ ƴƻǘ 
ǘǊǳǎǘŜŘ όŜΦƎΦΣ ǎŜƭŦπǎƛƎƴŜŘύΦ 

±ŜǊǎƛƻƴ ¢Ƙƛǎ ǎŜǩƴƎ ǎǇŜŎƛŬŜǎ ǘƘŜ [5!t ǾŜǊǎƛƻƴ ǳǎŜŘΦ 

{ŜǊǾŜǊ ¢Ƙƛǎ ǎŜǩƴƎ ǎǇŜŎƛŬŜǎ ǘƘŜ ƴŜǘǿƻǊƪ ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ [5!t ǎŜǊǾŜǊΦ 

vǳŜǊȅ ǝƳŜƭƛƳƛǘ ¢ƛƳŜ ŀƊŜǊ ǿƘƛŎƘ ŀ [5!t ǉǳŜǊȅ ǿƛƭƭ ōŜ ŎƻƴǎƛŘŜǊŜŘ ŦŀƛƭŜŘΦ 

.ƛƴŘ ǳǎŜǊ ōŀǎŜ 
The user base is the starting point ("base DN") an LDAP server uses when searching 
ŦƻǊ ǳǎŜǊΩǎ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ǿƛǘƘƛƴ ȅƻǳǊ ŘƛǊŜŎǘƻǊȅΦ 

.ƛƴŘ ǳǎŜǊ ¢ƘŜ ǳǎŜǊƴŀƳŜ ǘƘŜ ŘŜǾƛŎŜ ǿƛƭƭ ǳǎŜ ǘƻ ōƛƴŘ ǘƻ ǘƘŜ [5!t ǎŜǊǾŜǊΦ 

.ƛƴŘ ǇŀǎǎǿƻǊŘ ¢ƘŜ ǇŀǎǎǿƻǊŘ ƻŦ ǘƘŜ ǳǎŜǊ ǘƘŜ ŘŜǾƛŎŜ ǿƛƭƭ ǳǎŜ ǘƻ ōƛƴŘ ǘƻ ǘƘŜ [5!t ǎŜǊǾŜǊΦ 

.ƛƴŘ ǝƳŜƭƛƳƛǘ ¢ƛƳŜ ŀƊŜǊ ǿƘƛŎƘ ǘƘŜ [5!t ōƛƴŘ ǇǊƻŎŜǎǎ ǿƛƭƭ ōŜ ŎƻƴǎƛŘŜǊŜŘ ŦŀƛƭŜŘΦ 
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9ȄŀƳǇƭŜ ǿƛǘƘ ²ƛƴŘƻǿǎ {ŜǊǾŜǊ нлмфΥ 

Dƻ ǘƻ ǘƘŜ ¦ǎŜǊǎ ŦƻƭŘŜǊ ƛƴ ǘƘŜ !ŎǝǾŜ 5ƛǊŜŎǘƻǊȅ ¦ǎŜǊǎ ŀƴŘ /ƻƳǇǳǘŜǊǎ ǇŀƴŜƭΦ 

 

Figure 43 ²ƛƴŘƻǿǎ ǎŜǊǾŜǊ нлмф [5!t ǳǎŜǊΩǎ ŜȄŀƳǇƭŜ 

/ǊŜŀǘŜ ŀ [5!t ōƛƴŘ ǳǎŜǊ όb{[/5 .Lb5 ƛƴ ǘƘŜ ŬƎǳǊŜ ŀōƻǾŜ Ƙŀǎ ǳǎŜǊ ƴŀƳŜ ϦƴǎƭŎŘπōƛƴŘϦ ŀƴŘ ǇŀǎǎǿƻǊŘ 

ϦƭŘŀǇōƛƴŘϦύ 

/ǊŜŀǘŜ ŀ ƎǊƻǳǇ ǿƛǘƘ ƛŘŜƴǝŎŀƭ ƴŀƳŜ ŀǎ ƻƴŜ ƻŦ ȅƻǳǊ ǊƻƭŜǎ ƛƴ ȅƻǳǊ ƘǳƳŀϯ ŘŜǾƛŎŜΣ ǎŜŜ сΦрΦпΦмΦм όƛƴ ǘƘŜ ŀōƻǾŜ 

ŬƎǳǊŜ ±L9²9w ƎǊƻǳǇ Ƙŀǎ ōŜŜƴ ǳǎŜŘύ 

!ŘŘ ŀ ǳǎŜǊ ǘƻ ǘƘŜ ƎǊƻǳǇ όƛƴ ǘƘŜ ŀōƻǾŜ ŬƎǳǊŜ [5!tπ¢9{¢π¦{9w Ƙŀǎ ōŜŜƴ ŀŘŘŜŘ ǘƻ ǘƘŜ ±L9²9w ƎǊƻǳǇΣ ƛǘǎ ƭƻƎƛƴ 

ƴŀƳŜ ƛǎ ƭŘŀǇǘŜǎǘǳǎŜǊύΦ /ƘŀƴƎŜ ǘƘŜ !ǧǊƛōǳǘŜǎ ƻŦ ǘƘŜ ǳǎŜǊ ǿƛǘƘ ǘƘŜ !ǧǊƛōǳǘπ9ŘƛǘƻǊ ŀǎ ŦƻƭƭƻǿǎΥ 



 
 

 Customer Manual  hopf unified management application 
   v12.00 81 / 186 

 

!ŘŘ ǇƻǎƛȄ!ŎŎƻǳƴǘ ǘƻ ƻōƧŜŎǘ/ƭŀǎǎ 

 

 

 

ǳƛŘ Ƴǳǎǘ ōŜ ƛŘŜƴǝŎŀƭ ǘƻ ǘƘŜ ƭƻƎƛƴ ƴŀƳŜ 

 

 

 

ǳƛŘbǳƳōŜǊ Ƴǳǎǘ ōŜ ǎŜǘ ǘƻ мллл 
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ƎƛŘbǳƳōŜǊ Ƴǳǎǘ ōŜ ǎŜǘ ǘƻ мллл 

 

 

¢ƻ ōŜ ŀōƭŜ ǘƻ ƭƻƎƛƴ ǿƛǘƘ ǘƘŜ [5!tπ¢9{¢π¦{9wΣ ǘƘŜ [5!t ǎŜŎǝƻƴ Ƴǳǎǘ ōŜ ŎƻƴŬƎǳǊŜŘ ŀǎ ǎƘƻǿƴ ƛƴ ǘƘŜ 

ŦƻƭƭƻǿƛƴƎ ŬƎǳǊŜΦ 

 

Figure 44 LDAP configuration example 

¢ƘŜ LtπŀŘŘǊŜǎǎ ƻŦ ǘƘŜ [5!t ǎŜǊǾŜǊ ƛǎ мфнΦмсуΦлΦнΦ 
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6.5.5 Security Measure 

!ƭƭ ǎŜŎǳǊƛǘȅπǊŜƭŀǘŜŘ ǇŀƎŜǎ ŀǊŜ ǇǊƻǾƛŘŜŘ ǳƴŘŜǊ ǘƘƛǎ ƛǘŜƳΦ 

6.5.5.1 Profile  

6.5.5.1.1 Config 

ƘǳƳŀϯ ǇǊƻǾƛŘŜǎ ŀ ǎŜǘ ƻŦ ǇǊŜŘŜŬƴŜŘ ǎŜŎǳǊƛǘȅ ǎŜǩƴƎǎ ƛƴ ǘƘŜ ŦƻǊƳ ƻŦ ŀ ǇǊƻŬƭŜΦ ¢ƘŜǎŜ ǇǊƻŬƭŜǎ Ŏŀƴ ōŜ ǎŜƭŜŎǘŜŘ 

ƻƴ ǘƘƛǎ ǇŀƎŜΦ tǊŜǎǎƛƴƎ ŀ ǇǊƻŬƭŜ ōǳǧƻƴ ƻǾŜǊǿǊƛǘŜǎ ǘƘŜ ŎƻƴŬƎǳǊŀǝƻƴ ǾŀƭǳŜǎ ǿƛǘƘ ǘƘŜ ŎƻǊǊŜǎǇƻƴŘƛƴƎ ǇǊƻŬƭŜ 

ǾŀƭǳŜǎΦ bƻǘ ƻƴƭȅ ǘƘŜ ǎŜǩƴƎǎ ƻƴ ǘƘƛǎ ǇŀƎŜ ŀǊŜ ŀũŜŎǘŜŘ ōȅ ŀ ǇǊƻŬƭŜΣ ōǳǘ ŀƭǎƻ ŀƭƭ ŬǊŜǿŀƭƭ ǇŀƎŜǎ ƻŦ ŀƭƭ ōƻŀǊŘǎ 

όǎŜŜ сΦсΦнΦпΦмύ ŀǊŜ ƻǾŜǊǿǊƛǧŜƴ ŀŎŎƻǊŘƛƴƎ ǘƻ ǘƘŜ ǎŜƭŜŎǘŜŘ ǇǊƻŬƭŜΦ ¢ƘŜ ŎƘŀƴƎŜŘ ǾŀƭǳŜǎ Ŏŀƴ ǎǝƭƭ ōŜ ŜŘƛǘŜŘ 

ƴƻǊƳŀƭƭȅ ŀƴŘ Ƴŀȅ ŘƛũŜǊ ŦǊƻƳ ǘƘŜ ǇǊƻŬƭŜ ǎŜǩƴƎǎΦ 

 

 

Figure 45 Security profile page 

 

¢ƘŜǊŜ ŀǊŜ ǘƘǊŜŜ ǇǊŜŘŜŬƴŜŘ ǇǊƻŬƭŜǎ όŦƻǊ ŘŜǘŀƛƭŜŘ ǎŜǩƴƎǎ ǎŜŜ ŎŀǇǝƻƴ ϦtǊƻŬƭŜ ǎŜǩƴƎǎϦ Řƻǿƴ ōŜƭƻǿ ƛƴ ǘƘƛǎ 

ŎƘŀǇǘŜǊύΥ 

IƛƎƘ aŜŘƛǳƳ [ƻǿ 

π ±ŜǊȅ ƘƛƎƘ ǎŜŎǳǊƛǘȅ ǎŜǩƴƎǎ π IƛƎƘ ǎŜŎǳǊƛǘȅ ǎŜǩƴƎǎ π {ǳŶŎƛŜƴǘ ǎŜŎǳǊƛǘȅ ǎŜǩƴƎǎ 

π tŜǊǎƛǎǘŜƴǘ ǳǎŜǊ ŘŜŀŎǝǾŀǘŜŘ π tŜǊǎƛǎǘŜƴǘ ǳǎŜǊ ŀŎǝǾŀǘŜŘ π tŜǊǎƛǎǘŜƴǘ ǳǎŜǊ ŀŎǝǾŀǘŜŘ 

π {ƘƻǊǘπƭƛǾŜŘ ŀǳǘƘŜƴǝŎŀǝƻƴ ǘƻƪŜƴ π aƛŘπƭƛǾŜŘ ŀǳǘƘŜƴǝŎŀǝƻƴ ǘƻƪŜƴ π {ǘŀƴŘŀǊŘ ŀǳǘƘŜƴǝŎŀǝƻƴ ǘƻƪŜƴ 

π IƛƎƘƭȅ ǊŜǎǘǊƛŎǘŜŘ ŬǊŜǿŀƭƭ π wŜǎǘǊƛŎǘŜŘ ŬǊŜǿŀƭƭ π hǇŜƴ ŬǊŜǿŀƭƭ 
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¢Ƙƛǎ ŎƻƴŬƎ ǇŀƎŜ ŀƭǎƻ Ŏƻƴǎƛǎǘǎ ƻŦ ǘǿƻ ǎŜŎǝƻƴǎ ŬƭƭŜŘ ǿƛǘƘ ǎŜŎǳǊƛǘȅ ǎŜǩƴƎǎΦ tǊŜǎǎƛƴƎ ŀ ǇǊƻŬƭŜ ōǳǧƻƴ ǿƛƭƭ 

ƻǾŜǊǿǊƛǘŜ ǘƘŜǎŜ ǎŜǩƴƎǎ όōŜǎƛŘŜǎ ǘƘŜ ŬǊŜǿŀƭƭ ǎŜǩƴƎǎύΦ 

 

Figure 46 Security measure advanced configuration section 

LƴǇǳǘ [ŀōŜƭ 5ŜǎŎǊƛǇǝƻƴ 

tǳōƭƛŎ ǎǘŀǘǳǎ 
{ǘŀǘǳǎ ƛƴŦƻǊƳŀǝƻƴ ƻŦ ǘƘŜ ŘŜǾƛŎŜ Ŏŀƴ ōŜ ƳŀŘŜ ǇǳōƭƛŎƭȅ ǾƛǎƛōƭŜ ƻƴ ǘƘŜ ƭƻƎƛƴ ǇŀƎŜ ǿƛǘƘ 
ǘƘƛǎ ǎŜǩƴƎ όǎŜŜ сΦмύΦ 

tŜǊǎƛǎǘŜƴǘ ǳǎŜǊ 

¦ǎŜǊ ƛƴŦƻǊƳŀǝƻƴ όbh¢ ǘƘŜ ǇŀǎǎǿƻǊŘύ Ŏŀƴ ōŜ ǎǘƻǊŜŘ ǇŜǊǎƛǎǘŜƴǘƭȅ ƛƴ ǘƘŜ Ϧ[ƻŎŀƭ {ǘƻǊŀƎŜϦΦ 

!ŎǝǾŀǝƻƴ ƛƴŎǊŜŀǎŜǎ ǘƘŜ ƭƛƪŜƭƛƘƻƻŘ ƻŦ ǎǘŜŀƭƛƴƎ ǳǎŜǊ ƛƴŦƻǊƳŀǝƻƴ ǘƘǊƻǳƎƘ ŀƴ ·{{ ŀǧŀŎƪΣ 
ōǳǘ ƛǎ ǎǝƭƭ ǊŜŎƻƳƳŜƴŘŜŘ ŘǳŜ ǘƻ ƛǘǎ ǇǊŀŎǝŎŀƭƛǘȅ ŀƴŘ ƭƻǿ ǊƛǎƪΗ 

5ƛǎŀōƭƛƴƎ ǘƘƛǎ ǎŜǩƴƎ ƛǎ ǳƴǊŜŎƻƳƳŜƴŘŜŘΣ ŀǎ ǘƘŜ ǳǎŜǊ ǿƛƭƭ ƘŀǾŜ ǘƻ ƭƻƎ ƛƴ ŜŀŎƘ ǝƳŜ ǘƘŜ 
ǿŜō ŀǇǇƭƛŎŀǝƻƴ ƛǎ ǊŜŦǊŜǎƘŜŘ όŜΦƎΦΣ ōȅ ǇǊŜǎǎƛƴƎ Cр ƻǊ ǿƘŜƴ ǘƘŜ ōƻŀǊŘ ǎǘǊǳŎǘǳǊŜ ǎƘƻǳƭŘ 
ōŜ ǊŜƭƻŀŘŜŘ ōŜŎŀǳǎŜ ŀ ōƻŀǊŘ Ƙŀǎ ōŜŜƴ ŀŘŘŜŘ ǘƻ ǘƘŜ ŘŜǾƛŎŜύΦ 

{ƛƎƴŜŘ ŎƻƴŬƎ ŬƭŜǎ 
ǊŜǉǳƛǊŜŘ 

LŦ ŜƴŀōƭŜŘΣ ŎƻƴŬƎ ŬƭŜǎ Ƴǳǎǘ ōŜ ǎƛƎƴŜŘ ǳǎƛƴƎ ŀ ǾŀƭƛŘ ǇǊƛǾŀǘŜ ƪŜȅ όw{!ύ ōŜŦƻǊŜ ǳǇƭƻŀŘƛƴƎΦ 

bƻǘŜΥ ¢ƘŜ ŎƻǊǊŜǎǇƻƴŘƛƴƎ ǇǳōƭƛŎ Ƴǳǎǘ ōŜ ŀŘŘŜŘ Ǿƛŀ {ƛƎƴŀǘǳǊŜ ǇǳōƭƛŎ ƪŜȅ 

{ƛƎƴŜŘ ǳǇŘŀǘŜ ŬƭŜǎ 
ǊŜǉǳƛǊŜŘ 

LŦ ŜƴŀōƭŜŘΣ ŬǊƳǿŀǊŜ ǳǇŘŀǘŜ ŬƭŜǎ Ƴǳǎǘ ōŜ ǎƛƎƴŜŘ ǳǎƛƴƎ ŀ ǾŀƭƛŘ ǇǊƛǾŀǘŜ ƪŜȅ όw{!ύ ōŜŦƻǊŜ 
ǳǇƭƻŀŘƛƴƎΦ 

bƻǘŜΥ ¢ƘŜ ŎƻǊǊŜǎǇƻƴŘƛƴƎ ǇǳōƭƛŎ Ƴǳǎǘ ōŜ ŀŘŘŜŘ Ǿƛŀ {ƛƎƴŀǘǳǊŜ ǇǳōƭƛŎ ƪŜȅ 

LƴŀŎǝǾƛǘȅ ŘǳǊŀǝƻƴ 
όǎŜŎƻƴŘǎύ 

!ǳǘƻƳŀǝŎ ƭƻƎƻǳǘ ŀƊŜǊ ŀ ŎŜǊǘŀƛƴ ƴǳƳōŜǊ ƻŦ ƛƴŀŎǝǾŜ ǎŜŎƻƴŘǎΦ 

¢ƻŀǎǘ ŘǳǊŀǝƻƴ 
όǎŜŎƻƴŘǎύ 

5ǳǊŀǝƻƴ ƛƴ ǿƘƛŎƘ ŀ ǘƻŀǎǘ ƴƻǝŬŎŀǝƻƴ όǎŜŜ рΦтύ ƛǎ ǾƛǎƛōƭŜΦ 

aŀȄƛƳǳƳ ŎƻƻƭŘƻǿƴ 
όǎŜŎƻƴŘǎύ 

¢ƘŜ ƳŀȄƛƳǳƳ ƭƻƎƛƴ ŎƻƻƭŘƻǿƴ ǝƳŜ ƻŦ ŦŀƛƭŜŘ ŀǧŜƳǇǘǎ όǎŜŜ сΦмΤ /ƻƳǇƻƴŜƴǘ фύΦ 

¢ƘŜ ŎƻƻƭŘƻǿƴ ǝƳŜ ƛǎ ƛƴŎǊŜƳŜƴǘŜŘ ƭƛƴŜŀǊƭȅ ŀƊŜǊ ŜŀŎƘ ŦŀƛƭŜŘ ŀǧŜƳǇǘΦ ¢Ƙƛǎ ǾŀƭǳŜ 
ŘŜŬƴŜǎ ŀ ƳŀȄƛƳǳƳ ƭƛƳƛǘ ŦƻǊ ǘƘŜ ŎƻƻƭŘƻǿƴ ǝƳŜΦ 

W²¢ ǾŀƭƛŘƛǘȅ ǝƳŜ 
όƳƛƴǳǘŜǎύ 

5ǳǊŀǝƻƴ ƻŦ Ƙƻǿ ƭƻƴƎ ŀ W{hb ǿŜō ǘƻƪŜƴ ƛǎ ǾŀƭƛŘ ōŜŦƻǊŜ ƛǘ ŜȄǇƛǊŜǎΦ 
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{ƛƎƴŀǘǳǊŜ ǇǳōƭƛŎ ƪŜȅ ¢ƘŜ ǇǳōƭƛŎ ƪŜȅ ŀǎ t9a ŬƭŜΣ ǘƻ ǾŜǊƛŦȅ ǘƘŜ ǎƛƎƴŀǘǳǊŜ ƻŦ ǘƘŜ ǎƛƎƴŜŘ ŎƻƴŬƎκǳǇŘŀǘŜ ŬƭŜΦ 

 

 

Figure 47 Management protocol configuration section 

LƴǇǳǘ [ŀōŜƭ 5ŜǎŎǊƛǇǝƻƴ 

I¢¢t ¢ƘŜ ϦI¢¢tϦ ǎŜǊǾƛŎŜ Ŏŀƴ ōŜ ǘǳǊƴŜŘ ƻƴ ƻǊ ƻũΦ  

I¢¢t{ ¢ƘŜ ϦI¢¢t{Ϧ ǎŜǊǾƛŎŜ Ŏŀƴ ōŜ ǘǳǊƴŜŘ ƻƴ ƻǊ ƻũΦ 

wŜŘƛǊŜŎǘ I¢¢t ǘƻ I¢¢t{ 

²ƘŜƴ ŜƴŀōƭŜŘΣ I¢¢t ǊŜǉǳŜǎǘǎ ǘƻ ǘƘŜ ŘŜǾƛŎŜ ŀǊŜ ǊŜŘƛǊŜŎǘŜŘ ǘƻ I¢¢t{Φ 

wŜƳŀǊƪΥ ¢ƘŜ ǊŜŘƛǊŜŎǝƴƎ ƻŦ I¢¢t ǊŜǉǳŜǎǘǎ ƻƴƭȅ ǿƻǊƪǎΣ ǿƘŜƴ I¢¢t ƛǎ ŀƭƭƻǿŜŘ ƛƴ ǘƘŜ 
ŬǊŜǿŀƭƭ ǊǳƭŜǎ ƻŦ ǘƘŜ ƳŀƴŀƎŜƳŜƴǘ ōƻŀǊŘ ƻŦ ǘƘŜ ǎȅǎǘŜƳΦ 

{{I ¢ƘŜ Ϧ{{IϦ ǎŜǊǾƛŎŜ Ŏŀƴ ōŜ ǘǳǊƴŜŘ ƻƴ ƻǊ ƻũΦ 

 
tǊƻŬƭŜ ǎŜǩƴƎǎ 

{ŜǩƴƎ IƛƎƘ aŜŘƛǳƳ [ƻǿ 

!ŘǾŀƴŎŜŘ 

tǳōƭƛŎ ǎǘŀǘǳǎ CŀƭǎŜ CŀƭǎŜ ¢ǊǳŜ 

tŜǊǎƛǎǘŜƴǘ ǳǎŜǊ CŀƭǎŜ ¢ǊǳŜ ¢ǊǳŜ 

{ƛƎƴŜŘ ŎƻƴŬƎ ŬƭŜǎ 
ǊŜǉǳƛǊŜŘ 

¢ǊǳŜ ¢ǊǳŜ CŀƭǎŜ 

{ƛƎƴŜŘ ǳǇŘŀǘŜ ŬƭŜǎ 
ǊŜǉǳƛǊŜŘ 

¢ǊǳŜ ¢ǊǳŜ CŀƭǎŜ 

LƴŀŎǝǾƛǘȅ ŘǳǊŀǝƻƴ 
όǎŜŎƻƴŘǎύ 

олл флл ослл 
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bƻǝŬŎŀǝƻƴ ŘǳǊŀǝƻƴ 
όǎŜŎƻƴŘǎύ 

ол нл нл 

aŀȄƛƳǳƳ ŎƻƻƭŘƻǿƴ 
όǎŜŎƻƴŘǎύ 

фллл тнлл слл 

aŀƴŀƎŜƳŜƴǘ ǇǊƻǘƻŎƻƭ 

I¢¢t CŀƭǎŜ CŀƭǎŜ CŀƭǎŜ 

I¢¢t{ ¢ǊǳŜ ¢ǊǳŜ ¢ǊǳŜ 

{{I CŀƭǎŜ ¢ǊǳŜ ¢ǊǳŜ 

CƛǊŜǿŀƭƭ ƻŦ ǘƘŜ aŀƴŀƎŜƳŜƴǘ .ƻŀǊŘ 

tǊƛƻǊƛǘȅ м 

LƴǘŜǊŦŀŎŜΥ ϦŀƴȅϦ 
{ŜǊǾƛŎŜΥ ϦƘǧǇǎϦ 
tƻƭƛŎȅΥ ϦŀƭƭƻǿϦ 
5ƛǊŜŎǝƻƴΥ ϦōƻǘƘϦ 
wŜƳƻǘŜ LtΥ ϦϦ 
tǊƻǘƻŎƻƭΥ ϦǘŎǇϦ 

LƴǘŜǊŦŀŎŜΥ ϦŀƴȅϦ 
{ŜǊǾƛŎŜΥ ϦǎǎƘϦ 
tƻƭƛŎȅΥ ϦŀƭƭƻǿϦ 
5ƛǊŜŎǝƻƴΥ ϦōƻǘƘϦ 
wŜƳƻǘŜ LtΥ ϦϦ 
tǊƻǘƻŎƻƭΥ ϦǘŎǇϦ 

LƴǘŜǊŦŀŎŜΥ ϦŀƴȅϦ 
{ŜǊǾƛŎŜΥ ϦŀƴȅϦ 
tƻƭƛŎȅΥ ϦŀƭƭƻǿϦ 
5ƛǊŜŎǝƻƴΥ ϦōƻǘƘϦ 
wŜƳƻǘŜ LtΥ ϦϦ 
tǊƻǘƻŎƻƭΥ ϦōƻǘƘϦ 

tǊƛƻǊƛǘȅ н 

LƴǘŜǊŦŀŎŜΥ ϦŀƴȅϦ 
{ŜǊǾƛŎŜΥ ϦŀƴȅϦ 
tƻƭƛŎȅΥ ϦŘŜƴȅϦ 
5ƛǊŜŎǝƻƴΥ ϦōƻǘƘϦ 
wŜƳƻǘŜ LtΥ ϦϦ 
tǊƻǘƻŎƻƭΥ ϦōƻǘƘϦ 

LƴǘŜǊŦŀŎŜΥ ϦŀƴȅϦ 
{ŜǊǾƛŎŜΥ ϦƘǧǇǎϦ 
tƻƭƛŎȅΥ ϦŀƭƭƻǿϦ 
5ƛǊŜŎǝƻƴΥ ϦōƻǘƘϦ 
wŜƳƻǘŜ LtΥ ϦϦ 
tǊƻǘƻŎƻƭΥ ϦǘŎǇϦ 

LƴǘŜǊŦŀŎŜΥ ϦŀƴȅϦ 
{ŜǊǾƛŎŜΥ ϦŀƴȅϦ 
tƻƭƛŎȅΥ ϦŘŜƴȅϦ 
5ƛǊŜŎǝƻƴΥ ϦōƻǘƘϦ 
wŜƳƻǘŜ LtΥ ϦϦ 
tǊƻǘƻŎƻƭΥ ϦōƻǘƘϦ 

tǊƛƻǊƛǘȅ о πππ 

LƴǘŜǊŦŀŎŜΥ ϦŀƴȅϦ 
{ŜǊǾƛŎŜΥ ϦŀƴȅϦ 
tƻƭƛŎȅΥ ϦŘŜƴȅϦ 
5ƛǊŜŎǝƻƴΥ ϦōƻǘƘϦ 
wŜƳƻǘŜ LtΥ ϦϦ 
tǊƻǘƻŎƻƭΥ ϦōƻǘƘϦ 

πππ 

CƛǊŜǿŀƭƭόǎύ 

tǊƛƻǊƛǘȅ м 

LƴǘŜǊŦŀŎŜΥ ϦŀƴȅϦ 
{ŜǊǾƛŎŜΥ ϦŀƴȅϦ 
tƻƭƛŎȅΥ ϦŘŜƴȅϦ 
5ƛǊŜŎǝƻƴΥ ϦōƻǘƘϦ 
wŜƳƻǘŜ LtΥ ϦϦ 
tǊƻǘƻŎƻƭΥ ϦōƻǘƘϦ 

LƴǘŜǊŦŀŎŜΥ ϦŀƴȅϦ 
{ŜǊǾƛŎŜΥ ϦŀƴȅϦ 
tƻƭƛŎȅΥ ϦŘŜƴȅϦ 
5ƛǊŜŎǝƻƴΥ ϦōƻǘƘϦ 
wŜƳƻǘŜ LtΥ ϦϦ 
tǊƻǘƻŎƻƭΥ ϦōƻǘƘϦ 

LƴǘŜǊŦŀŎŜΥ ϦŀƴȅϦ 
{ŜǊǾƛŎŜΥ ϦŀƴȅϦ 
tƻƭƛŎȅΥ ϦŘŜƴȅϦ 
5ƛǊŜŎǝƻƴΥ ϦōƻǘƘϦ 
wŜƳƻǘŜ LtΥ ϦϦ 
tǊƻǘƻŎƻƭΥ ϦōƻǘƘϦ 

 

bƻǝŎŜΥ hƴ ŀƭƭ ǇǊƻŬƭŜǎ όŜȄŎŜǇǘ [ƻǿύ ǘƘŜ ƴŜǘǿƻǊƪ ǝƳŜ ƻǳǘǇǳǘ ƛǎ ŬƭǘŜǊŜŘ ōȅ ǘƘŜ ŬǊŜǿŀƭƭ ŀƴŘ ǘƘǳǎ ŘŜŀŎǝǾŀǘŜŘΦ 

¢ƻ ŜƴŀōƭŜ ǘƘŜ ƴŜǘǿƻǊƪ ǝƳŜ ƻǳǘǇǳǘΣ ŀŘŘ ŀ ŬǊŜǿŀƭƭ ǊǳƭŜ ǘƘŀǘ ŀƭƭƻǿǎ ǘƘŜ ŎƻǊǊŜǎǇƻƴŘƛƴƎ ƴŜǘǿƻǊƪ ǘǊŀŶŎΦ ¢ƻ ŬƴŘ 

ƻǳǘ ǿƘƛŎƘ ƴŜǘǿƻǊƪ ǝƳŜ ƻǳǘǇǳǘ ƛǎ ŦƻǊōƛŘŘŜƴΣ ŎƘŜŎƪ ƻǳǘ ǘƘŜ ǘƻŀǎǘ ϦCƛǊŜǿŀƭƭ ŦƻǊōƛŘǎ ŀŎǝǾŀǘŜŘ ǎŜǊǾƛŎŜϦ όǎŜŜ 

рΦтΦмύΦ 
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6.5.5.2 Server 

¢ƘŜ ǇŀƎŜǎ ǳƴŘŜǊ Ϧ{ŜǊǾŜǊϦ ŀǊŜ ŦƻŎǳǎŜŘ ƻƴ ǘƘŜ ǎŜŎǳǊƛǘȅ ǎŜǩƴƎǎ ƻŦ ǘƘŜ ǿŜō ǎŜǊǾŜǊ ŀƴŘ ƛǘǎ ŎƻƳǇƻƴŜƴǘǎΦ 

6.5.5.2.1 Status 

¢Ƙƛǎ ǎǘŀǘǳǎ ǇŀƎŜ ǎƘƻǿǎ Ƙƻǿ ƭƻƴƎ ŀ Wǎƻƴ ²Ŝō ¢ƻƪŜƴ όW²¢ύ ǎŜŎǊŜǘ ƛǎ ƛƴ ǳǎŜΦ 

 
Figure 48 The use time of the JWT secret shown dynamically 

6.5.5.2.2 Action 

¢ƘŜǊŜ ŀǊŜ ǘǿƻ ŘƛũŜǊŜƴǘ ǎŜǊǾŜǊ ǎŜŎǳǊƛǘȅ ǎŜŎǝƻƴǎ ƻƴ ǘƘƛǎ ǇŀƎŜΦ ¢ƘŜ ǎŜŎǝƻƴ ŎŀƭƭŜŘ ϦDŜƴŜǊŀǘŜ ƴŜǿ W²¢ ǎŜŎǊŜǘϦ 

Ŏƻƴǘŀƛƴǎ ŀ ōǳǧƻƴ ǘƘŀǘ ƎŜƴŜǊŀǘŜǎ ŀ ƴŜǿ W²¢ ǎŜŎǊŜǘ ƻƴ ǘƘŜ ǎŜǊǾŜǊ ǿƘŜƴ ǇǊŜǎǎŜŘΦ Lǘ ƛǎ ǊŜŎƻƳƳŜƴŘŜŘ ǘƻ 

ǊŜŦǊŜǎƘ ǘƘŜ W²¢ ǎŜŎǊŜǘ ŀǘ ƭŜŀǎǘ ƻƴŎŜ ŀ ȅŜŀǊΦ 

¢ƘŜ Ϧ5ŜǾƛŎŜ /ŜǊǝŬŎŀǘŜϦ ǎŜŎǝƻƴ Ƙŀǎ ŀ ŦƻǊƳ ǘƻ ǳǇƭƻŀŘ ŀ ŎŜǊǝŬŎŀǘŜ ŬƭŜΦ ¢Ƙƛǎ ǇǊƻǾƛŘŜǎ ǘƘŜ ƻǇǝƻƴ ǘƻ ŜƴŎǊȅǇǘ ŀƭƭ 

¢[{ ōŀǎŜŘ ŎƻƴƴŜŎǝƻƴǎ ƻƴ ǘƘŜ ŘŜǾƛŎŜ ǿƛǘƘ ŀ ǳǎŜǊπǎǳǇǇƭƛŜŘ {{[ ǎŜǊǾŜǊ ŎŜǊǝŬŎŀǘŜΣ ƛƴǎǘŜŀŘ ƻŦ ǘƘŜ ŘŜŦŀǳƭǘ ǎŜƭŦπ

ǎƛƎƴŜŘ ŎŜǊǝŬŎŀǘŜ ŎƻƴǘŀƛƴŜŘ ƛƴ ǘƘŜ ŘŜǾƛŎŜΦ 

 

Figure 49 Security Measure server action page 
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Device certificate generation and format: 

ECC and RSA based X509 certificates are supported. 

ŜΦƎΦ ǊǎŀΥнлпуΣ ǊǎŀΥплфсΣ ǇǊƛƳŜнрсǾмΣ Χ 

The certificate must be a *.pem file and it must contain the private kay and the certificate. 

 

Example content of such a file: 

-----BEGIN EC PRIVATE KEY----- 

MHcCAQEEIG0rKdFrNQFFYoNu9VD8qCLun1WuWdpLZJR9RNFZQKWIoAoGCCqGSM49 

AwEHoUQDQgAEXSD+WLB5Lg1isJw7gYUCrSO1uOa0tP5+pH2CLput+MBLQT3IVQ43 

ke5acJup5mrKKtWBxKnTcL1TGONG1eQheQ== 

-----END EC PRIVATE KEY----- 

-----BEGIN CERTIFICATE----- 

MIICCzCCAbGgAwIBAgIUbGotAqTfxkyKhuHFISJtwYZV+MEwCgYIKoZIzj0EAwIw 

WzELMAkGA1UEBhMCc3MxCjAIBgNVBAgMAWQxCjAIBgNVBAcMAWYxCjAIBgNVBAoM 

AWcxCjAIBgNVBAsMAWgxCjAIBgNVBAMMAWoxEDAOBgkqhkiG9w0BCQEWAWswHhcN 

MjMxMjA3MTUzMzE3WhcNMjQxMjAxMTUzMzE3WjBbMQswCQYDVQQGEwJzczEKMAgG 

A1UECAwBZDEKMAgGA1UEBwwBZjEKMAgGA1UECgwBZzEKMAgGA1UECwwBaDEKMAgG 

A1UEAwwBajEQMA4GCSqGSIb3DQEJARYBazBZMBMGByqGSM49AgEGCCqGSM49AwEH 

A0IABF0g/liweS4NYrCcO4GFAq0jtbjmtLT+fqR9gi6brfjAS0E9yFUON5HuWnCb 

qeZqyirVgcSp03C9UxjjRtXkIXmjUzBRMB0GA1UdDgQWBBT6WYEsLyfnaAJ5cKRp 

taWG5A8+ozAfBgNVHSMEGDAWgBT6WYEsLyfnaAJ5cKRptaWG5A8+ozAPBgNVHRMB 

Af8EBTADAQH/MAoGCCqGSM49BAMCA0gAMEUCIQCp3JQvjbruwO6gS46HQJWUNxyi 

ry+YNkspiDC8hggoHwIgRp4AsFRTuChp72rUZj8K76c2HFzkLq+Y97dq3ipcibI= 

-----END CERTIFICATE----- 

 

Example to generate a proper rsa:2048 certificate.pem file with OpenSSL: 

openssl req -newkey rsa:2048 -new -nodes -x509 -days 365 -keyout certificate.pem -out certificate.pem 

 

Example to generate a proper prime256v1 certificate.pem file with OpenSSL: 

openssl ecparam -name prime256v1 -genkey -noout -out certificate.key 

openssl req -new -x509 -key certificate.key -out certificate.crt -days 365 

cat certificate.key certificate.crt > certificate.pem 
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6.6 Board Pages 

¢Ƙƛǎ ŎƘŀǇǘŜǊ ŘŜǎŎǊƛōŜǎ ŀƭƭ ǇŀƎŜǎ ǘƘŀǘ Ŏŀƴ ōŜ ŦƻǳƴŘ ƛƴ ǘƘŜ ŀǎƛŘŜ ŎƻƳǇƻƴŜƴǘ ǳƴŘŜǊ ǘƘŜ .ƻŀǊŘǎ aŜƴǳ LǘŜƳ 

όǎŜŜ рΦоΦнΤ /ƻƳǇƻƴŜƴǘ нύΦ !ƭƭ ǘƘƻǎŜ ǇŀƎŜǎ ƘŀǾŜ ƛƴ ŎƻƳƳƻƴ ǘƘŀǘ ǘƘŜȅ ŎƻƴŎŜǊƴ ƻƴƭȅ ƻƴŜ ǎǇŜŎƛŬŎ ōƻŀǊŘΦ 

6.6.1 Board Overview 

Ϧ.ƻŀǊŘ hǾŜǊǾƛŜǿϦ ƛǎ ǊŜŀŎƘŜŘ ōȅ ǇǊŜǎǎƛƴƎ ǘƘŜ Ϧ.ƻŀǊŘ bŀƳŜϦ ŎƻƳǇƻƴŜƴǘ ƛƴ ǘƘŜ ŀǎƛŘŜ ƳŜƴǳ όǎŜŜ рΦоΦнΤ 

/ƻƳǇƻƴŜƴǘ уύΦ Lǘ Ŏƻƴǎƛǎǘǎ ƻŦ ōŀǎƛŎ ǎǘŀǘǳǎ ƛƴŦƻǊƳŀǝƻƴ ŀƴŘ ǊŜōƻƻǘ ŀƴŘ ŦŀŎǘƻǊȅ ǊŜǎŜǘ ŀŎǝƻƴ ƻŦ ǘƘŜ ōƻŀǊŘΦ 

6.6.1.1 General 

6.6.1.1.1 Status 

¢Ƙƛǎ ǇŀƎŜ ǇǊƻǾƛŘŜǎ ŀ ǎŜŎǝƻƴ ǿƛǘƘ ŀƭƭ ōƻŀǊŘ ǎǘŀǘǳǎ ƛƴŦƻǊƳŀǝƻƴ ŀƴŘ ŀ ǎŜŎǝƻƴ ǿƛǘƘ ǘƘŜ 5ŜǾƛŎŜ ±ƛŜǿ όǎŜŜ 

сΦнΦнύΣ ǿƘŜǊŜ ǘƘŜ ŎǳǊǊŜƴǘ ōƻŀǊŘ ƛǎ ƘƛƎƘƭƛƎƘǘŜŘΦ /ƭƛŎƪƛƴƎ ƻƴ ŀ ōƻŀǊŘ ƻǘƘŜǊ ǘƘŀƴ ǘƘŜ ŎǳǊǊŜƴǘ ƻƴŜ ǿƛƭƭ ƭŜŀŘ ǘƻ 

ǘƘŜ ǎǘŀǘǳǎ ǇŀƎŜ ƻŦ ǘƘŜ ōƻŀǊŘΦ 

  

Figure 50 Board status overview example 

  



 
 

 Customer Manual  hopf unified management application 
   v12.00 90 / 186 

{ǘŀǘǳǎ [ŀōŜƭ 5ŜǎŎǊƛǇǝƻƴ 

.ƻŀǊŘ ¢ƘŜ ŜȄŀŎǘ ǇǊƻŘǳŎǘ ƴŀƳŜΦ 

wŜǾƛǎƛƻƴ IŀǊŘǿŀǊŜ ŘŜǾƛŎŜ ǊŜǾƛǎƛƻƴ 

{ŜǊƛŀƭ ƴǳƳōŜǊ ¢ƘŜ ǎŜǊƛŀƭ ƴǳƳōŜǊ ƻŦ ǘƘŜ ōƻŀǊŘΦ 

tƻǎƛǝƻƴ tƻǎƛǝƻƴ ƻŦ ǘƘŜ ōƻŀǊŘ ƛƴ ǘƘŜ ǎȅǎǘŜƳ 

±ŜǊǎƛƻƴ ¢ƘŜ ǎƻƊǿŀǊŜ ǾŜǊǎƛƻƴ ƻŦ ǘƘŜ ōƻŀǊŘΦ 

{ǘŀǘǳǎ Lǘ ŘƛǎǇƭŀȅǎ ǘƘŜ ŎǳǊǊŜƴǘ ōƻŀǊŘ ǎǘŀǘǳǎΦ 

¦ǇǝƳŜ LƴŘƛŎŀǘŜǎ Ƙƻǿ ƭƻƴƎ ǘƘŜ ōƻŀǊŘ Ƙŀǎ ōŜŜƴ ƛƴ ƻǇŜǊŀǝƻƴ ǎƛƴŎŜ ǘƘŜ ƭŀǎǘ ǊŜǎǘŀǊǘΦ 

/ƻƴŬƎ ǇŀǊǎŜǊ 
Lƴ ŎŀǎŜ ƻŦ ŀƴ ŜǊǊƻǊΣ ǘƘŜ ŎƻƴŬƎ ŬƭŜ ŎƻǳƭŘ ƴƻǘ ōŜ ǇŀǊǎŜŘ ŎƻǊǊŜŎǘƭȅ ŀƴŘ ǘƘŜ ōƻŀǊŘ ƛǎ 
ǿƻǊƪƛƴƎ ǿƛǘƘ ǘƘŜ ŘŜŦŀǳƭǘ ŎƻƴŬƎǳǊŀǝƻƴΦ 

5ƻǿƴƭƻŀŘ ŘƛŀƎƴƻǎƛǎ ŬƭŜ 
tǊŜǎǎƛƴƎ ǘƘƛǎ ōǳǧƻƴ ǿƛƭƭ ŘƻǿƴƭƻŀŘ ŀ ŘƛŀƎƴƻǎǝŎ ŬƭŜ ǘƘŀǘ ǿƛƭƭ ŀǎǎƛǎǘ ǘƘŜ ƘƻǇŦ ǎŜǊǾƛŎŜ 
ǘŜŀƳ ƛƴ ŬƴŘƛƴƎ ǎǇŜŎƛŬŎ ŜǊǊƻǊǎ ƻƴ ǘƘŜ ōƻŀǊŘΦ 

 

6.6.1.1.2 Action 

hƴ ǘƘƛǎ ŀŎǝƻƴ ǇŀƎŜΣ ǘƘŜ ōƻŀǊŘ Ŏŀƴ ōŜ ǊŜōƻƻǘŜŘ ƻǊ ǊŜǎŜǘ ǘƻ ŦŀŎǘƻǊȅ ǎŜǩƴƎǎΦ 

  

Figure 51 Board overview action example 

With the Blinking button in the LED blinking section, you can send a trigger to the board, to start a blinking 

sequence on its panel LEDs. 
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6.6.1.1.3 Config 

On this page, the displayed board name can be configured and the freeze functionality can be enabled. 

 

Figure 52 Example of a board general config page 

¢ƘŜ ŎƻƴŬƎǳǊŜŘ ōƻŀǊŘ ƴŀƳŜ ƛǎ ǳǎŜŘ ƛƴ ǘƘŜ ŀǎƛŘŜ ƳŜƴǳ όǎŜŜ рΦоΦнύΦ 

 

6.6.1.1.3.1 Freeze functionality 

.ƻŀǊŘǎ Ŏŀƴ ōŜ ŦǊƻȊŜƴΦ ¢Ƙƛǎ ǎŜŎǳǊƛǘȅ ŦŜŀǘǳǊŜ ƛǎ ǳƴƛǉǳŜ ǘƻ ƘƻǇŦ ǇǊƻŘǳŎǘǎΦ ²ƘŜƴ ŀŎǝǾŀǘŜŘ ŦƻǊ ŀ ōƻŀǊŘΣ ǘƘŜ 

ōƻŀǊŘ ǿƛƭƭ ƴƻǘ ŀŎŎŜǇǘ ŀŎǝƻƴǎ ŦǊƻƳ ŀŎǝƻƴ ǇŀƎŜǎ όŜΦƎΦΣ ōƻŀǊŘ ǊŜōƻƻǘΣ ŎƻƴŬƎǳǊŀǝƻƴ ǳǇŘŀǘŜύΦ ¢Ƙƛǎ ƳŜŀƴǎΣ ǘƘŀǘ 

ŜǾŜƴ ƛŦ ŀƴ ŀǧŀŎƪŜǊ Ƙŀǎ ŀŎŎŜǎǎ ǘƻ ǘƘŜ ŘŜǾƛŎŜ όŜΦƎΦΣ ǿƘŜƴ ƘŜ Ƙŀǎ ǎǘƻƭŜƴ ǘƘŜ ǇŀǎǎǿƻǊŘύ ƻǊ ƛŦ ƘŜ Ƙŀǎ 

ŎƻƳǇǊƻƳƛǎŜŘ ǘƘŜ ƳŀƴŀƎŜƳŜƴǘ ōƻŀǊŘ ƻŦ ǘƘŜ ŘŜǾƛŎŜΣ ƘŜ Ŏŀƴƴƻǘ ƳŀƪŜ ŀƴȅ ŎƘŀƴƎŜǎ ǘƻ ǘƘŜ ŦǊƻȊŜƴ ōƻŀǊŘΦ !ƴ 

ŀǧŀŎƪŜǊ ƴŜŜŘǎ ǇƘȅǎƛŎŀƭ ŀŎŎŜǎǎ ǘƻ ǘƘŜ ōƻŀǊŘ ǘƻ ŘŜŀŎǝǾŀǘŜ ǘƘŜ ŦǊŜŜȊŜ ŦǳƴŎǝƻƴŀƭƛǘȅΦ 

LŦ ǘƘŜ ǝƳŜ ŘƻƳŀƛƴ ŎƻƴǘǊƻƭƭŜǊ ōƻŀǊŘόǎύ ŀƴŘ ǘƘŜ ǎŜǊǾƛŎŜ ǇǊƻǾƛŘŜǊ ōƻŀǊŘόǎύ ŀǊŜ ŀƭƭ ŦǊƻȊŜƴΣ ŀƴ ŀǧŀŎƪŜǊ Ŏŀƴƴƻǘ 

ŎƻƳǇǊƻƳƛǎŜ ǘƘŜ ǝƳŜ ǎŜǊǾƛŎŜǎ ƻŦ ǘƘŜ ǎŜǊǾƛŎŜ ǇǊƻǾƛŘŜǊΦ 

¢Ƙƛǎ ǎŜǩƴƎ Ŏŀƴƴƻǘ ōŜ ǳƴŘƻƴŜ Ǿƛŀ ǎƻƊǿŀǊŜΣ ŀ ǇƘȅǎƛŎŀƭ ŦŀŎǘƻǊȅ ǊŜǎŜǘ Ƴǳǎǘ ōŜ ǇŜǊŦƻǊƳŜŘ ƻƴ ǘƘŜ ōƻŀǊŘΣ ŦƻǊ 

Ƴƻǎǘ ōƻŀǊŘǎ Ǿƛŀ ǘƘŜƛǊ ŦǊƻƴǘ ǇŀƴŜƭ ōǳǧƻƴǎ ƻǊ ǘƘŜƛǊ ŘƛǇ ǎǿƛǘŎƘŜǎΦ 

²ƘŜƴ ŀ ōƻŀǊŘ ƛǎ ŦǊƻȊŜƴΣ ŀ ǎƴƻǿƅŀƪŜ ǎȅƳōƻƭ ƛǎ ǎƘƻǿƴ ƴŜȄǘ ǘƻ ǘƘŜ Ϧ.ƻŀǊŘ bŀƳŜϦ ŎƻƳǇƻƴŜƴǘ ƛƴ ǘƘŜ ŀǎƛŘŜ 

ƳŜƴǳ όǎŜŜ рΦоΦнΤ /ƻƳǇƻƴŜƴǘ уύΦ 

 

Figure 53 Frozen board with the snowflake indication 
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6.6.1.2 Details 

6.6.1.2.1 Status 

¢Ƙƛǎ ǇŀƎŜ Ŏƻƴǘŀƛƴǎ ōƻŀǊŘ ǎǇŜŎƛŬŎ ǎǘŀǘǳǎ ƛƴŦƻǊƳŀǝƻƴ ǘƘŀǘ Řƻ ƴƻǘ Ŭǘ ƛƴǘƻ ǘƘŜ ǇŀƎŜǎΣ ŘŜǎŎǊƛōŜŘ ƛƴ ǘƘŜ ŦƻƭƭƻǿƛƴƎ 

ŎƘŀǇǘŜǊǎΦ 

tƻǿŜǊ ǎǳǇǇƭȅ ǳƴƛǘǎ ŘƛǎǇƭŀȅ ǘƘŜƛǊ ǾƻƭǘŀƎŜΣ ŎǳǊǊŜƴǘ ŀƴŘ ǘŜƳǇŜǊŀǘǳǊŜ ǎǘŀǘǳǎ ƛƴ ŀ ŘŜŘƛŎŀǘŜŘ ǎŜŎǝƻƴΦ 

 

Figure 54 Example of detail status page content for a power supply unit 

Boards operating an operating system display their CPU, flash and RAM usage in a performance and status 

section. 

 

Figure 55 Example of a detail status page content for a board operating with an operating system 
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6.6.2 Network 

tŀƎŜǎ ǿƛǘƘ ƴŜǘǿƻǊƪπǎǇŜŎƛŬŎ ŦǳƴŎǝƻƴŀƭƛǝŜǎ ŀǊŜ ƭƛǎǘŜŘ ǳƴŘŜǊ ǘƘƛǎ ƛǘŜƳΦ 

6.6.2.1 General 

6.6.2.1.1 Status 

¢Ƙƛǎ ǇŀƎŜ ǎƘƻǿǎ ŀƭƭ ŎŜǊǝŬŎŀǘŜǎ ƻŦ ǘƘŜ ǘǊǳǎǘ ƭƛǎǘ 

 

Figure 56 Example of the trusted certificates section 

Trusted certificates are needed for RFC8915 (Network Time Security (short NTS) feature of NTP). 

 

6.6.2.1.2 Action 

¢ƘŜ ŀŎǝƻƴǎ ƻƴ ǘƘƛǎ ǇŀƎŜ Ŏŀƴ ōŜ ǳǎŜŘ ǘƻ ŀŘŘ ŀƴŘ ǊŜƳƻǾŜ ŎŜǊǝŬŎŀǘŜǎ ǘƻ κ ŦǊƻƳ ǘƘŜ ǘǊǳǎǘ ƭƛǎǘΦ 

 

Figure 57 Network general action 

The uploaded certificate via Trusted certificate upload must be a X509 certificate in PEM format. 

 

Capture packets can be used to capture the network traffic of the device where the action has been 

triggered. Under normal operation this action is not needed, but in some support cases this action can help 
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to analyse the problem. In those cases, the hopf support team will request the capture. 

The generated file is encrypted, to prevent information leaks during the transmission of the file to the hopf 

support team. 

To capture the network packets, the corresponding interface(s) must be selected and afterwards the Start 

packet capturing button must be clicked. This action starts the capturing. 

Afterwards the Stop packet capturing button must be clicked, to stop the capturing. 

The last step is to click the Download captures button, to perform the download of the encrypted capture 

file. The download is only successful, when the capturing has been stopped. 

The action has a maximum limit of packets that can be captured, to prevent the creation of captures that 

fill up the whole RAM. 

 

The ping action can be used to check reachability of other network devices. The IPv4 or IPv6 address of the 

device that should be pinged must be entered in the Server text field and afterwards the Ping button must 

be clicked. A toast in the bottom right corner will show the result of the ping. 

 

Figure 58 Possible ping action toasts 

 

6.6.2.1.3 Config 

¢ƘŜ ƎŜƴŜǊŀƭ ƴŜǘǿƻǊƪ ŎƻƴŬƎǳǊŀǝƻƴ Ŏŀƴ ōŜ ǎŜǘ ƘŜǊŜΦ .ƻǘƘ LtǾп ŀƴŘ LtǾс ŀŘŘǊŜǎǎŜǎ Ŏŀƴ ōŜ ŜƴǘŜǊŜŘΦ 

  

Figure 59 Example of general network settings 
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LƴǇǳǘ [ŀōŜƭ 5ŜǎŎǊƛǇǝƻƴ 

IƻǎǘƴŀƳŜ ¢Ƙƛǎ ǎŜǩƴƎ ŎƘŀƴƎŜǎ ǘƘŜ ƘƻǎǘƴŀƳŜΦ 

5ŜŦŀǳƭǘ ƎŀǘŜǿŀȅ όLtǾпύ ¢Ƙƛǎ ǎŜǩƴƎ ŎƘŀƴƎŜǎ ǘƘŜ LtǾп ŘŜŦŀǳƭǘ ƎŀǘŜǿŀȅΦ 

5ŜŦŀǳƭǘ ƎŀǘŜǿŀȅ όLtǾсύ ¢Ƙƛǎ ǎŜǩƴƎ ŎƘŀƴƎŜǎ ǘƘŜ LtǾс ŘŜŦŀǳƭǘ ƎŀǘŜǿŀȅΦ 

5b{ ғb¦a.9wҔ 
¢ƘŜ Lt ŀŘŘǊŜǎǎ όLtǾп ƻǊ LtǾсύ ƻŦ ǘƘŜ 5b{ ǎŜǊǾŜǊ ǎƘƻǳƭŘ ōŜ ŜƴǘŜǊŜŘ ƛŦ ȅƻǳ ǿƛǎƘ ǘƻ 
ǳǎŜ ǘƘŜ CǳƭƭȅπvǳŀƭƛŬŜŘ Iƻǎǘ bŀƳŜ όƘƻǎǘƴŀƳŜΦŘƻƳŀƛƴƴŀƳŜύ ƻǊ ǿƻǊƪ ǿƛǘƘ ǊŜǾŜǊǎŜ 
ƭƻƻƪǳǇΦ 

 

 [ŀōŜƭ 5ŜǎŎǊƛǇǝƻƴ 

м 5b{ {ǘŜǇǇŜǊ 
tǊŜǎǎƛƴƎ ǘƘŜ Ǉƭǳǎ ōǳǧƻƴ ǿƛƭƭ ŀŘŘ ŀƴ 5b{ ƛƴǇǳǘ ŀƴŘ ǇǊŜǎǎƛƴƎ ǘƘŜ Ƴƛƴǳǎ ǿƛƭƭ ǊŜƳƻǾŜ 
ǘƘŜ ƭŀǎǘ 5b{ ƛƴǇǳǘΦ ! ƳŀȄƛƳǳƳ ƻŦ ǘƘǊŜŜ 5b{ ŀǊŜ ŀƭƭƻǿŜŘΦ 

 

6.6.2.2 Interface 

6.6.2.2.1 Status 

¢Ƙƛǎ ǎǘŀǘǳǎ ǇŀƎŜ ǎƘƻǿǎ ǿƘŜǘƘŜǊ ŀ ǇŀǊǝŎǳƭŀǊ ƛƴǘŜǊŦŀŎŜ ƛǎ ƛƴ ǳǎŜ όǳǇύ ƻǊ ƴƻǘ όŘƻǿƴύ ŀǎ ǿŜƭƭ ŀǎ ǘƘŜ 

ŎƻǊǊŜǎǇƻƴŘƛƴƎ a!/ ŀŘŘǊŜǎǎΣ ǎǇŜŜŘΣ ŘǳǇƭŜȄ ƳƻŘŜΣ ŀǳǘƻπƴŜƎƻǝŀǝƻƴ ƳƻŘŜ ŀƴŘ ǇŀŎƪŜǘ ŎƻǳƴǘŜǊǎΦ 

 

Figure 60 Example of network status page content 
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6.6.2.2.2 Action 

¢ƘŜ ǇŀŎƪŜǘ ŎƻǳƴǘŜǊǎ ƻƴ ǘƘŜ ǎǘŀǘǳǎ ǇŀƎŜ Ŏŀƴ ōŜ ŎƭŜŀǊŜŘ ǿƛǘƘ ǘƘŜ /ƭŜŀǊ ƴŜǘǿƻǊƪ ƛƴǘŜǊŦŀŎŜ ǎǘŀǘǳǎ Řŀǘŀ ŀŎǝƻƴΦ 

 

Figure 61 Clear network interface status data action 

 

6.6.2.2.3 Config 

¢Ƙƛǎ ŎƻƴŬƎ ǇŀƎŜ Ŏƻƴǎƛǎǘǎ ƻŦ ǘƘŜ ǎŜŎǝƻƴǎ ϦLƴǘŜǊŦŀŎŜϦΣ Ϧ.ƻƴŘƛƴƎϦ ŀƴŘ ϦtwtϦΦ 

 

6.6.2.2.3.1 Interface 

!ƭƭ ƻŦ ǘƘŜ ƛƴǘŜǊŦŀŎŜǎ ŀǊŜ ƭƛǎǘŜŘ ǳƴŘŜǊ ǘƘŜ ƛƴǘŜǊŦŀŎŜ ǎŜŎǝƻƴΦ 9ŀŎƘ ƛƴǘŜǊŦŀŎŜ Ƙŀǎ ǘƘŜ ǎŀƳŜ ǎŜǩƴƎǎΣ ǊŜǎǇŜŎǝǾŜƭȅ 

LtǾпΣ LtǾсΣ a!/ ŀƴŘ ±[!bΦ 

 
Figure 62 Example of a network interface configuration section 
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LƴǇǳǘ [ŀōŜƭ 5ŜǎŎǊƛǇǝƻƴ 

!ŎǝǾŀǘŜ 
9ƴŀōƭŜǎ κ ŘƛǎŀōƭŜǎ ǘƘŜ ǿƘƻƭŜ ƴŜǘǿƻǊƪ ƛƴǘŜǊŦŀŎŜΦ ¢Ƙƛǎ ǎŜǩƴƎ ƛǎ ƛƎƴƻǊŜŘ ǿƘŜƴ ǘƘŜ 
ƴŜǘǿƻǊƪ ƛƴǘŜǊŦŀŎŜ ƛǎ ǳǎŜŘ ƛƴ ōƻƴŘƛƴƎ ƻǊ twtΦ 

5I/t 
¢Ƙƛǎ ǎŜǩƴƎ ǘƻƎƎƭŜǎ 5I/t ŦƻǊ ŀ ŎŜǊǘŀƛƴ ǎŜǩƴƎǎ ƎǊƻǳǇ όLtǾпΣ LtǾсΣ ±[!b LtǾп ŀƴŘ ±[!b 
LtǾсύΦ 

Lt ŀŘŘǊŜǎǎ όLtǾпύ LŦ 5I/t ƛǎ ƴƻǘ ǳǎŜŘ ŦƻǊ LtǾпΣ ǘƘŜ LtǾп ŀŘŘǊŜǎǎ ƴŜŜŘǎ ǘƻ ōŜ ŜƴǘŜǊŜŘ ƘŜǊŜΦ 

bŜǘǿƻǊƪ Ƴŀǎƪ LŦ 5I/t ƛǎ ƴƻǘ ǳǎŜŘ ŦƻǊ LtǾпΣ ǘƘŜ ƴŜǘǿƻǊƪ Ƴŀǎƪ ƴŜŜŘǎ ǘƻ ōŜ ŜƴǘŜǊŜŘ ƘŜǊŜΦ 

Lt ŀŘŘǊŜǎǎ όLtǾсύ 
LŦ 5I/t ƛǎ ƴƻǘ ǳǎŜŘ ŦƻǊ LtǾсΣ ǘƘŜ LtǾс ŀŘŘǊŜǎǎ Ŏŀƴ ōŜ ŜƴǘŜǊŜŘ ƘŜǊŜΦ LtǾс ŀŘŘǊŜǎǎ ƛǎ ƴƻǘ 
ƳŀƴŘŀǘƻǊȅ ŀƴŘ Ŏŀƴ ōŜ ƭŜƊ ŜƳǇǘȅΦ  

tǊŜŬȄ ƭŜƴƎǘƘ 
LŦ 5I/t ƛǎ ƴƻǘ ǳǎŜŘ ŦƻǊ LtǾсΣ ǘƘŜ ƭŜƴƎǘƘ ƻŦ ǘƘŜ ƴŜǘǿƻǊƪ ŀŘŘǊŜǎǎ ŦƻǊ LtǾс Ƴǳǎǘ ōŜ 
ŜƴǘŜǊŜŘ ƘŜǊŜΣ ƛŦ ǘƘŜ LtǾс ŀŘŘǊŜǎǎ ƛǎ ǎŜǘΦ 

hǇŜǊŀǝƻƴ ƳƻŘŜ 

¢ƘŜ ƴŜǘǿƻǊƪ ŘŜǾƛŎŜ ǳǎǳŀƭƭȅ ŀŘƧǳǎǘǎ ǘƘŜ Řŀǘŀ ǎǘǊŜŀƳ ŀƴŘ ŘǳǇƭŜȄ ƳƻŘŜ ǘƻ ǘƘŜ ŘŜǾƛŎŜ ǘƻ 
ǿƘƛŎƘ ƛǘ ƛǎ ŎƻƴƴŜŎǘŜŘ όŜΦƎΦΣ I¦.Σ {²L¢/Iύ ŀǳǘƻƳŀǝŎŀƭƭȅΦ LŦ ǘƘŜ ƴŜǘǿƻǊƪ ŘŜǾƛŎŜ 
ǊŜǉǳƛǊŜǎ ŀ ŎŜǊǘŀƛƴ ǎǇŜŜŘ ƻǊ ŘǳǇƭŜȄ ƳƻŘŜΣ ǘƘƛǎ Ŏŀƴ ōŜ ŎƻƴŬƎǳǊŜŘ Ǿƛŀ ǘƘƛǎ ǎŜǩƴƎΦ 

¢ƘŜ ǾŀƭǳŜ ǎƘƻǳƭŘ ƻƴƭȅ ōŜ ŎƘŀƴƎŜŘ ƛƴ ǎǇŜŎƛŀƭ ŎŀǎŜǎΦ ¢ƘŜ ŀǳǘƻƳŀǝŎ ǎŜǩƴƎ ό!ǳǘƻ 
ƴŜƎƻǝŀǘŜύ ƛǎ ƴƻǊƳŀƭƭȅ ǳǎŜŘΦ 

CƻǊ ōƻŀǊŘǎ ǿƛǘƘ {Ct ƳƻŘǳƭŜǎ ǘƘŜ Ϧ!ǳǘƻπŘŜǘŜŎǘϦ ƻǇǝƻƴ ƛǎ ǎǳǇǇƻǊǘŜŘΦ ²ƘŜƴ ǘƘƛǎ 
ƻǇǝƻƴ ƛǎ ǎŜƭŜŎǘŜŘΣ ǘƘŜ ǎǳǇǇƻǊǘŜŘ ƻǇŜǊŀǝƻƴ ƳƻŘŜ ƻŦ ǘƘŜ ƛƴǎŜǊǘŜŘ {Ct ƳƻŘǳƭŜ ƛǎ 
ŘŜǘŜǊƳƛƴŜŘ ŀƴŘ ǘƘŜƴ ǘƘŀǘ ƻǇŜǊŀǝƻƴ ƳƻŘŜ ƛǎ ŎƻƴŬƎǳǊŜŘ ŦƻǊ ǘƘŜ ŎƻǊǊŜǎǇƻƴŘƛƴƎ 
ƛƴǘŜǊŦŀŎŜΦ 

/ǳǎǘƻƳ a!/ ŀŘŘǊŜǎǎ 

¢ƘŜ a!/ ŀŘŘǊŜǎǎ ŀǎǎƛƎƴŜŘ ŦǊƻƳ ƘƻǇŦ Ŏŀƴ ōŜ ŎƘŀƴƎŜŘ ǘƻ ŀƴȅ ǳǎŜǊπŘŜŬƴŜŘ a!/ 
ŀŘŘǊŜǎǎΦ 

¢ƘŜ ƛƴǘŜǊŦŀŎŜ ƛŘŜƴǝŬŜǎ ƛǘǎŜƭŦ ǿƛǘƘ ǘƘŜ ǳǎŜǊπŘŜŬƴŜŘ a!/ ŀŘŘǊŜǎǎ ǘƻ ǘƘŜ ƴŜǘǿƻǊƪ ƛŦ ŀ 
/ǳǎǘƻƳ a!/ ŀŘŘǊŜǎǎ ǿŀǎ ŜƴǘŜǊŜŘΦ LŦ ǘƘŜ ƛƴǇǳǘ ŬŜƭŘ ǾŀƭǳŜ ƛǎ ŜƳǇǘȅΣ ǘƘŜ a!/ ŀŘŘǊŜǎǎ 
ǇǊƻǾƛŘŜŘ ōȅ ƘƻǇŦ ƛǎ ǳǎŜŘΦ 

a¢¦ 

¢ƘŜ aŀȄƛƳǳƳ ¢ǊŀƴǎƳƛǎǎƛƻƴ ¦ƴƛǘ ŘŜǎŎǊƛōŜǎ ǘƘŜ ƳŀȄƛƳǳƳ ǎƛȊŜ ƻŦ ŀ Řŀǘŀ ǇŀŎƪŜǘ ƻŦ ŀ 
ǇǊƻǘƻŎƻƭ ƻŦ ǘƘŜ ƴŜǘǿƻǊƪ ƭŀȅŜǊ όƭŀȅŜǊ о ƻŦ h{L ƳƻŘŜƭύΣ ƳŜŀǎǳǊŜŘ ƛƴ ƻŎǘŜǘǎ ǿƘƛŎƘ Ŏŀƴ ōŜ 
ǘǊŀƴǎŦŜǊǊŜŘ ƛƴǘƻ ǘƘŜ ŦǊŀƳŜ ƻŦ ŀ ƴŜǘ ƻŦ ǘƘŜ ǎŜŎǳǊƛǘȅ ƭŀȅŜǊ όƭŀȅŜǊ н ƻŦ h{L ƳƻŘŜƭύ ǿƛǘƘƻǳǘ 
ŦǊŀƎƳŜƴǘŀǝƻƴΦ 

L5 !ƴ ŜȄǇƭƛŎƛǘ ±[!b L5 Ƴǳǎǘ ōŜ ŎƻƴŬƎǳǊŜŘ ŦƻǊ ŜŀŎƘ ±[!b ƛƴǘŜǊŦŀŎŜΦ 

[ŀōŜƭ 
¢Ƙƛǎ ƛƴǇǳǘ Ŏŀƴ ōŜ ŬƭƭŜŘ ƻǳǘ ǿƛǘƘ ŀ ŘŜǎƛƎƴŀǝƻƴ ƻǊ ŀ ŎƻƳƳŜƴǘ ǘƻ Ŝŀǎƛƭȅ ƪŜŜǇ ǘƘŜ 
ŎƻƴŬƎǳǊŜŘ ±[!bǎ ŀǇŀǊǘΦ 
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 [ŀōŜƭ 5ŜǎŎǊƛǇǝƻƴ 

м ±[!b 

! ±[!b ό±ƛǊǘǳŀƭ [ƻŎŀƭ !ǊŜŀ bŜǘǿƻǊƪύ ƛǎ ŀ ƭƻƎƛŎŀƭ ǎǳōπƴŜǘǿƻǊƪ ǿƛǘƘƛƴ ŀ ƴŜǘǿƻǊƪ ǎǿƛǘŎƘ 
ƻǊ ŀ ǿƘƻƭŜ ǇƘȅǎƛŎŀƭ ƴŜǘǿƻǊƪΦ ±[!bǎ ŀǊŜ ǳǎŜŘ ǘƻ ǎŜǇŀǊŀǘŜ ǘƘŜ ƭƻƎƛŎŀƭ ƴŜǘǿƻǊƪ 
ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ŦǊƻƳ ǘƘŜ ǇƘȅǎƛŎŀƭ ǿƛǊƛƴƎΣ ǘƘǳǎ ǘƻ ǾƛǊǘǳŀƭƛȊŜ ǘƘŜ [ƻŎŀƭ !ǊŜŀ bŜǘǿƻǊƪΦ  

¢ƘŜ ǘŜŎƘƴƻƭƻƎȅ ƻŦ ±[!b ƛǎ ǎǘŀƴŘŀǊŘƛȊŜŘ ōȅ L999 {ǘŀƴŘŀǊŘ улнΦмǉΦ bŜǘǿƻǊƪ 
ŀǇǇƭƛŎŀǝƻƴǎ ƛƳǇƭŜƳŜƴǝƴƎ ǘƘŜ ǎǘŀƴŘŀǊŘ ŀǊŜ ŀōƭŜ ǘƻ ŀƭƭƻŎŀǘŜ ƛƴŘƛǾƛŘǳŀƭ ƴŜǘǿƻǊƪ 
ƛƴǘŜǊŦŀŎŜǎ ǘƻ ǎǇŜŎƛŬŎ ±[!bǎΦ 

¢ƻ ǘǊŀƴǎŦŜǊ Řŀǘŀ ǇŀŎƪŜǘǎ ƻŦ ǎŜǾŜǊŀƭ ±[!bǎ Ǿƛŀ ŀ ǎƛƴƎƭŜ ƴŜǘǿƻǊƪ ƛƴǘŜǊŦŀŎŜ ǘƘŜ Řŀǘŀ 
ǇŀŎƪŜǘǎ ŀǊŜ ƳŀǊƪŜŘ ǿƛǘƘ ŀ ǊŜƭŀǘŜŘ ±[!b L5Φ ¢Ƙƛǎ ƳŜǘƘƻŘ ƛǎ ŎŀƭƭŜŘ ±[!bπ¢ŀƎƎƛƴƎΦ ¢ƘŜ 
ƴŜǘǿƻǊƪ ŀǇǇƭƛŎŀǝƻƴ ŀǘ ǘƘŜ ƻǘƘŜǊ ŜƴŘ ƻŦ ǘƘŜ ƭƛƴŜ όŜΦƎΦΣ ƴŜǘǿƻǊƪ ǎǿƛǘŎƘΣ ǊƻǳǘŜǊ ŜǘŎΦύ 
Ŏŀƴ ŀƭƭƻŎŀǘŜ ǘƘŜ Řŀǘŀ ǇŀŎƪŜǘ ǘƻ ǘƘŜ ŎƻǊǊŜŎǘ ±[!b ōȅ ŎƘŜŎƪƛƴƎ ǘƘŜ ƳŀǊƪƛƴƎ κ ǘŀƎΦ 

н !ŘŘ ±[!b tǊŜǎǎƛƴƎ ǘƘƛǎ ōǳǧƻƴ ǿƛƭƭ ŀŘŘ ŀ ±[!bΦ 

о 5ŜƭŜǘŜ .ǳǧƻƴ tǊŜǎǎƛƴƎ ǘƘƛǎ ōǳǧƻƴ ǿƛƭƭ ŘŜƭŜǘŜ ŀ ±[!bΦ 

 

6.6.2.2.3.2 Bonding 

¢ƘŜ ŦŜŀǘǳǊŜ .ƻƴŘƛƴƎ όŀƭǎƻ ƪƴƻǿƴ ŀǎ bL/ .ƻƴŘƛƴƎΣ bL/ ¢ŜŀƳƛƴƎΣ [ƛƴƪ .ǳƴŘƭƛƴƎΣ 9ǘƘŜǊ/ƘŀƴƴŜƭύ ŜƴŀōƭŜǎ ǘƻ 

ōǳƴŘƭŜ ǘǿƻ ƻǊ ƳƻǊŜ ǇƘȅǎƛŎŀƭ ƴŜǘǿƻǊƪ ƛƴǘŜǊŦŀŎŜǎ ǘƻ ƻƴŜ ƭƻƎƛŎŀƭ ƴŜǘǿƻǊƪ ƛƴǘŜǊŦŀŎŜΦ hƴƭȅ ǘƘŜ ƛƴǘŜǊŦŀŎŜǎ ƻŦ ƻƴŜ 

ōƻŀǊŘ Ŏŀƴ ōŜ ǳǎŜŘ ŦƻǊ ōƻƴŘƛƴƎΦ 

 
Figure 63 Network interface bonding configuration section 



 
 

 Customer Manual  hopf unified management application 
   v12.00 99 / 186 

 [ŀōŜƭ 5ŜǎŎǊƛǇǝƻƴ 

м .ƻƴŘƛƴƎ {ǘŜǇǇŜǊ 
tǊŜǎǎƛƴƎ ǘƘŜ Ǉƭǳǎ ōǳǧƻƴ ǿƛƭƭ ŎǊŜŀǘŜ ŀ ƴŜǿ .ƻƴŘƛƴƎ LƴǘŜǊŦŀŎŜ ŀƴŘ ǇǊŜǎǎƛƴƎ ǘƘŜ 
Ƴƛƴǳǎ ōǳǧƻƴ ǿƛƭƭ ǊŜƳƻǾŜ ǘƘŜ ƭŀǎǘ .ƻƴŘƛƴƎ LƴǘŜǊŦŀŎŜΦ !ŘŘƛƴƎ ŀ ƴŜǿ .ƻƴŘƛƴƎ 
LƴǘŜǊŦŀŎŜ ǊŜǉǳƛǊŜǎ ŀ ƳƛƴƛƳǳƳ ƻŦ ǘǿƻ ŀǾŀƛƭŀōƭŜ ƛƴǘŜǊŦŀŎŜǎΦ 

н LƴǘŜǊŦŀŎŜ {ǘŜǇǇŜǊ 
9ŀŎƘ .ƻƴŘƛƴƎ LƴǘŜǊŦŀŎŜ Ƴǳǎǘ ƘŀǾŜ ŀǘ ƭŜŀǎǘ ǘǿƻ ƛƴǘŜǊŦŀŎŜǎΦ !ŘŘƛǝƻƴŀƭ ƛƴǘŜǊŦŀŎŜǎ 
Ŏŀƴ ōŜ ŀŘŘŜŘ ǿƛǘƘ ǘƘŜ LƴǘŜǊŦŀŎŜ {ǘŜǇǇŜǊΦ Lǘ ŀŘŘǎ ƻǊ ǊŜƳƻǾŜǎ ŀ .ƻƴŘƛƴƎ LƴǘŜǊŦŀŎŜ 
{ŜƭŜŎǘƻǊ όоύΦ 

о 
.ƻƴŘƛƴƎ LƴǘŜǊŦŀŎŜ 
{ŜƭŜŎǘƻǊǎ 

9ŀŎƘ ǎŜƭŜŎǘƻǊ ŀƭƭƻǿǎ ŎƘƻƻǎƛƴƎ ŀ ǎǇŜŎƛŬŎ ƛƴǘŜǊŦŀŎŜ ŦƻǊ ǘƘŜ .ƻƴŘƛƴƎ LƴǘŜǊŦŀŎŜΦ 

п 
.ƻƴŘƛƴƎ LƴǘŜǊŦŀŎŜ 
{ŜǩƴƎǎ 

9ŀŎƘ ōƻƴŘƛƴƎ ƛƴǘŜǊŦŀŎŜ Ŏƻƴǎƛǎǘǎ ƻŦ ǘƘŜ ǎŀƳŜ ƛƴǘŜǊŦŀŎŜ ǎŜǩƴƎǎ ŘŜǎŎǊƛōŜŘ ƛƴ ǘƘƛǎ 
ŎƘŀǇǘŜǊ ǳƴŘŜǊ ϦLƴǘŜǊŦŀŎŜϦ όLtǾпΣ LtǾсΣ a!/Σ ±[!bύΦ 

 

! ōƻƴŘƛƴƎ ƛƴǘŜǊŦŀŎŜ ŀŘŘƛǝƻƴŀƭƭȅ ƛƴŎƭǳŘŜǎ ǘƘŜ Ϧ!ŘǾŀƴŎŜŘ ǎŜǩƴƎǎϦ ǎŜŎǝƻƴ ǿƛǘƘ ƴŜǿ ƛƴǇǳǘ ŎƻƳǇƻƴŜƴǘǎΣ 

ǿƘƛŎƘ ŀǊŜ ŘŜǎŎǊƛōŜŘ ōŜƭƻǿΥ 

LƴǇǳǘ [ŀōŜƭ 5ŜǎŎǊƛǇǝƻƴ 

.ƻƴŘƛƴƎ ǇƻƭƛŎȅ 

wƻǳƴŘπwƻōƛƴ 

Lƴ ǘƘƛǎ ŎŀǎŜ ǘƘŜ ƴŜǘǿƻǊƪ ƛƴǘŜǊŦŀŎŜǎΣ ǎǘŀǊǝƴƎ ǿƛǘƘ 9¢IлΣ ŀǊŜ ǘǊŀƴǎƳƛǩƴƎ ǎŜǉǳŜƴǝŀƭƭȅ 
ǿƘŜǊŜōȅ ŀ ŘƛǎǘǊƛōǳǝƻƴ ƻŦ ƭƻŀŘ ŀƴŘ ŀ ƘƛƎƘŜǊ ǘƻƭŜǊŀƴŎŜ ŦƻǊ ŜǊǊƻǊǎ ŀǊŜ ŀŎƘƛŜǾŜŘΦ Lƴ ǘƘŀǘ 
ƳƻŘŜ ǘƘŜ ƴŜǘǿƻǊƪ ƛƴǘŜǊŦŀŎŜǎ Ƴǳǎǘ ōŜ ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ ǎŀƳŜ ƴŜǘǿƻǊƪ ǎǿƛǘŎƘΦ 

 

!ŎǝǾŜ .ŀŎƪǳǇ 

hƴƭȅ ƻƴŜ ƻŦ ǘƘŜ ƴŜǘǿƻǊƪ ƛƴǘŜǊŦŀŎŜǎ ƛǎ ǎŜƴŘƛƴƎ ŀƴŘ ǊŜŎŜƛǾƛƴƎΦ LŦ ŀƴ ŜǊǊƻǊ ƻŎŎǳǊǎΣ ǘƘŜ 
ƻǘƘŜǊ ƴŜǘǿƻǊƪ ƛƴǘŜǊŦŀŎŜ ŀǎǎǳƳŜǎ ǊŜǎǇƻƴǎƛōƛƭƛǘȅ ŦƻǊ ǘƘŜ ǇǊƻŎŜǎǎΦ ¢ƘŜ ƴŜǘǿƻǊƪ ƛƴǘŜǊŦŀŎŜǎ 
Řƻ ƴƻǘ ƘŀǾŜ ǘƻ ōŜ ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ ǎŀƳŜ ƴŜǘǿƻǊƪ ǎǿƛǘŎƘΦ CǊƻƳ ǘƘŜ ƻǳǘǎƛŘŜ ǘƘŜ a!/ 
ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ ŀǎǎƻŎƛŀǝƻƴ ƛǎ ƻƴƭȅ ǾƛǎƛōƭŜ ƻƴ ƻƴŜ ƴŜǘǿƻǊƪ ƛƴǘŜǊŦŀŎŜ ǘƻ ŀǾƻƛŘ ŀ ƳƛȄπǳǇΦ 
¢Ƙƛǎ ƳƻŘŜ ǎǳǇǇƻǊǘǎ ǘƻƭŜǊŀƴŎŜ ŦƻǊ ŜǊǊƻǊǎΦ 

 

.ŀƭŀƴŎŜ ·hw 

{ƻǳǊŎŜ ŀƴŘ ǘŀǊƎŜǘ ŀǊŜ ǇŜǊƳŀƴŜƴǘƭȅ ŀǎǎƛƎƴŜŘ ǿƛǘƘ ƻƴŜ ŀƴƻǘƘŜǊ Ǿƛŀ ǘƘŜ a!/ ŀŘŘǊŜǎǎ ƻŦ 
ǘƘŜ ƴŜǘǿƻǊƪ ƛƴǘŜǊŦŀŎŜǎΦ ¢ƘŜ ƴŜǘǿƻǊƪ ƛƴǘŜǊŦŀŎŜǎ Ƴǳǎǘ ōŜ ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ ǎŀƳŜ 
ƴŜǘǿƻǊƪ ǎǿƛǘŎƘΦ ¢Ƙƛǎ ƳƻŘŜ ǎǳǇǇƻǊǘǎ ŘƛǎǘǊƛōǳǝƻƴ ƻŦ ƭƻŀŘ ŀƴŘ ǘƻƭŜǊŀƴŎŜ ŦƻǊ ŜǊǊƻǊǎΦ 

 

.ǊƻŀŘŎŀǎǘ 

Lƴ ǘƘƛǎ ƳƻŘŜ ǘƘŜ ŎƻƳǇǳǘŜǊ ǎŜƴŘǎ ƛǘǎ Řŀǘŀ Ǿƛŀ ŀƭƭ ŀǾŀƛƭŀōƭŜ ƴŜǘǿƻǊƪ ƛƴǘŜǊŦŀŎŜǎ ǿƘƛŎƘ 
ŜƴŀōƭŜǎ ǘƘŜ ǳǎŜ ƻŦ ǎŜǾŜǊŀƭ ƴŜǘǿƻǊƪ ǎǿƛǘŎƘŜǎΦ ¢Ƙƛǎ ŦŀŎǘ ƭŜŀŘǎ ǘƻ ŀ ƘƛƎƘ ǘƻƭŜǊŀƴŎŜ ŦƻǊ 
ŜǊǊƻǊǎΣ ōǳǘ ǘƘƛǎ ƳƻŘŜ ŘƻŜǎ ƴƻǘ ŜƴŀōƭŜ ŘƛǎǘǊƛōǳǝƻƴ ƻŦ ƭƻŀŘΦ 

 

L999 улнΦоŀŘ 5ȅƴŀƳƛŎ [ƛƴƪ !ƎƎǊŜƎŀǝƻƴ 
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¢ƘŜ ƴŜǘǿƻǊƪ ƛƴǘŜǊŦŀŎŜǎ ŀǊŜ ƎƻƛƴƎ ǘƻ ōŜ ōǳƴŘƭŜŘ ό¢ǊǳƴƪƛƴƎύ ƛƴ ǘƘƛǎ ƳƻŘŜΦ Lǘ ƛǎ 
ƳŀƴŘŀǘƻǊȅ ǘƘŀǘ ǘƘŜ ƴŜǘǿƻǊƪ ƛƴǘŜǊŦŀŎŜǎ ŀǊŜ ŎƻƴŬƎǳǊŜŘ ǿƛǘƘ ǘƘŜ ǎŀƳŜ ǘǊŀƴǎƳƛǎǎƛƻƴ ǊŀǘŜ 
ŀƴŘ ŘǳǇƭŜȄ ǎŜǩƴƎΦ .ǳƴŘƭƛƴƎ ƛǎ ƳŀŘŜ ŘȅƴŀƳƛŎŀƭƭȅ Ǿƛŀ ǘƘŜ [ƛƴƪ !ƎƎǊŜƎŀǝƻƴ /ƻƴǘǊƻƭ 
tǊƻǘƻŎƻƭ ό[!/tύΦ ¢Ƙƛǎ ƳƻŘŜ ǎǳǇǇƻǊǘǎ ŘƛǎǘǊƛōǳǝƻƴ ƻŦ ƭƻŀŘ ŀǎ ǿŜƭƭ ŀǎ ǘƻƭŜǊŀƴŎŜ ŦƻǊ 
ŜǊǊƻǊǎΦ 

 

!ŘŀǇǝǾŜ ¢ǊŀƴǎƳƛǘ [ƻŀŘ .ŀƭŀƴŎƛƴƎ ό¢[.ύ 

hǳǘōƻǳƴŘ Řŀǘŀ ǘǊŀŶŎ ƛǎ ǎǇƭƛǘ ƻƴ ǘƘŜ ƴŜǘǿƻǊƪ ƛƴǘŜǊŦŀŎŜǎ ƛƴ ŀŎŎƻǊŘŀƴŎŜ ǿƛǘƘ ǘƘŜ ŎǳǊǊŜƴǘ 
ƭƻŀŘΣ ŘŜǇŜƴŘƛƴƎ ƻƴ ǘƘŜ ƛƴǘŜǊŦŀŎŜ ǎǇŜŜŘ ŀŘƧǳǎǘŜŘΦ ¢ƘŜ ƴŜǘǿƻǊƪ ƛƴǘŜǊŦŀŎŜǎ Řƻ ƴƻǘ ƘŀǾŜ 
ǘƻ ōŜ ŎƻƴƴŜŎǘŜŘ ƻƴ ǘƘŜ ǎŀƳŜ ƴŜǘǿƻǊƪ ǎǿƛǘŎƘΦ ¢Ƙƛǎ ƳƻŘŜ ǎǳǇǇƻǊǘǎ ŘƛǎǘǊƛōǳǝƻƴ ƻŦ ƭƻŀŘ 
ŀƴŘ ǘƻƭŜǊŀƴŎŜ ŦƻǊ ŜǊǊƻǊǎΦ 

[!/t ǊŀǘŜ 
LƴŘƛŎŀǘŜǎ ǘƘŜ ƭƛƴƪ ǇŀǊǘƴŜǊΩǎ ǊŜǉǳŜǎǘ ŦǊŜǉǳŜƴŎȅ ǘƻ ǘǊŀƴǎŦŜǊ [!/t ǇŀŎƪŜǘǎ ƛƴ L999 улнΦоŀŘ 
ƳƻŘŜΦ 

aLL ƭƛƴƪ ƳƻƴƛǘƻǊƛƴƎ 
ƛƴǘŜǊǾŀƭ όƳǎύ 

LƴŘƛŎŀǘŜǎ ǘƘŜ ƛƴǘŜǊǾŀƭ ƛƴ ƳƛƭƭƛǎŜŎƻƴŘǎ ŦƻǊ ƻōǎŜǊǾƛƴƎ ǘƘŜ aLLπŎƻƴƴŜŎǝƻƴΦ 

[ƛƴƪ Řƻǿƴ ŘŜƭŀȅ όƳǎύ 
5ŜǘŜǊƳƛƴŜǎ ǘƘŜ ŘŜƭŀȅ ǝƳŜ ƛƴ ƳƛƭƭƛǎŜŎƻƴŘǎ ǘƻ ŘŜŀŎǝǾŀǘŜ ŀ ŎƻƴƴŜŎǝƻƴ ŀƊŜǊ ŀ ƭƛƴƪ ŜǊǊƻǊ 
ƛǎ ŘŜǘŜŎǘŜŘΦ ¢Ƙƛǎ ǾŀƭǳŜ ƴŜŜŘǎ ǘƻ ōŜ ŀ ƳǳƭǝǇƭŜ ƻŦ ǘƘŜ aLL ƭƛƴƪ ƳƻƴƛǘƻǊƛƴƎ ƛƴǘŜǊǾŀƭΦ 

[ƛƴƪ ǳǇ ŘŜƭŀȅ όƳǎύ 
5ŜǘŜǊƳƛƴŜǎ ǘƘŜ ŘŜƭŀȅ ǝƳŜ ƛƴ ƳƛƭƭƛǎŜŎƻƴŘǎ ǘƻ ŜƴŀōƭŜ ŀ ŎƻƴƧǳƴŎǝƻƴ ŀƊŜǊ ŀ ŎƻƴƴŜŎǝƻƴ 
ƛǎ ŘŜǘŜŎǘŜŘΦ ¢Ƙƛǎ ǾŀƭǳŜ ƴŜŜŘǎ ǘƻ ōŜ ŀ ƳǳƭǝǇƭŜ ƻŦ ǘƘŜ aLL ƭƛƴƪ ƳƻƴƛǘƻǊƛƴƎ ƛƴǘŜǊǾŀƭΦ 
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6.6.2.2.3.3 PRP 

¢ƘŜ ŦŜŀǘǳǊŜ twt όtŀǊŀƭƭŜƭ wŜŘǳƴŘŀƴŎȅ tǊƻǘƻŎƻƭύ ŜƴŀōƭŜǎ ǘƻ ōǳƴŘƭŜ ǘǿƻ ǇƘȅǎƛŎŀƭ ƴŜǘǿƻǊƪ ƛƴǘŜǊŦŀŎŜǎ ǘƻ ƻƴŜ 

ƭƻƎƛŎŀƭ ƴŜǘǿƻǊƪ ƛƴǘŜǊŦŀŎŜΦ 9ŀŎƘ ƴŜǘǿƻǊƪ ƛƴǘŜǊŦŀŎŜ ƛǎ ŎƻƴƴŜŎǘŜŘ ǘƻ ŀƴ ƛƴŘŜǇŜƴŘŜƴǘ [!b ό[ƻŎŀƭ !ǊŜŀ bŜǘǿƻǊƪύΦ 

LŦ ƻƴŜ ƻŦ ǘƘŜ ǘǿƻ [!bǎ Ƙŀǎ Ǝƻǘ ŀ ŦŀƛƭǳǊŜΣ ǳǎŀƎŜ ƻŦ twt ŜƴǎǳǊŜǎ ǘƘŀǘ ƴƻ ƴŜǘǿƻǊƪ ǇŀŎƪŜǘ ƛǎ ƭƻǎǘ ŀƴŘ ǘƘŜ 

ŎƻƴƴŜŎǝƻƴ ƛǎ ƳŀƛƴǘŀƛƴŜŘ Ǿƛŀ ǘƘŜ ƻǘƘŜǊ ƛƴŘŜǇŜƴŘŜƴǘ [!bΦ 

¢ƘŜ twt ǎŜǩƴƎǎ ŀǊŜ ǎƛƳƛƭŀǊ ǘƻ Ϧ.ƻƴŘƛƴƎϦΦ hƴƭȅ ǘƘŜ ƴǳƳōŜǊ ƻŦ ƛƴǘŜǊŦŀŎŜǎ ƛǎ ŬȄŜŘ ǘƻ ǘǿƻ ŦƻǊ ŜŀŎƘ twt 

ƛƴǘŜǊŦŀŎŜ ŀƴŘ ǘƘŜǊŜ ŀǊŜ ƴƻ ŀŘǾŀƴŎŜŘ ǎŜǩƴƎǎ ƴƻǊ ±[!bΦ 

 

Figure 64 PRP configuration section 
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6.6.2.3 Routing 

6.6.2.3.1 Status 

¢ƘŜ ǊƻǳǝƴƎ ǎǘŀǘǳǎ ǎƘƻǿǎ ŀƭƭ ŎǳǊǊŜƴǘƭȅ ǎŜǘ ǊƻǳǘŜǎ ōȅ ǘƘŜ ǳǎŜǊ ŀƴŘ ǘƘŜ ƻǇŜǊŀǝƴƎ ǎȅǎǘŜƳΦ 

 

Figure 65 Routing status page example 
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6.6.2.3.2 Config 

!ŘŘƛǝƻƴŀƭ ǎǘŀǝŎ ǊƻǳǘŜǎ Ŏŀƴ ōŜ ŎƻƴŬƎǳǊŜŘ ǘƘǊƻǳƎƘ ǘƘƛǎ ŎƻƴŬƎ ǇŀƎŜΦ Lǘ ŘƛǎǇƭŀȅǎ ŀƭƭ ŎǳǊǊŜƴǘ ǎǘŀǝŎ ǊƻǳǘŜǎ ǎŜǘ ōȅ 

ǘƘŜ ǳǎŜǊΦ 

 

Figure 66 Routing config page with two routes 

 
Figure 67 Routing config page without any routes 

 

 [ŀōŜƭ 5ŜǎŎǊƛǇǝƻƴ 

м !ŘŘ wƻǳǘŜ tǊŜǎǎƛƴƎ ǘƘƛǎ ōǳǧƻƴ ǿƛƭƭ ŀŘŘ ŀ ƴŜǿ ǊƻǳǘŜΦ 

н 5ŜƭŜǘŜ .ǳǧƻƴ tǊŜǎǎƛƴƎ ǘƘƛǎ ōǳǧƻƴ ǿƛƭƭ ǊŜƳƻǾŜ ŀ ǊƻǳǘŜΦ 
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LƴǇǳǘ [ŀōŜƭ 5ŜǎŎǊƛǇǝƻƴ 

Lt ŀŘŘǊŜǎǎ 
¢Ƙƛǎ ƛƴǇǳǘ ŬŜƭŘ ŀƭƭƻǿǎ ŜƴǘŜǊƛƴƎ ōƻǘƘ ŀƴ LtǾп ŀŘŘǊŜǎǎ ŀƴŘ LtǾс ŀŘŘǊŜǎǎΦ ¢ƘŜ ŘŜǘŜŎǘŜŘ Lt 
ǾŜǊǎƛƻƴ ǿƛƭƭ ŎƘŀƴƎŜ ǘƘƛǎ ƛƴǇǳǘ ƭŀōŜƭ ŀƴŘ ŀƭǎƻ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ƛƴǇǳǘ ŎƻƳǇƻƴŜƴǘǎΦ 

bŜǘǿƻǊƪ Ƴŀǎƪ LŦ ŀƴ LtǾп ŀŘŘǊŜǎǎ ǿŀǎ ŜƴǘŜǊŜŘΣ ǘƘƛǎ ƴŜǘǿƻǊƪ Ƴŀǎƪ ƛǎ ŘƛǎǇƭŀȅŜŘΦ 

tǊŜŬȄ ƭŜƴƎǘƘ LŦ ŀƴ LtǾс ŀŘŘǊŜǎǎ ǿŀǎ ŜƴǘŜǊŜŘΣ ǘƘƛǎ ǇǊŜŬȄ ƭŜƴƎǘƘ ƛǎ ŘƛǎǇƭŀȅŜŘΦ 

DŀǘŜǿŀȅ 
LŦ ŀƴ LtǾп ŀŘŘǊŜǎǎ Ƙŀǎ ōŜŜƴ ŜƴǘŜǊŜŘΣ ǘƘŜ ƎŀǘŜǿŀȅ Ƴǳǎǘ ŀƭǎƻ ōŜ ŀƴ LtǾп ŀŘŘǊŜǎǎΤ ŦƻǊ 
LtǾс ƛǘ Ƴǳǎǘ ōŜ ŀƴ LtǾс ŀŘŘǊŜǎǎΦ 

 

6.6.2.4 Firewall 

6.6.2.4.1 Config 

¢Ƙƛǎ ŎƻƴŬƎǳǊŀǝƻƴ ǇŀƎŜ ŀƭƭƻǿǎ ȅƻǳ ǘƻ ŎƘŀƴƎŜ ǘƘŜ ŬǊŜǿŀƭƭ ŀƴŘ ǘƘŜ ŬǊŜǿŀƭƭ ŀƭŀǊƳ ƻǇǝƻƴǎΦ CƛǊŜǿŀƭƭ ǊǳƭŜǎ Ŏŀƴ 

ōŜ ŀŘŘŜŘΣ ǊŜƳƻǾŜŘ ŀƴŘ ŎƘŀƴƎŜŘΦ  

hƴŜ ǊǳƭŜ ǘƘŀǘ ōƭƻŎƪǎ ŀƴȅ ǘǊŀŶŎ ƛǎ ǇǊŜŘŜŬƴŜŘΦ Lǘ Ƙŀǎ ǘƘŜ ƭƻǿŜǎǘ ǇǊƛƻǊƛǘȅ ŀƴŘ ŎŀƴΩǘ ōŜ ŘŜƭŜǘŜŘΦ 

 

Figure 68 Network firewall configuration section 
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 [ŀōŜƭ 5ŜǎŎǊƛǇǝƻƴ 

м !ŘŘ wǳƭŜ tǊŜǎǎƛƴƎ ǘƘƛǎ ōǳǧƻƴ ǿƛƭƭ ŀŘŘ ŀ ƴŜǿ ǊǳƭŜΦ 

н tǊƛƻǊƛǘȅ 5ǊŀƎƎŜǊ 

! ŬǊŜǿŀƭƭ ǊǳƭŜ Ƙŀǎ ǇǊƛƻǊƛǘȅ ƻǾŜǊ ŀƴƻǘƘŜǊ ǊǳƭŜ ƛŦ ǘƘŜ ǇǊƛƻǊƛǘȅ ƛǎ ǇƭŀŎŜŘ ƘƛƎƘŜǊ ƛƴ ǘƘŜ 
ƭƛǎǘΦ  

/ƘŀƴƎƛƴƎ ǘƘŜ ǇǊƛƻǊƛǘȅ Ŏŀƴ ōŜ ŘƻƴŜ ǳǎƛƴƎ ǘƘƛǎ ŘǊŀƎƎŜǊ ŎƻƳǇƻƴŜƴǘΦ IƻƭŘƛƴƎ ǘƘƛǎ ƛŎƻƴ 
ǿƛǘƘ ǘƘŜ ƭŜƊ ƳƻǳǎŜ ōǳǧƻƴΣ ŀƭƭƻǿǎ ŘǊŀƎƎƛƴƎ ǘƘŜ ǊǳƭŜ ǘƻ ŀ ŘŜǎƛǊŜŘ ǇǊƛƻǊƛǘȅ ǇƻǎƛǝƻƴΦ 

о tǊƛƻǊƛǘȅ bǳƳōŜǊ 

LƴŘƛŎŀǘŜǎ ǘƘŜ ǇǊƛƻǊƛǘȅ ƻŦ ŀ ǊǳƭŜ όƭƻǿŜǊ ƴǳƳōŜǊǎ ƘŀǾŜ ƘƛƎƘŜǊ ǇǊƛƻǊƛǝŜǎύΦ 

¢ƘŜ ƭƻǿŜǊ ǘƘŜ ǇǊƛƻǊƛǘȅ ƴǳƳōŜǊΣ ǘƘŜ ƘƛƎƘŜǊ ǘƘŜ ǇǊƛƻǊƛǘȅ όŦƻǊ ŜȄŀƳǇƭŜ ŀ ǊǳƭŜ ǿƛǘƘ 
ϦtǊƛƻǊƛǘȅ мϦ Ƙŀǎ ǘƘŜ ƘƛƎƘŜǎǘ ǇǊƛƻǊƛǘȅύΦ 

п 5ŜƭŜǘŜ .ǳǧƻƴ tǊŜǎǎƛƴƎ ǘƘƛǎ ōǳǧƻƴ ǿƛƭƭ ǊŜƳƻǾŜ ŀ ǊǳƭŜΦ 

р 
CƛǊŜǿŀƭƭ ŀƭŀǊƳ 
ƻǇǝƻƴǎ 

¢Ƙƛǎ ǎŜŎǝƻƴ ŎƻƴŬƎǳǊŜǎ ǘƘŜ ǇŀǊŀƳŜǘŜǊǎ ŦƻǊ ǘƘŜ ŬǊŜǿŀƭƭ ŀƭŀǊƳΦ ¢ƻ ǘǊƛƎƎŜǊ ŀƴ ŀƭŀǊƳ ŀǘ 
ƭŜŀǎǘ tŀŎƪŜǘ Ŏƻǳƴǘ ǇŀŎƪŜǘǎ Ƴǳǎǘ ōŜ ŘǊƻǇǇŜŘ ōȅ ǘƘŜ ŬǊŜǿŀƭƭ ŘǳǊƛƴƎ ŀ ¢ƛƳŜ όǎύ 
ƛƴǘŜǊǾŀƭΦ 

IƛƴǘΥ ¢ƛƳŜ όǎύ ǳƴƛǘ ƛǎ ǎŜŎƻƴŘǎΦ 

 
 

LƴǇǳǘ [ŀōŜƭ 5ŜǎŎǊƛǇǝƻƴ 

LƴǘŜǊŦŀŎŜ 
¢Ƙƛǎ ǎŜǩƴƎ ŘŜǘŜǊƳƛƴŜǎ ǿƘƛŎƘ ƛƴǘŜǊŦŀŎŜ όƛƴŎƭǳŘƛƴƎ ±[!bΣ .ƻƴŘƛƴƎ ŀƴŘ twtύ ǘƘƛǎ 
ŬǊŜǿŀƭƭ ǊǳƭŜ ŀǇǇƭƛŜǎ ǘƻΦ 

{ŜǊǾƛŎŜ ¢ƘŜ ǎŜǊǾƛŎŜ ǿƘŜǊŜ ǘƘƛǎ ŬǊŜǿŀƭƭ ǊǳƭŜ ǘŀƪŜǎ ŜũŜŎǘΦ 

tƻƭƛŎȅ 
¢ƘŜ tƻƭƛŎȅ ŬŜƭŘ ŘŜǘŜǊƳƛƴŜǎ ǿƘŜǘƘŜǊ ǘƘŜ ǊǳƭŜ ǇŜǊƳƛǘǎ ƻǊ ōƭƻŎƪǎ ǘǊŀŶŎ ǘƘŀǘ ƳŀǘŎƘŜǎ 
ǘƘŜ ŎǊƛǘŜǊƛŀ ǎǇŜŎƛŬŜŘ ƛƴ ǘƘƛǎ ǊǳƭŜΦ 

5ƛǊŜŎǝƻƴǎ ¢ǊŀŶŎ Ŏŀƴ ōŜ ƳŀǘŎƘŜŘ ǘƻ ƛƴώŎƻƳƛƴƎϐΣ ƻǳǘώƎƻƛƴƎϐ ƻǊ ōƻǘƘ ŘƛǊŜŎǝƻƴǎΦ 

wŜƳƻǘŜ Lt 

wŜƳƻǘŜ Lt ŀŘŘǊŜǎǎ ǘƘŀǘ ƛǎ ǇŜǊƳƛǧŜŘ ǘƻ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘŜǊƴŀƭ ǊŜǎƻǳǊŎŜΦ 

LtǾпκLtǾс ŀŘŘǊŜǎǎ όŜΦƎΦ мфнΦмсуΦлΦмΣ мΥΥмύ ƻǊ LtǾпκLtǾс ŀŘŘǊŜǎǎ ǊŀƴƎŜǎ ƛƴ /L5w 
ƴƻǘŀǝƻƴ όŜΦƎΦ мфнΦмсуΦлΦмκнпΣ мΥΥмκспύ ŀǊŜ ŀŎŎŜǇǘŜŘΦ 
!ƭƭƻǿŜŘ LtǾп ǇǊŜŬȄ ƭŜƴƎǘƘ ǾŀƭǳŜ ƛƴ /L5w ƴƻǘŀǝƻƴΥ м ǘƻ он 
!ƭƭƻǿŜŘ LtǾс ǇǊŜŬȄ ƭŜƴƎǘƘ ǾŀƭǳŜ ƛƴ /L5w ƴƻǘŀǝƻƴΥ м ǘƻ мну 

hƴƭȅ ƻƴŜ LtǾпκLtǾс ŀŘŘǊŜǎǎ ƻǊ LtǾпκLtǾс ŀŘŘǊŜǎǎ ǊŀƴƎŜ ƛǎ ŀŎŎŜǇǘŜŘΦ ²ƘŜƴ ŀ ŬǊŜǿŀƭƭ 
ǊǳƭŜ ǎƘƻǳƭŘ ōŜ ŀǇǇƭƛŜŘ ŦƻǊ ƳƻǊŜ ǘƘŀƴ ƻƴŜ LtǾпκLtǾс ŀŘŘǊŜǎǎ ƻǊ LtǾпκLtǾс ŀŘŘǊŜǎǎ 
ǊŀƴƎŜΣ ŀƴ ŀŘŘƛǝƻƴŀƭ ǊǳƭŜ Ƴǳǎǘ ōŜ ŀŘŘŜŘΦ 

tǊƻǘƻŎƻƭ Lƴ ǘƘŜ tǊƻǘƻŎƻƭ ŬŜƭŘΣ ¢/t ǘǊŀŶŎΣ ¦5t ǘǊŀŶŎ ƻǊ ōƻǘƘ Ŏŀƴ ōŜ ǎǇŜŎƛŬŜŘΦ 
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6.6.3 Sync Setting 

Ϧ{ȅƴŎ {ŜǩƴƎǎϦ ǎǳƳƳŀǊƛȊŜǎ ŀƭƭ ǇŀƎŜǎ ŦƻŎǳǎƛƴƎ ƻƴ ǎȅƴŎƘǊƻƴƛȊŀǝƻƴ ǎƻǳǊŎŜǎΦ  

6.6.3.1 General 

6.6.3.1.1 Status 

 

Figure 69 Example of the general synchronization status page 

 

{ǘŀǘǳǎ [ŀōŜƭ 5ŜǎŎǊƛǇǝƻƴ 

{ȅƴŎƘǊƻƴƛȊŀǝƻƴ ǎǘŀǘǳǎ 

Lǘ ŘƛǎǇƭŀȅǎ ǘƘŜ ŎǳǊǊŜƴǘ ǎȅƴŎƘǊƻƴƛȊŀǝƻƴ ǎǘŀǘǳǎΦ 

 

Not initialized ς The device has never been synced to a sync source or the 
communication to the sync module is lost 
Crystal mode ς The device has lost the sync source and is now running in free wheel 
mode using the internal oscillator 

[ƻŎƪŜŘ ǘƻ ǎȅƴŎ ǎƻǳǊŎŜ ς ¢ƘŜ ŘŜǾƛŎŜ ƛǎ ƭƻŎƪŜŘ ǘƻ ŀ ǎȅƴŎ ǎƻǳǊŎŜ 

{ȅƴŎƘǊƻƴƛȊŀǝƻƴ 
ŀŎŎǳǊŀŎȅ 

5ŜǾƛŎŜ ǝƳŜ ƛǎ ǿƛǘƘƛƴΥ 

ҔҐ мл Ƴǎ ǘƻ ¦¢/ 
ғ мл Ƴǎ ǘƻ ¦¢/ 
ғ м Ƴǎ ǘƻ ¦¢/ 
ғ млл ǳǎ ǘƻ ¦¢/ 
ғ мл ǳǎ ǘƻ ¦¢/ 
ғ м ǳǎ ǘƻ ¦¢/ 
ғ млл ƴǎ ǘƻ ¦¢/ 

¢ƛƳŜ 

Lǎ ƻƴƭȅ ǳǎŜŘ ƛƴ /Ǌȅǎǘŀƭ ƳƻŘŜ ǎǘŀǘŜΣ ƛƴ ŀƭƭ ƻǘƘŜǊ ǎǘŀǘŜǎ ƛǘ Ŏŀƴ ōŜ ƛƎƴƻǊŜŘΦ 

9ǊǊƻǊ ς ²ƘŜƴ {ȅƴŎƘǊƻƴƛȊŀǝƻƴ ǎǘŀǘǳǎ ƛǎ Ϧ/Ǌȅǎǘŀƭ ƳƻŘŜϦ ŀƴŘ {ȅƴŎƘǊƻƴƛȊŀǝƻƴ ǎƻǳǊŎŜ ƛǎ 
ƴƻǘ ϦπϦ ¢ƛƳŜ ǎǘŀǘǳǎ 9ǊǊƻǊ ƛƴŘƛŎŀǘŜǎΣ ǘƘŀǘ ǘƘŜ ƛƴǘŜǊƴŀƭ ŎƭƻŎƪ Ƙŀǎ ŀƴ ƻũǎŜǘ ƎǊŜŀǘŜǊ мǎ ǘƻ 
ǘƘŜ ǎȅƴŎƘǊƻƴƛȊŀǝƻƴ ǎƻǳǊŎŜΦ Lǘ Ŧƻƭƭƻǿǎ ǘƘŀǘ ǘƘŜ ǎȅƴŎƘǊƻƴƛȊŀǝƻƴ ǎƻǳǊŎŜ ƛǎ ƛƎƴƻǊŜŘΦ Lƴ 
ǘƘŀǘ ŎŀǎŜ ǘƘŜ 9ȄŜŎǳǘŜ ǝƳŜ ƧǳƳǇ ŀŎǝƻƴ ŘŜǎŎǊƛōŜŘ ƛƴ сΦсΦоΦмΦн Ƴǳǎǘ ōŜ ǇŜǊŦƻǊƳŜŘ ǘƻ 
ŀŎŎŜǇǘ ǘƘŜ ǎȅƴŎƘǊƻƴƛȊŀǝƻƴ ǎƻǳǊŎŜΦ Lƴ ƻǘƘŜǊ ŎŀǎŜǎΣ ǘƘƛǎ ǾŀƭǳŜ Ŏŀƴ ōŜ ƛƎƴƻǊŜŘΦ 

hƪ ς LƴŘƛŎŀǘŜǎΣ ǘƘŀǘ ǘƘŜ ŀōƻǾŜπŘŜǎŎǊƛōŜŘ ǎŎŜƴŀǊƛƻ ƛǎ ƴƻǘ ŀŎǝǾŜ 
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{ȅƴŎƘǊƻƴƛȊŀǝƻƴ ǎƻǳǊŎŜ 

Lǘ ŘƛǎǇƭŀȅǎ ǘƘŜ ŎǳǊǊŜƴǘ ǎȅƴŎƘǊƻƴƛȊŀǝƻƴ ǎƻǳǊŎŜΦ 

 

π ς LƴŘƛŎŀǘŜǎ ǘƘŀǘ ƴƻ ǎȅƴŎƘǊƻƴƛȊŀǝƻƴ ǎƻǳǊŎŜ ƛǎ ǇǊŜǎŜƴǘ 

ғҔ ς LƴŘƛŎŀǘŜǎ ǘƘŀǘ ǘƘŜ ǎȅƴŎƘǊƻƴƛȊŀǝƻƴ ǎƻǳǊŎŜ ƛǎ ŎƘŀƴƎƛƴƎ 

Lƴ ŜǾŜǊȅ ƻǘƘŜǊ ŎŀǎŜ ǘƘŜ ƴŀƳŜ ƻŦ ǘƘŜ ǎȅƴŎƘǊƻƴƛȊŀǝƻƴ ǎƻǳǊŎŜ ƛǎ ŘƛǎǇƭŀȅŜŘ 

[ŜŀǇ ǎŜŎƻƴŘǎ 

bǳƳōŜǊ ƻŦ ƭŜŀǇ ǎŜŎƻƴŘǎ όǘƘƛǎ Ŝǉǳŀƭǎ ǘƘŜ ŘƛũŜǊŜƴŎŜ ōŜǘǿŜŜƴ ¢!L ŀƴŘ ¦¢/ ǝƳŜ ōŀǎŜύ 

¢ƘŜ ǾŀƭǳŜ онтст ƛƴŘƛŎŀǘŜǎΣ ǘƘŀǘ ǘƘŜ ƴǳƳōŜǊ ƻŦ ƭŜŀǇ ǎŜŎƻƴŘǎ ƛǎ ƴƻǘ ƪƴƻǿƴ όŜΦƎΦ ǿƘŜƴ ŀ 
ǎȅƴŎ ǎƻǳǊŎŜ ƛǎ ǳǎŜŘΣ ǿƘƛŎƘ ŘƻŜǎ ƴƻǘ ǘǊŀƴǎƳƛǘ ǘƘŜ ƴǳƳōŜǊ ƻŦ ƭŜŀǇ ǎŜŎƻƴŘǎΣ ƭƛƪŜ b¢tΣ 
ŀƴŘ ǘƘŜ ƴǳƳōŜǊ ƻŦ ƭŜŀǇ ǎŜŎƻƴŘǎ Ƙŀǎ ƴƻǘ ōŜŜƴ ǊŜŎŜƛǾŜŘ ƻǊ ǎŜǘ ōŜŦƻǊŜ ǎǿƛǘŎƘƛƴƎ ǘƻ ǘƘƛǎ 
ǎȅƴŎ ǎƻǳǊŎŜύ 

CǊŜǉǳŜƴŎȅ ŎƻƴǘǊƻƭ 
Lƴ ŎŀǎŜ ƻŦ ŀƴ ŜǊǊƻǊ ŀ ǇǊƻōƭŜƳ ǿƛǘƘ ǘƘŜ ƛƴǘŜǊƴŀƭ ƻǎŎƛƭƭŀǘƻǊ ǊŜƎǳƭŀǝƻƴ ƻŦ ǘƘŜ {ȅƴŎ {ƻǳǊŎŜ 
ƘŀǾŜ ƻŎŎǳǊǊŜŘΦ ¢ƘŜ ǎǇŜŎƛŬŜŘ ŀŎŎǳǊŀŎȅ ƻŦ ǘƘŜ {ȅƴŎ {ƻǳǊŎŜ Ŏŀƴƴƻǘ ōŜ ƎǳŀǊŀƴǘŜŜŘ 
ŀƴȅƳƻǊŜΦ 

{ȅƴŎ ƳƻŘǳƭŜ 
ŎƻƳƳǳƴƛŎŀǝƻƴ 5ƛǎǇƭŀȅǎ ǘƘŜ ŎƻƳƳǳƴƛŎŀǝƻƴ ǎǘŀǘǳǎ ǘƻ ǘƘŜ ǎȅƴŎƘǊƻƴƛȊŀǝƻƴ ƳƻŘǳƭŜΦ 

 

6.6.3.1.2 Action 

¢Ƙƛǎ ǇŀƎŜ ŜƴŀōƭŜǎ ǘƘŜ ŀŘƧǳǎǘƳŜƴǘ ƻŦ ¦¢/ ǝƳŜ ƛƴŎƭǳŘƛƴƎ ǘƘŜ ŘŀǘŜ ƛƴ ǘƘŜ {ȅƴŎ {ƻǳǊŎŜΦ 

 

Figure 70 General synchronization action page 

Set time (only available on TDC boards): 

±ƛŀ {Ŝǘ ǝƳŜ ǘƘŜ ǝƳŜ ƻŦ ǘƘŜ ōƻŀǊŘ Ŏŀƴ ōŜ ǎŜǘΦ 

¢ƘŜ ¦¢/ ǝƳŜ Ƴǳǎǘ ŀƭǿŀȅǎ ōŜ ǎŜǘΦ ¢ƘŜ ƭƻŎŀƭ ǝƳŜ ƛǎ ƛƴǘŜǊƴŀƭƭȅ ŎŀƭŎǳƭŀǘŜŘ ōȅ ǘƘŜ ŘŜǾƛŎŜ ōŀǎŜŘ ƻƴ ǘƘŜ 

ŘƛũŜǊŜƴŎŜ ǝƳŜ όǝƳŜȊƻƴŜ ƻũǎŜǘύ ŀƴŘ ǘƘŜ ǎǳƳƳŜǊ κ ǿƛƴǘŜǊ ǝƳŜ ŎƘŀƴƎŜƻǾŜǊ όŘŀȅƭƛƎƘǘ ǎŀǾƛƴƎ ǝƳŜύΦ 
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/ƭƛŎƪƛƴƎ ƻƴ ǘƘŜ ŬŜƭŘ ŘŀǘŜ ƻǇŜƴǎ ŀ ōǊƻǿǎŜǊπǎǇŜŎƛŬŎ ŎŀƭŜƴŘŀǊΤ ŎƭƛŎƪƛƴƎ ƻƴ ǘƘŜ ŬŜƭŘ ǝƳŜ ƻǇŜƴǎ ŀ ōǊƻǿǎŜǊπ

ǎǇŜŎƛŬŎ ǝƳŜ ǎŜƭŜŎǘƻǊ όƛŦ ǘƘŜ ǳǎŜŘ ōǊƻǿǎŜǊ ƻũŜǊǎ ǘƘƛǎ ŦǳƴŎǝƻƴŀƭƛǘȅύΦ 

 

Figure 71 The calendar and time selector provided by Google Chrome 

 
Execute time jump: 

This function forces the board to go to Synchronization status Not initialized. That state is the only state in 

which boards are allowed to perform time jumps. 

This action can solve issues when the board does not synchronize. 

Set leapseconds (only available on TDC boards): 

Via Set leapseconds, the number of leap seconds can be set. This action has only an effect, when a sync 

source is used, that does not transmit the number of leap seconds, like NTP. 

  



 
 

 Customer Manual  hopf unified management application 
   v12.00 109 / 186 

6.6.3.1.3 Config 

¢Ƙƛǎ ŎƻƴŬƎ ǇŀƎŜ Ŏƻƴǎƛǎǘǎ ƻŦ ǎŜǾŜǊŀƭ ǎŜŎǝƻƴǎΦ 

 

Figure 72 General synchronization configuration page 

 

Synchronization sources for TDC boards 
LŦ ƳǳƭǝǇƭŜ ǎȅƴŎƘǊƻƴƛȊŀǝƻƴ ǎƻǳǊŎŜǎ ŀǊŜ ǎǳǇǇƻǊǘŜŘ ōȅ ǘƘŜ ōƻŀǊŘΣ ǘƘŜ ǎƻǳǊŎŜǎ ǘƘŀǘ ǎƘƻǳƭŘ ōŜ ǳǎŜŘ Ƴǳǎǘ ōŜ 

ŎƻƴŬƎǳǊŜŘ ƘŜǊŜΣ ǿƛǘƘ ǘƘŜ ŘŜǎƛǊŜŘ ǇǊƛƻǊƛǝŜǎΦ ¢ƘŜ ƭƻǿŜǊ ǘƘŜ ǇǊƛƻǊƛǘȅ ƴǳƳōŜǊ όŜΦƎΦΣ tǊƛƻǊƛǘȅ мύΣ ǘƘŜ ƘƛƎƘŜǊ ǘƘŜ 

ǇǊƛƻǊƛǘȅΦ {ȅƴŎƘǊƻƴƛȊŀǝƻƴ ǎƻǳǊŎŜǎ ǘƘŀǘ ǎƘƻǳƭŘ ōŜ ŎƻƳǇƭŜǘŜƭȅ ƛƎƴƻǊŜŘ Ŏŀƴ ōŜ ŘŜǎŜƭŜŎǘŜŘ ǿƛǘƘ ŀ ŘŜƭŜǘŜ ōǳǧƻƴ 

ƴŜȄǘ ǘƻ ǘƘŜ ŘǊƻǇπŘƻǿƴ ǎŜƭŜŎǘƻǊΦ !ǘ ƭŜŀǎǘ ƻƴŜ ǎȅƴŎ ǎƻǳǊŎŜ Ƴǳǎǘ ōŜ ǎŜƭŜŎǘŜŘ ŀǎ tǊƛƻǊƛǘȅ мΦ 

¢Ƙƛǎ ǎŜŎǝƻƴ ŀƭǎƻ ǇǊƻǾƛŘŜǎ ŀ ǎŜǩƴƎ ǘƻ ǘǳǊƴ ǎƛƳǳƭŀǝƻƴ ƳƻŘŜ ƻƴ ŀƴŘ ƻũΦ ²ƘŜƴ ǎƛƳǳƭŀǝƻƴ ƳƻŘŜ ƛǎ ǘǳǊƴŜŘ ƻƴΣ 

ǘƘŜ ǎȅǎǘŜƳ ǿƛƭƭ ŀŎǘ ŀǎ ƛŦ ƛǘ ǿƻǳƭŘ ōŜ ǎȅƴŎƘǊƻƴƛȊŜŘ ǘƻ ŀ ǇŜǊŦŜŎǘ ǝƳŜ ǎƻǳǊŎŜ όƻũǎŜǘ ǘƻ ¦¢/ ǿƛƭƭ ŀƭǿŀȅǎ ōŜ 

ғмллƴǎύΦ ¢ƘŜ ǝƳŜ ǘƘŀǘ ƛǎ ŘƛǎǘǊƛōǳǘŜŘ ƛƴ ǎƛƳǳƭŀǝƻƴ ƳƻŘŜ Ŏŀƴ ōŜ ǎŜǘ ǳǎƛƴƎ ǘƘŜ ǎŜǘ ǝƳŜ ŦǳƴŎǝƻƴ όǎŜŜ 

сΦсΦоΦмΦнύΦ 

bƻǝŎŜΥ ¢ƻ ǳǎŜ ǘƘŜ ǎƛƳǳƭŀǝƻƴ ƳƻŘŜΣ ǳƴǇƭǳƎ ŀƭƭ ǎȅƴŎ ǎƻǳǊŎŜǎ ŦǊƻƳ ǘƘŜ ŘŜǾƛŎŜΦ 
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Synchronization sources for non-TDC boards 

 

Figure 73 Synchronization sources section for non-TDC boards 

The synchronization sources section for non-TDC boards looks different to the one of TDC boards. The non-

TDC-boards version has three drop downs for timedomain priority, priority 1 and priority 2 to configure 

which timedomain should be used for synchronization in systems with more than one timedomain. 

Timedomain priority defines which timedomains should be validated and what should happen if they have 

the same quality. 

tǊƛƻǊƛǘȅ м ŀƴŘ ǇǊƛƻǊƛǘȅ н ŘŜŬƴŜ Ƙƻǿ ǘƘŜ ǉǳŀƭƛǘȅ ƻŦ ǘƘŜ ǝƳŜŘƻƳŀƛƴǎ ƛǎ ŘŜǘŜǊƳƛƴŜŘΦ tǊƛƻǊƛǘȅ м Ƙŀǎ ƘƛƎƘŜǊ 

ǇǊƛƻǊƛǘȅ ǘƘŀƴ ǇǊƛƻǊƛǘȅ нΦ 

¢ƛƳŜŘƻƳŀƛƴ ǇǊƛƻǊƛǘȅ 
ǎŜƭŜŎǝƻƴ 

5ŜǎŎǊƛǇǝƻƴ 

hƴƭȅ ¢5м ¢ƘŜ ōƻŀǊŘ ǿƛƭƭ ƛƎƴƻǊŜ ǝƳŜŘƻƳŀƛƴ н ŀƴŘ ƻƴƭȅ ǎȅƴŎƘǊƻƴƛȊŜ ǘƻ ǝƳŜŘƻƳŀƛƴ м 

hƴƭȅ ¢5н ¢ƘŜ ōƻŀǊŘ ǿƛƭƭ ƛƎƴƻǊŜ ǝƳŜŘƻƳŀƛƴ м ŀƴŘ ƻƴƭȅ ǎȅƴŎƘǊƻƴƛȊŜ ǘƻ ǝƳŜŘƻƳŀƛƴ н 

wƻǳƴŘ wƻōƛƴ 
¢ƘŜ ǝƳŜŘƻƳŀƛƴ ǿƛǘƘ ǘƘŜ ƘƛƎƘŜǊ ǉǳŀƭƛǘȅ ǿƛƭƭ ōŜ ǎŜƭŜŎǘŜŘ ŀǎ ǎȅƴŎƘǊƻƴƛȊŀǝƻƴ ǎƻǳǊŎŜΦ LŦ 
ōƻǘƘ ǝƳŜŘƻƳŀƛƴǎ ƘŀǾŜ ǘƘŜ ǎŀƳŜ ǉǳŀƭƛǘȅΣ ǘƘŜ ŀŎǘǳŀƭƭȅ ǳǎŜŘ ǝƳŜŘƻƳŀƛƴ ǿƛƭƭ ǎǘŀȅ ǘƘŜ 
ǎŜƭŜŎǘŜŘ ƻƴŜΦ 

tǊƛƻǊƛǘȅ ¢5м 
¢ƘŜ ǝƳŜŘƻƳŀƛƴ ǿƛǘƘ ǘƘŜ ƘƛƎƘŜǊ ǉǳŀƭƛǘȅ ǿƛƭƭ ōŜ ǎŜƭŜŎǘŜŘ ŀǎ ǎȅƴŎƘǊƻƴƛȊŀǝƻƴ ǎƻǳǊŎŜΦ LŦ 
ōƻǘƘ ǝƳŜŘƻƳŀƛƴǎ ƘŀǾŜ ǘƘŜ ǎŀƳŜ ǉǳŀƭƛǘȅΣ ǝƳŜŘƻƳŀƛƴ м ǿƛƭƭ ōŜ ǎŜƭŜŎǘŜŘΦ 

tǊƛƻǊƛǘȅ ¢5н 
¢ƘŜ ǝƳŜŘƻƳŀƛƴ ǿƛǘƘ ǘƘŜ ƘƛƎƘŜǊ ǉǳŀƭƛǘȅ ǿƛƭƭ ōŜ ǎŜƭŜŎǘŜŘ ŀǎ ǎȅƴŎƘǊƻƴƛȊŀǝƻƴ ǎƻǳǊŎŜΦ LŦ 
ōƻǘƘ ǝƳŜŘƻƳŀƛƴǎ ƘŀǾŜ ǘƘŜ ǎŀƳŜ ǉǳŀƭƛǘȅΣ ǝƳŜŘƻƳŀƛƴ н ǿƛƭƭ ōŜ ǎŜƭŜŎǘŜŘΦ 
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tǊƛƻǊƛǘȅ Ȅ ǎŜƭŜŎǝƻƴ 5ŜǎŎǊƛǇǝƻƴ 

{ȅƴŎƘǊƻƴƛȊŀǝƻƴ 
ŀŎŎǳǊŀŎȅ 

¢ƘŜ ǝƳŜŘƻƳŀƛƴ ǿƛǘƘ ǘƘŜ ōŜǧŜǊ ǎȅƴŎƘǊƻƴƛȊŀǝƻƴ ŀŎŎǳǊŀŎȅ ƛǎ ǘǊŜŀǘŜŘ ŀǎ ǘƘŜ ƻƴŜ ǿƛǘƘ 
ōŜǧŜǊ ǉǳŀƭƛǘȅΦ 

{ȅƴŎƘǊƻƴƛȊŀǝƻƴ ǎǘŀǘǳǎ 
¢ƘŜ ǝƳŜŘƻƳŀƛƴ ǿƛǘƘ ōŜǧŜǊ ǎȅƴŎƘǊƻƴƛȊŀǝƻƴ ǎǘŀǘǳǎ ƛǎ ǘǊŜŀǘŜŘ ŀǎ ǘƘŜ ƻƴŜ ǿƛǘƘ ōŜǧŜǊ 
ǉǳŀƭƛǘȅΦ 

bƻƴŜ 
.ƻǘƘ ǝƳŜŘƻƳŀƛƴǎ ƘŀǾŜ ǘƘŜ ǎŀƳŜ ǉǳŀƭƛǘȅ ŦƻǊ ǘƘƛǎ ǇǊƛƻǊƛǘȅ όƛŦ ǇǊƛƻǊƛǘȅ м ŀƴŘ н ŀǊŜ ǎŜǘ ǘƻ 
bƻƴŜΣ ¢5м ƛǎ ǎŜƭŜŎǘŜŘ ŀǎ ǝƳŜŘƻƳŀƛƴ ǿƛǘƘ ǘƘŜ ōŜǎǘ ǉǳŀƭƛǘȅύ 

 

{ȅƴŎƘǊƻƴƛȊŀǝƻƴ ǎŜǩƴƎ 

LƴǇǳǘ [ŀōŜƭ 5ŜǎŎǊƛǇǝƻƴ 

{ǘŜǇ ǿƘŜƴ ƻũǎŜǘ ҔҐ 
мллƳǎ 

²ƘŜƴ ŜƴŀōƭŜŘΣ ǘƘŜ ƛƴǘŜǊƴŀƭ ŎƭƻŎƪ ƛǎ ŀƭƭƻǿŜŘ ǘƻ ǇŜǊŦƻǊƳ ǝƳŜ ǎǘŜǇǎ ǿƘŜƴ ǘƘŜ ƻũǎŜǘ ǘƻ 
ǘƘŜ ǎȅƴŎƘǊƻƴƛȊŀǝƻƴ ǎƻǳǊŎŜ ƛǎ ƎǊŜŀǘŜǊ мллƳǎΦ 

²ŀǊƴƛƴƎΥ ǘƘƛǎ ŦǳƴŎǝƻƴŀƭƛǘȅ ǎƘƻǳƭŘ ƻƴƭȅ ōŜ ŜƴŀōƭŜŘΣ ǿƘƛƭŜ ǘŜǎǝƴƎ ƻǊ ƛƴ ǊŀǊŜ ŎŀǎŜǎ ǿƘŜǊŜ ƴƻ ǎȅƴŎƘǊƻƴƛȊŀǝƻƴ 

ǎƻǳǊŎŜǎ ŀǊŜ ŀǾŀƛƭŀōƭŜ ŀƊŜǊ ōƻƻǝƴƎΣ ōǳǘ ǝƳŜ ǎŜǊǾƛŎŜǎ ŀǊŜ ƴŜŜŘŜŘ ŀƴŘ ǝƳŜ ƛƴŀŎŎǳǊŀŎȅ ƻŦ ƳƻǊŜ ǘƘŀƴ мллƳǎ 

ǘƻ ¦¢/ ŘƻŜǎ ƴƻǘ ƳŀǧŜǊ ōŜŎŀǳǎŜ ƛǘ ƛǎ ƻƴƭȅ ƴŜŜŘŜŘΣ ǘƘŀǘ ŎƭƛŜƴǘǎ ǿƛǘƘƛƴ ǘƘŜ ŀǇǇƭƛŎŀǝƻƴ ŀǊŜ ǎȅƴŎƘǊƻƴƛȊŜŘ ǘƻ 

ŜŀŎƘ ƻǘƘŜǊΣ ōǳǘ ƴƻǘ ǘƻ ¦¢/Σ ōǳǘ ǿƘŜƴ ŀ ǎȅƴŎƘǊƻƴƛȊŀǝƻƴ ǎƻǳǊŎŜ ƛǎ ŀǾŀƛƭŀōƭŜ ǘƘŜ ǝƳŜ ǎƘƻǳƭŘ ōŜ ǎǘŜǇǇŜŘ 

ǘƻǿŀǊŘǎ ¦¢/Φ Lƴ ǎǳŎƘ ŀ ŎŀǎŜ ƛǘ ƛǎ ǇƻǎǎƛōƭŜ ǘƻ ǎŜǘ ǘƘŜ ǝƳŜ Ǿƛŀ ǘƘŜ {Ŝǘ ǝƳŜ ŀŎǝƻƴ όǎŜŜ сΦсΦоΦмΦнύΦ ²ƘŜƴ ŀ 

ǎȅƴŎƘǊƻƴƛȊŀǝƻƴ ǎƻǳǊŎŜ ƛǎ ŀǾŀƛƭŀōƭŜ ǘƘŜ ōƻŀǊŘ ǿƛƭƭ ǇŜǊŦƻǊƳ ŀ ǎǘŜǇ ǘƻǿŀǊŘǎ ǘƘŜ ǝƳŜ ƻŦ ǘƘŜ ǎȅƴŎƘǊƻƴƛȊŀǝƻƴ 

ǎƻǳǊŎŜΣ ǿƘŜƴ ǘƘƛǎ ƅŀƎ ƛǎ ŜƴŀōƭŜŘΦ Lƴ ǘƘŀǘ ŎŀǎŜ ǘƘŜ ƅŀƎ ǎƘƻǳƭŘ ōŜ ŜƴŀōƭŜŘ ƻƴ ŜǾŜǊȅ ōƻŀǊŘ ƻŦ ǘƘŜ ǎȅǎǘŜƳΦ 

YŜŜǇ ƛƴ ƳƛƴŘΣ ǘƘŀǘ ǘƘŀǘ ƅŀƎ ŀƭǎƻ ƳŀƪŜǎ ǘƘŜ ŀǇǇƭƛŎŀǝƻƴ ǾǳƭƴŜǊŀōƭŜ ŦƻǊ ǎǇƻƻŬƴƎ ŀǧŀŎƪǎ ƻǊ ǳƴǎǘŀōƭŜ 

ǎȅƴŎƘǊƻƴƛȊŀǝƻƴ ǎƻǳǊŎŜǎΦ LŦ ǘƘŜ ŀǇǇƭƛŎŀǝƻƴ ƛƴ ǘƘŜ ŀōƻǾŜ ǎŎŜƴŀǊƛƻ ƛǎ ƻƴƭȅ ǎȅƴŎƘǊƻƴƛȊŜŘ Ǿƛŀ t¢tΣ ƛǘ ƛǎ ōŜǧŜǊ ǘƻ 

ŜƴŀōƭŜ ǘƘŜ LƳƳŜŘƛŀǘŜ ǎŜǊǾƛŎŜ ǎǘŀǊǘ ŦŜŀǘǳǊŜ ƻŦ t¢t όǎŜŜ сΦсΦпΦоΦнύΦ 

 

¢ƛƳŜȊƻƴŜ hũǎŜǘ όƻƴƭȅ ŀǾŀƛƭŀōƭŜ ƻƴ ¢5/ ōƻŀǊŘǎύ 

¢Ƙƛǎ ǎŜŎǝƻƴ ƻũŜǊǎ [ƻŎŀƭ ¢ƛƳŜ ǎŜǩƴƎǎ ŦƻǊ ǘƘŜ {ȅƴŎ {ƻǳǊŎŜΦ ¢ƛƳŜ ǎŜǊǾƛŎŜǎ ǘƘŀǘ Ŏŀƴ ōŜ ŎƻƴŬƎǳǊŜŘ ǘƻ ƻǳǘǇǳǘ 

{¢5 ƻǊ [h/ ŀƴŘ ǘƘŀǘ Řƻ ƴƻǘ ƘŀǾŜ ǘƘŜƛǊ ƻǿƴ [ƻŎŀƭ ¢ƛƳŜ ǎŜǩƴƎǎΣ ǳǎŜ ǘƘŜ ǎŜǩƴƎǎ ŦǊƻƳ ǘƘƛǎ ǎŜŎǝƻƴ ŦƻǊ ǝƳŜ 

ŎŀƭŎǳƭŀǝƻƴΦ /ƘŀƴƎƛƴƎ ǘƘŜ ǝƳŜ ƘŜǊŜ ǿƛƭƭ ƴƻǘ ƛƴƅǳŜƴŎŜ ǘƘŜ ƘŜŀŘŜǊ ŎƻƳǇƻƴŜƴǘ Ϧ5ŜǾƛŎŜ ¢ƛƳŜ hǳǘǇǳǘϦ όǎŜŜ 

рΦоΦмΤ /ƻƳǇƻƴŜƴǘ сύΦ 
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LƴǇǳǘ [ŀōŜƭ 5ŜǎŎǊƛǇǝƻƴ 

!ŎǝǾŀǘŜ ¢ƘŜ ǝƳŜȊƻƴŜ ƻũǎŜǘ Ŏŀƴ ōŜ ǘǳǊƴŜŘ ƻƴ ƻǊ ƻũΦ 

5ƛǊŜŎǝƻƴ 

¢ƘŜ ŘƛǊŜŎǝƻƴΣ ǿƘŜǊŜ ǘƘŜ ǝƳŜ ŘŜǾƛŀǘŜǎ ŦǊƻƳ ǘƘŜ ǿƻǊƭŘ ǝƳŜΦ 

9ŀǎǘ ς /ƻǊǊŜǎǇƻƴŘǎ ǘƻ Ŝŀǎǘ 

²Ŝǎǘ ς /ƻǊǊŜǎǇƻƴŘǎ ǘƻ ǿŜǎǘ ƻŦ ǘƘŜ tǊƛƳŜπaŜǊƛŘƛŀƴ όDǊŜŜƴǿƛŎƘύ 

hũǎŜǘ ƘƻǳǊǎ ¢ƛƳŜȊƻƴŜ ƻũǎŜǘ ƛƴǇǳǘ ƻŦ ǘƘŜ Ŧǳƭƭ ƘƻǳǊ όлπмоύ 

hũǎŜǘ ƳƛƴǳǘŜǎ ¢ƛƳŜȊƻƴŜ ƻũǎŜǘ ƛƴǇǳǘ ƻŦ ƳƛƴǳǘŜǎ όлπрфύ 

 

5ŀȅƭƛƎƘǘ ǎŀǾƛƴƎ ǝƳŜ όƻƴƭȅ ŀǾŀƛƭŀōƭŜ ƻƴ ¢5/ ōƻŀǊŘǎύ 

{ŜǩƴƎ ƻŦ ǘƘŜ ŎƘŀƴƎŜƻǾŜǊ ǝƳŜǎ ŦƻǊ ǎǳƳƳŜǊκǿƛƴǘŜǊ ǝƳŜ ƛƴ ǘƘŜ {ȅƴŎ {ƻǳǊŎŜΦ 

¢Ƙƛǎ ǎŜŎǝƻƴ ƛǎ ǳǎŜŘ ǘƻ ŘŜŬƴŜ ǘƘŜ Ǉƻƛƴǘ ƻŦ ǝƳŜ ŀǘ ǿƘƛŎƘ ǘƘŜ ŎƘŀƴƎŜƻǾŜǊ ǘƻ 5ŀȅƭƛƎƘǘ {ŀǾƛƴƎ ¢ƛƳŜ ƻǊ ǿƛƴǘŜǊ 

ǝƳŜ ƻŎŎǳǊǎ ŘǳǊƛƴƎ ǘƘŜ ŎƻǳǊǎŜ ƻŦ ǘƘŜ ȅŜŀǊΦ ¢ƘŜ ŜȄŀŎǘ ǝƳŜǎ ŀǊŜ ŀǳǘƻƳŀǝŎŀƭƭȅ ŎŀƭŎǳƭŀǘŜŘ ŦƻǊ ǘƘŜ ǊǳƴƴƛƴƎ ȅŜŀǊΦ  

 

Figure 74 Daylight saving time configuration section 

.ŜƎƛƴ ς /ƘŀƴƎŜƻǾŜǊ ǝƳŜ ŦƻǊ ǎǘŀƴŘŀǊŘ ǝƳŜ ǘƻ 5ŀȅƭƛƎƘǘ {ŀǾƛƴƎ ¢ƛƳŜ 

9ƴŘ ς /ƘŀƴƎŜƻǾŜǊ ǝƳŜ ŦƻǊ 5ŀȅƭƛƎƘǘ {ŀǾƛƴƎ ¢ƛƳŜ ǘƻ ǎǘŀƴŘŀǊŘ ǝƳŜ 
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LƴǇǳǘ [ŀōŜƭ 5ŜǎŎǊƛǇǝƻƴ 

aƻƴǘƘ ¢ƘŜ ƳƻƴǘƘ ǿƘŜƴ ǘƘŜ ŎƘŀƴƎŜƻǾŜǊ ǎƘƻǳƭŘ ōŜ ǇǊƻŎŜǎǎŜŘΦ 

²ŜŜƪ 
!ǘ ǿƘƛŎƘ ƻŎŎǳǊǊŜƴŎŜ ƻŦ ǘƘŀǘ ǇŀǊǝŎǳƭŀǊ ǿŜŜƪŘŀȅ ƛƴ ǘƘŀǘ ƳƻƴǘƘ ǘƘŜ ŎƘŀƴƎŜƻǾŜǊ ƛǎ ƎƻƛƴƎ 
ǘƻ ǘŀƪŜ ǇƭŀŎŜΦ 

5ŀȅ ¢ƘŜ Řŀȅ ƻŦ ǘƘŜ ǿŜŜƪ ǿƘŜƴ ǘƘŜ ŎƘŀƴƎŜƻǾŜǊ ǎƘƻǳƭŘ ōŜ ǇǊƻŎŜǎǎŜŘΦ 

¢ƛƳŜ 
¢ƘŜ ǝƳŜ ƛƴ ƘƻǳǊǎ ŀƴŘ ƳƛƴǳǘŜǎ ǿƘŜƴ ǘƘŜ ŎƘŀƴƎŜƻǾŜǊ ǎƘƻǳƭŘ ōŜ ǇǊƻŎŜǎǎŜŘΦ ¢ƘŜ [h/ 
ό[ƻŎŀƭ ǝƳŜύ ǝƳŜ Ƴǳǎǘ ōŜ ǎŜǘ ƛƴ ǘƘŜ ǝƳŜ ƛƴǇǳǘ ŬŜƭŘΦ 

 

aŀȄΦ ŦǊŜǉǳŜƴŎȅ ŎƘŀƴƎŜ 

±ƛŀ ǘƘƛǎ ǎŜŎǝƻƴ ŀ ƳŀȄƛƳǳƳ ŦǊŜǉǳŜƴŎȅ ŎƘŀƴƎŜ ƻŦ ǘƘŜ ōƻŀǊŘǎ ŎƭƻŎƪ Ŏŀƴ ōŜ ŎƻƴŬƎǳǊŜŘΦ Lǘ ƻƴƭȅ ǘŀƪŜǎ ŜũŜŎǘΣ 

ǿƘŜƴ ǘƘŜ ƛƴǘŜǊƴŀƭ ŎƭƻŎƪ ƛǎ ƛƴ ǎȅƴŎƘǊƻƴƛȊŀǝƻƴ ǎǘŀǘǳǎ [ƻŎƪŜŘ ǘƻ ǎȅƴŎ ǎƻǳǊŎŜ ƻǊ /Ǌȅǎǘŀƭ ƳƻŘŜΦ 

¢ƻ ŜƴŀōƭŜ ǘƘƛǎ ŦǳƴŎǝƻƴŀƭƛǘȅΣ !ŎǝǾŀǘŜ Ƴǳǎǘ ōŜ ǘǳǊƴŜŘ ƻƴ ŀƴŘ ǘƘŜ aŀȄ ŎƘŀƴƎŜ ǾŀƭǳŜ Ƴǳǎǘ ōŜ ǎŜǘΦ ¢ƻ ŘƛǎŀōƭŜ 

ǘƘƛǎ ŦǳƴŎǝƻƴŀƭƛǘȅΣ !ŎǝǾŀǘŜ Ƴǳǎǘ ōŜ ǘǳǊƴŜŘ ƻũΦ 

!ǧŜƴǝƻƴΥ ŘƻƴΩǘ ǳǎŜ ŀ ǘƻƻ ǎƳŀƭƭ ǾŀƭǳŜΣ ōŜŎŀǳǎŜ ƻǘƘŜǊǿƛǎŜ ǘƘŜ ŎƭƻŎƪ ŎƻƴǘǊƻƭƭŜǊ ƎŜǘǎ ƛƴǎǘŀōƭŜΦ ¢ƘŜ ǎƳŀƭƭŜǎǘ 

ǾŀƭǳŜ ǎǳƛǘŀōƭŜ ŦƻǊ ǎȅƴŎƘǊƻƴƛȊŀǝƻƴ Ǿƛŀ Db{{ ƛǎ мллΦ 

6.6.3.2 GNSS 

!ƭƭ ǇŀƎŜǎ ǘƘŀǘ ŎƻƴŎŜǊƴ ǘƘŜ ǎȅƴŎ ǎƻǳǊŎŜ Db{{ Ŏŀƴ ōŜ ŦƻǳƴŘ ǳƴŘŜǊ ǘƘƛǎ ƛǘŜƳΦ 

6.6.3.2.1 Status 

¢Ƙƛǎ ǎǘŀǘǳǎ ǇŀƎŜ ƛǎ ŎƻƳǇƻǎŜŘ ƻŦ ǎŜŎǝƻƴǎ ǿƛǘƘ ŘŜǘŀƛƭŜŘ ƛƴŦƻǊƳŀǝƻƴ ŀōƻǳǘ ǘƘŜ Db{{ ǎȅƴŎ ǎƻǳǊŎŜΦ 

 

wŜŎŜǇǝƻƴ ǉǳŀƭƛǘȅ 

¢Ƙƛǎ ǎŜŎǝƻƴ Ŏƻƴǘŀƛƴǎ ŀ ǊŜŀŘƻǳǘ ŦƻǊ ǘƘŜ ǎŀǘŜƭƭƛǘŜǎ ƛƴ ǾƛŜǿ ŀƴŘ ŦƻǊ ǘƘŜ ǎŀǘŜƭƭƛǘŜǎ ōŜƛƴƎ ǘǊŀŎƪŜŘΦ 

¢ƘŜ ǎŀǘŜƭƭƛǘŜǎ ƛƴ ǾƛŜǿ ǊŜǇǊŜǎŜƴǘ ǘƘŜ ƴǳƳōŜǊ ƻŦ ǘƘŜƻǊŜǝŎŀƭ ŀǾŀƛƭŀōƭŜ ǎŀǘŜƭƭƛǘŜǎ ŘŜǘŜŎǘŜŘ ōȅ ǘƘŜ Db{{ ǊŜŎŜƛǾŜǊ 

ŀƴŘ ǘƘŜ ǘǊŀŎƪŜŘ ǎŀǘŜƭƭƛǘŜǎ ŀǊŜ ǘƘŜ ŜũŜŎǝǾŜ ƴǳƳōŜǊ ƻŦ ǊŜŎŜƛǾŜŘ ǎŀǘŜƭƭƛǘŜǎ ǳǎŜŘ ŦƻǊ ǎȅƴŎƘǊƻƴƛȊŀǝƻƴΦ 

¢ƘŜ ǊŜŎŜǇǝƻƴ ǉǳŀƭƛǘȅ ƻŦ ǘƘŜ ǘǊŀŎƪŜŘ ǎŀǘŜƭƭƛǘŜǎ ƛǎ ǾƛǎǳŀƭƛȊŜŘ ǿƛǘƘ ŀ ŘȅƴŀƳƛŎ ƎǊŀǇƘ ŀƴŘ ƛǘ ǎƘƻǿǎ ǘƘŜ /κbл 

όŎŀǊǊƛŜǊπǘƻπƴƻƛǎŜπŘŜƴǎƛǘȅ Ǌŀǝƻύ ƛƴ Ř.IȊΦ ! ƭƻǿ ǎƛƎƴŀƭ ǉǳŀƭƛǘȅ όǊŜŘύ ƛǎ ōŜǘǿŜŜƴ лπолΣ ŀ ǎǳŶŎƛŜƴǘ ƻƴŜ όƻǊŀƴƎŜύ 

ōŜǘǿŜŜƴ омπпл ŀƴŘ ŀ ƎƻƻŘ ƻƴŜ όƎǊŜŜƴύ ōŜǘǿŜŜƴ пмπслΦ 
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Figure 75 Example of the GNSS reception quality status section 

 
Db{{ ǊŜŎŜƛǾŜǊ 

¢Ƙƛǎ ǎŜŎǝƻƴ Ŏƻƴǎƛǎǘǎ ƻŦ ǎǘŀǘǳǎ ƻǳǘǇǳǘǎ ŎƻƴŎŜǊƴƛƴƎ ǘƘŜ ǊŜŎŜƛǾŜǊΦ 

 

Figure 76 Example of the GNSS receiver status section 

 

{ǘŀǘǳǎ [ŀōŜƭ 5ŜǎŎǊƛǇǝƻƴ 

!D/ ƳƻƴƛǘƻǊ !ǳǘƻƳŀǝŎ Ǝŀƛƴ ŎƻƴǘǊƻƭ ǊŜƎǳƭŀǝƻƴ ǾŀƭǳŜ όл ǘƻ умфмύΦ 
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WŀƳƳƛƴƎ !D/ ǘƘǊŜǎƘƻƭŘ 

¢ƘǊŜǎƘƻƭŘ ǳǎŜŘ ŦƻǊ ƧŀƳƳƛƴƎ ŘŜǘŜŎǝƻƴΦ LŦ ǘƘŜ !D/ ƳƻƴƛǘƻǊ ǾŀƭǳŜ ƛǎ Ŏƻƴǎǘŀƴǘ ŀōƻǾŜ ǘƘƛǎ 
ǾŀƭǳŜΣ WŀƳƳƛƴƎ ƛǎ ƛƴŘƛŎŀǘŜŘΦ 

¢ƘŜ ƧŀƳƳƛƴƎ !D/ ǘƘǊŜǎƘƻƭŘ ƛǎ ŀǳǘƻƳŀǝŎŀƭƭȅ ŎŀƭŎǳƭŀǘŜŘΦ !ǘ ǎǘŀǊǘ ǳǇ ǘƘŜ ǾŀƭǳŜ ƛǎ сррорΣ 
ǿƘŀǘ ƛƴŘƛŎŀǘŜǎΣ ǘƘŀǘ ǘƘŜ ƧŀƳƳƛƴƎ ŘŜǘŜŎǘƻǊ Ƙŀǎ ƴƻǘ ŎŀƭŎǳƭŀǘŜŘ ǘƘŜ ǘƘǊŜǎƘƻƭŘ 

Db{{ ǊŜŎŜƛǾŜǊ 
ƛƴƛǝŀƭƛȊŀǝƻƴ 

LŦ ǘƘŜ Db{{ ǊŜŎŜƛǾŜǊ ƛǎ ƛƴƛǝŀƭƛȊŜŘΣ ϦhƪϦ ƛǎ ŘƛǎǇƭŀȅŜŘΣ ƻǘƘŜǊǿƛǎŜ Ϧ9ǊǊƻǊϦ ƛǎ ŘƛǎǇƭŀȅŜŘΦ 

¢Ƙƛǎ ŎƻƴŘƛǝƻƴ ƳƛƎƘǘ ƭŀǎǘ ŦƻǊ ƳŀȄΦ м ƳƛƴǳǘŜ ŀƊŜǊ ǇŀǊǝŎǳƭŀǊ ŀŎǝƻƴǎΦ 

Db{{ ƳƻŘǳƭŜ 
ŎƻƳƳǳƴƛŎŀǝƻƴ 

LŦ ǘƘƛǎ ŜǊǊƻǊ ƻŎŎǳǊǎ ŜǾŜƴ ŀƊŜǊ ŀ tƻǿŜǊπwŜǎŜǘΣ ǘƘŜ ǎǳǇǇƻǊǘ ǘŜŀƳ ƻŦ ƘƻǇŦ ƴŜŜŘǎ ǘƻ ōŜ 
ŎƻƴǘŀŎǘŜŘ ŦƻǊ ŦǳǊǘƘŜǊ ŀŎǝƻƴǎΦ 

Db{{ ƳƻŘǳƭŜ 
ǎȅƴŎƘǊƻƴƛȊŀǝƻƴ 

LŦ ŀƴ ŜǊǊƻǊ ƛǎ ƛƴŘƛŎŀǘŜŘΣ ǘƘŜ Db{{ ǊŜŎŜƛǾŜǊ ǊŜǉǳƛǊŜǎ ǎǇŜŎƛŀƭ Řŀǘŀ ŦǊƻƳ ǘƘŜ Db{{ ǎƛƎƴŀƭ 
ŦƻǊ ǿƘƛŎƘ ƛǘ ƴŜŜŘǎ ǳǇ ǘƻ мо ƳƛƴǳǘŜǎ ǎƛƎƴŀƭ ǊŜŎŜǇǝƻƴ ƻŦ ǎŀǘŜƭƭƛǘŜǎΦ  

hƴƭȅ ǘƘŜƴ ǘƘŜ {ȅƴŎ {ƻǳǊŎŜ Ŏŀƴ ōŜ ǎȅƴŎƘǊƻƴƛȊŜŘΦ 

¢Ƙƛǎ ƘŀǇǇŜƴǎ ŜΦƎΦΣ ŀƊŜǊ ŀ ōƻŀǊŘ ǊŜōƻƻǘΦ 

WŀƳƳƛƴƎ ǎǘŀǘǳǎ 

LƴƛǝŀƭƛȊƛƴƎ ς ¢ƘŜ ƧŀƳƳƛƴƎ !D/ ǘƘǊŜǎƘƻƭŘ Ƙŀǎ ƴƻǘ ōŜŜƴ ŎŀƭŎǳƭŀǘŜŘ ȅŜǘ 

bƻ ƧŀƳƳƛƴƎ ŘŜǘŜŎǘŜŘ ς ƴƻ ǎƛƎƴƛŬŎŀƴǘ ƧŀƳƳƛƴƎ 

WŀƳƳƛƴƎ ŘŜǘŜŎǘŜŘ ς ƛƴǘŜǊŦŜǊŜƴŎŜ ǾƛǎƛōƭŜΣ ƛŦ Db{{ ŬǊŜǿŀƭƭ ƛǎ ŜƴŀōƭŜŘΣ ǘƘŜ Db{{ ǎȅƴŎ 
ǎƻǳǊŎŜ ǿƛƭƭ ōŜ ƛƎƴƻǊŜŘΦ 

t5ht tƻǎƛǝƻƴ Řƛƭǳǝƻƴ ƻŦ ǇǊŜŎƛǎƛƻƴ όл ǘƻ сррорΤ ǎƳŀƭƭŜǊ ƴǳƳōŜǊ ƳŜŀƴǎ ƘƛƎƘŜǊ ǇǊŜŎƛǎƛƻƴύΦ 

 
!ƴǘŜƴƴŀ 

5ƛǎǇƭŀȅ ƻŦ ǘƘŜ ŀŎǘǳŀƭ Ǉƻǎƛǝƻƴ ŎŀƭŎǳƭŀǘŜŘ ōȅ ǘƘŜ Db{{ ǊŜŎŜƛǾŜǊ ŀƴŘ ǘƘŜ ŀƴǘŜƴƴŀ ǎƘƻǊǘπ κ ƻǇŜƴπŎƛǊŎǳƛǘ ŘŜǘŜŎǘƻǊ 

ǎǘŀǘǳǎΦ 

 

 
Figure 77 Example of the GNSS antenna status section 

  
















































































































































